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ABSTRACT

T his study report concludesaninitiative by the European Commission and EASMEto

supporting specialised skills development related to Big Data, Internetof Things (10T)

and Cybersecurity for small and medium - sized enterprises (SMEs)in ~ Europe. The
report includes an analysis of the potential benefits and barriers for technology

adoption by SMEs and presents a vision, roadmap and toolboxto increase the capacity

of industry, social partners, education and training organisations and policy makers at
all levels to promote and support the acquisition of these skills by SMEs in Europe. It

is built on broad stakeholderand expert consultation via workshops, surveys,

interviews andahigh - levelconference. It includes referencesto good practice sand
lessons learned derived fromthemto identify elements relevantto scaling up.
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EXECUTIVE SUMMARY

Rationale for an SME - centred skills development strategy

The digital revolution is not only about large tech companies but also essentially about

start -upsand SMEs that provide or use digital solutions. SMEsare vitalto the European
economy , making up 99% of Europe's businesses ! andaccountingfortwo  -thirdso ftotal
employment. The varietyis huge, frominnovative and fast - growing companiesthat provide

or use digital solutions, to those that face significant challenges such as acquiring the

necessary skills to benefit fromdigital tec hnologies.

Whereasimpro ving basic digital skills is already a c hallenge, the emergence oftechnologies

suchas big data, loT and cybersecurity is creating significant new specialisedskills gaps,

shortages and mismatc hes, especially for SMEs, who cannot afford to competewith la rge
enterprises to attract and retain the scarce digital talents. There are serious skills
shortages atevery level in the hierarchy of SMEs :from e -Leadership skills to ICT -
professionals to usersodé digital skills. Trigkios i s an
missing out onthe huge market potential. German association Bitkomestimates econoric

damage for German companies to be around 10 - billion - euro of revenues as a result of
shortage of IT specialists 2. Strategies suchas up - or re - skiling via offer ing training to
employeesin SMEs is farfrom common practice. Less than 10% of SMEs provide training

to ICT specialists and less than one in five SMEs offers training to other employees.

Currently, more than 90% of European SMESs considerthemselveslaggin g behind in digital
innovation. 3

The Commission has identified loT, big data and cybersecurity as areas where European

SMEs would benefit from an increase in the skills level. Both IoT and big data hold
enormous potentialto maximise customerintelligence , optimise internal processes, renew
business models and develop innovative servicesand solutions. In times where SMEs are
increasingly targeted by cyber -attacks, cybersecurity is essential to ensure business
continuity and protectthe value chain that SM Esare part of.

A strategy that enablestechnology adoption and skills development

Ambitious skills policies and well - targeted supporting measures are thus needed
to facilitate the access of SMEs to Europeds digita
consultation, this initiative brought forward a strategy forsupporting SMEs with skills

development to adopt new technologies such as cybersecurity, big data and internet of
things (IoT).

Designing solutions to solve this skills gap at all levels requires an understanding of both
why and how an organisation adoptstechnology as business opportunity, and the required

human capitalto deliveron thatinvestment. A study for the European Commission * showed
that digitaltransformationis enabled by str ong IT competences and professionalismat the
individual and teamlevel, and digital organisational capabilities at enterprise level. It is

about investing in building a capability at the organisational level, and consequently finding

European Commission (2018), Entre preneurship and small and m edium - sized enterprises (SMEs). Available
at: https://ec.europa.eu/growth/smes nl

2 https://nos.nl/nieuwsuur/artikel/2315072 -duitsland -past-immigratiewet -aan-om -honderdduizenden -
vacatures -te-kunnen -wullen.himl

% European Commission (2018), Capitalising on the benefits ofthe Fourth Industrial Revolution. Available at
https://publications.europa.eu/en/publication - detail/ - /publication/cf1793da  -184c-11e8 -ac73 -
Olaa75ed7lal/language  -enfformat - PDF/source -66408543

4 Digital organisational frameworks and IT Professionalism, by Capgemini Invent with em piricaand IDC, for
EC/EASME. Published here: https://op.europa.eu/en/publication - detail/_-/publication/58563e8f  -3e30 -11e9 -
8d04 -0laa75e d7lal/language -en.
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https://publications.europa.eu/en/publication-detail/-/publication/cf1793da-184c-11e8-ac73-01aa75ed71a1/language-en/format-PDF/source-66408543
https://op.europa.eu/en/publication-detail/-/publication/58563e8f-3e30-11e9-8d04-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/58563e8f-3e30-11e9-8d04-01aa75ed71a1/language-en

theright peopletob  uild competences necessary forthat capability. Employees fulfil roles
associated with those competences, using methods and tools to add specific value. The
developed digital capability reference framework could help SMEs to better
understand 0 when deciding to invest in certain capabilities 0 what they need in terms of
competences development and provides an overview of the relevant frameworks (and

related certification)forselection.

SMEs using technologies tend to percei vlieT cfyunrec tsieacnudr

ratherthanas a core part of theirdigital strategy. Other SMEs find it difficult to grasp the

potential that big data and loT offer to their business. For these SMEs, awareness of
business opportunities and the translation of this awareness into a clear business case
could be a start to their digital transformation journey. This journey could subsequently

lead themto accurately plan and implement digitalisation measures as well as facilitating

a proper understanding of what concrete skills are needed to deliver on that promise.
Digital SMEs might be more advanced and already have a clear understanding of which

skills they require and how these skills contribute to the functioning of their business

model. They still compete with large enterpr ises on a tight job market, which hinders
growth. SMEs need a strategy on developing those digital skills in their organisation.

Joint leadership to strengthen Europeds digital

To keep Europe competitive on a global stage, and to create a stro ng and vital SME
landscape, there is a clear need forleadership to guide European SMEsin their progressive

acquisition of strategic digital skills. Thi s

sovereigntyand stimulate triple -helixcollaborationtoac  hieve bettertailoring of education
and training.

Such leadership should enable an increased adoption of cybersecurity, big data, and loT
by European SMESs via supporting measures that strengthen ecosystems and structuraly
enhance the supply of necessary skills and facilitate organisational development. We

S OVe¢

end ¢

envi s i &uropean Skills for SMEs Partnership 0O consisting of private

stakeholders to provide the necessary strategic leadership. The aim of the European
Skills for SMEs Partnership is to fo cus on measures, which canbe put into action at
EU level , while taking into account the wider digital strategy of the EU. This way, the
partnership could go beyondthe focus onloT, Big Data and Cybersecurity skills that was

present inthis initiative.

Anevidence -basedroadmap to deliverthe ambition

The vision is operationalised in a roadmap ®> with supporting measures targeting both the
European as well as national, regional and locallevels. T his plan builds on good practices

identified across Europe (s  ee an overview of these in chapter 5) and rests on three
evidence -based principles

1 Industry -led :effective workforce development requires a good understanding of
the needs of those it addresses: the small - and medium - sized enterprises. Via
collaboration and participation, intelligence can be gathered on the actual needs of
the companiestofeedinto and accelerate policy and education initiatives. A closer
connectionto enterprisesand theirowners will contribute to increased awareness
since information and skills on new technologies can also travelalong the supply
chains and via B2B relationships.

The project developed four streams to support the vision of enhancing SME skills in 10T, Big Data and

Cybersecurity: (I) Strengthening ecosystems, (I1) Strategic outlook development, (111) Structured skils

development, (IV) Tailoring training to SMEsd needs. The measures ar
governance and actors: SMEs/business owners, ecosystems (including education providers, chambers etc)

vs. regional & local governments as well as national and EU level. Skills4SMEs Partnerships extracts those
measures and actions developed as part of the proje ct, which can be applied on the European level.

e

deri



i Tailored and innovative education and training : offerings need to be tailored to
make themusefulfor SMEs. T his requires innovation of current approaches:
modular, blended courses, targeted at SMEs in their specific sectorand geography,
deliveredwith  flexible timing, with practical contentto enable directaction of the
SME. Since technology adoptionis a strategic choice, training should be tuned
towards the ICT professionalin an SME as well as the leadership/management. Co -
creationis anotherelemen  t ofthis principle.

1 Government(co  -)fundedanddata -driven :upskilling and reskilling ofthe
workforce requires a strong commitment of the public sectortoinvestin new
initiatives and to ensure the continuity of existing successfulinitiatives. Good
pra ctices have shown that SMEs need to contribute onthe operationallevel (e.g.
whentaking courses, via cost - sharing models), but the overall strategy will require
substantial public investment. A proper monitoring of how the money spent yields
results, com bined with researchto monitortrends in industry needs, should allow to
efficiently and effectively invest and feed into education and training offerings.

Figure 1 Vi sualisation of the roadmapds main streams of action
B
ROADMAP

Skills development for SMEs: Fostering the Adoption of Cyber-security, Big Data and loT

STREAM
IT-using and prod /

e ina STRUCTURED
of maturigy. i ' \ /

From vision Lo plan: support SMEs
skills development, enhance capabi 3.
decision-making (the business case!} & increase transparency
to funding,

STREAM II.
STRATEGIC OUTLO

Aimed toincrease the understandi
of adeption of BIC. Starting with rai

VISION

outleck. Also requiring strengtheni
Facilitation of collective action.

Enabling an increased adopticn of cybersecurity, big
data, and internet of things by European SMEs wia
supporting measures that strengthen ecosystems and
structurally enhance the supply of necessary skills and
Facilitate crganisational development.

ucation and training offers: build sustainable training offers
that match SMFs needs (content, Form, set-up). Develop training capacity.
Collect intelligence Lo increase understanding of needs. Reduce direct
costs.

NEW START

The need tolook beyondIoT, Big Data and Cybersecurity

SMEs encounterskills gaps at every layer of their organisation and are increasingly under
pressure as they compete with large companies on a tense job market short of digital
talent.

In line with the overall rationale to enhance %déefogachacertaB overeign
level of autonomy in ICT related technologies which would allow the EU to independently

pursue its own interests, there is a need to enhance the uptake of skills that allow SMEs

toauton omously handle technology. Consequently, this would require the development of

specialist skills in the identified areas (cybersecurity, loT and big data) and beyond (e.g.

Al, qguantumcomputing, blockchain, critical chip technologies). To develop this capa cityin

a sustainable manner, it is necessary to strengthen monitoring and foresight (see Pillar i

6 von der Leyen does not speak about 6édi gimastdryasdownershipiofgnt y6, but u

key technologies in Eur 0 p e i a speech at the European Parliament (27 November 2019),

Available at:  https:/ec.europa.eu/commission/presscorner/detail/len/SPEECH 19 6408



https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_19_6408

of the Partnership), and to build EU skills leadership in areas that are considered vital to
the econony.

7

Figure 2 Skills gapsrela ted to rolesin a SME

+ Leadership skills
A gap estimated of 150.000
elLeaders in EU by 2020

Professional skills

L 2
A gap estimated in EU of
1.000.000 IT profs by 2020

User skills
37% of employees missing
basic digital skills

It seems reasonable to build on areas where Europe already has a competitive advantage

and whi ch woul d, at t he s a me t i me, advance t he
aut onomy/ s ov eg.enOpen Bourse software development or distributed ledger
technologies/blockchain. Educationand training schemes developed to that end need to

be of high quality (meet conditions for a quality label, see Pillarl) and make sure that they

do not only help SMEs gain skills in using certain ICT tools, but enhance their digital

autonomy by increasing ICT specialist skills. & The aimis to not just train a wide range of

SME employees, but to digitise the economy via a highly skilled workforce in SMEs.

A European Skills for SMEs strategy to focus o n growth

At the same time, policymakers need to be aware that measures need to be tailored to the

different types of SMEs, which can be roughly categorised according to maturity and size.

Maturity (as displayed in figure below): frontrunners and developers , appliers and
followers, non - innovators (in terms of maturity). Regarding size it is important to distinct

between micro SMEs (up to 10 employees), small enterprises (up to 50 employees), and

medium - sized companies (50 -250 employees) °. While it will be pi votal for nearly all
businesses to digitise in the short to medium term (at least to a certain degree), an EU -
driven strategy needs to focus on those aforementioned SMEs, where it will be most
beneficial, effective, and have the greatestimpact on driving competitivenessand growth.

It should also contribute to the development of EU technological/digital sovereignty.
Therefore, the European Skills for SMEs Partnership should focus on those SMEs in all

sectors, not only the ICT sector, that have a propensity to grow, to digitise and
internationalise theirbusinessto make use of the EU internal market. The maintargets are
t h u ®lloviers & appliers 0 a rfrantrudinner & developer 0 SMEs.

” The EU lacks around 1 million ICT specialists and this figure could growto 2 millionby 2030. Source: DG
CONNECT, VICTORY (Vacanciesfor ICT - Online Repository: Data Collection)

In general, digital skills encompass a range of basic to highly advanced skills that enable th e use of digital
technologies (digital knowle dge) on the one hand, and basic cognitive, emotional or social skills necessary for

the use of digital technologies on the other hand. In its background report on skills for a digital world, the

Organisation for Economic Cooperation and Development (OECD) distinguishes four types of ICT -related skills
necessary at the workplace. See:
http://www.e uroparl.europ a.eu/RegData/etudes/IDAN/2017/595889/EPRS 1DA(2017)595889 EN.pdf

See: https://fec.europa.eu/growth/smes/business -friendly -environment/sme - definition_en
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Figure 3 Segmentation of SMEs based on maturity in the uptake of big

cybersecurity

Adoption rate digital technologies

Frontrunners and

developers are enterprises

that develop new products

or services in Cybersecurity,

Big Data and/or loT
Developers

Appliers

data, loT and

Appliers and followers

do not produce, but
apply Cybersecurity, Big
data and/or loT

solutions

Non-innovators

The European Skills for SMEs (Skills4SMEs) Partnership

Non-innovators do not
use nor produce
cybersecurity, big data or
loT products or services

This proposal sets out the different recommended actions of the Skills4SMEs Partnership
four pillars. The actions build on the principles set out above, ie.

by grouping them into

the Partnership needs to be industry

- led, data -driven and provide a knowledge

- sharing

platformonhow to develop tailored, innovative educationand training to SMEs.

Figure 4 Skills4SMEs Partnership

Skills4SMEs

Consisting of key partners in tleeosystem: IndustffSMEs and large companiesitermediaries €lusters, sectoral
associationschambers of commerce, accountanisurances, e)¢ education providerqublic administrations (cities, regions,

Training and education
platform

etc.)

Gather intelligence and
develop foresight

Strengthen ecosystem
leadership

Support EU digital sovereign

wGrow a business support and
advice funtion to strenghten
single point of access: e.g.
tools that clarify the business
case to illustrate ROI of skills
investment, practical
frameworks and tools that
support SMEs to build a smat
(HR) strategy; self
assessments; funding
information

wDevelop quality labels for
training schemes

wProcure strategic courses &
develop sectoral schemes

wEnable scaling and
Internationalisation of
training programmes

wDevelop concepts to support
mobility of scarce expertise

We propose to develop a

wMonitor skills development &
forecast skills needs/supply

wReserch & promote data
driven approaches in SME
support programmes

wResearch the motives of SMES
to participate in training

wActivate ecosystem
leadership to promote
strategies and best practices

wDevelop & coordinate SME
training & business support
accounts

wMapping of ecosystems:
research capacities and state
of play

wProvide funding to ecosystem
and SME community to
provide local support to SMEs
and finance expert exchanges

wDevelop common criteria of
best practices to develop
blueprints of successful
private/public collaboration
that can be scaled up in other
countries/regions

European Skills4SMEs Partnership

wSource talent and bring
together
SMEs/industry/education for
support of SME strategic
projects (e.g. European Cloud)

wSupport matchmaking
between SMEs to pool talent
for creation of innovative
services

wFurther opensourcebased
technologies and skills

wContinue to invest in
infrastructure that enables
technology adoption

winvest in facilities to support
training programmes

that is dedicated to

building a stronger alliance between the public and the private sector to offer leadersh ip
and a vision for skills development for SMEs in Europe. The Partnership should be

accompanied with dedicated investments that enable a
and reduce uncertainties by allowing forlong

The platformshould driv

1. Training & education platform.

information

- termcommitments.

long - term, strategic approach

e and coordinate the following pivotal measures aimed at achieving
the projected visionin the period up to 2030:

This platformwill be the

about SME skills development at EU level. It targe

single accesspointto

tsthe intermediaries



that are engagedto support SMEs directly. T he platformwill provide and promote

guality labels on selected training schemes and give SMEs and individuals throughout
Europe accesstothosecourses. The platformalso needs to develop a proactive
business support function where intermediaries canfindtools, practical frameworks,
assessments, funding schemes etc. thattheycan bring to theirlocal SME

communities & andwhichwillalso be promoted across Europe by a dissemination
campaign. It will support the scaling and internationalisation of selected courseshby
providing translationsand promoting themon a European level.

1 Enable scaling up of successfultraining programmes, frombasic translationto
providing methods or blueprints ford eveloping successfultraining programmes

i Grow a business support and advice functiononthe platform: e.g. offertools that
clarify the business casetoillustrate ROl of skills investment, publish (links to)
practical frameworks andtools that support SME stobuild a smart (HR) strategy;
offerself -assessments for SMEs in specific technology domains; provide
information on funding for trainings. It should be accessible forand
promoted/pushed towards intermediaries

1 Develop quality labels of Europeantraini ng schemes based on quality criteria and

standards (e.g.e - CF)and mapping accordingto strategic skills priorities from

Pillar 11 #Alntelligenced to increase transparenc
1 Develop conceptsand practicalexamples to suppo rt the mobility of scarce

expertise (within education & training systems and between industry and
education &training systems)

1 Procure strategic courses and/or develop sectoral schemes that can benefit SMEs
across Europe; ideally coursesorschemes tailor edtothe needsof aspecific
sector (building on the Blueprint projects) ortechnology

2. Intelligence & monitoring . Thistaskof the partnership aims to gatherinsights that
establish a coherent, clear picture of the needs of SMEs and the supply of training
and skills on the market. It should apply the methodology to forecast future
developments around supply and demand of skills for SMEs. It should also take stock
and researchdata -drivenapproaches at the nationallevelto increaseinsights into
demand/sup ply at aggregated level.

T Monitor SMEsd® skills development and develop for
1 Promotedata -drivenapproachesin SME support programmes
1 Researchthe motives of SMEs to participatein training

3. Ecosystem !° |leadership . Measures consisting of strengthening and facilitating the
ecosystemand aimed at involving all relevant stakeholders in the partnership. This
would include developing a joint approachwith triple helix actors (policy, education,
and industry associations) but also with accountantsand insurance providers. It
would require building strong partnerships at the Europeanand nationallevel.

Develop SME training & business support accounts in collaboration with national
administrations and the ec osystem, consider ing the national contexts.

10 The ecosystem (consisting of clusters, associations or chambers and the supply chain and business
environmentof SMEs)needs tobeaware of skillsneeds i theyaretheintermediariesthatcanraise awareness
among SMEs or develop collective action to bridge a skills gap, e.g. by offering VET training in collaboration
with SMEs or by establishing strong er partnerships with universities or re search communities, or by designing

training programmes according to SMEsd® needs. At the same ti me,
capacity for strategic outlook in SMEs. SMEs need to be aware of their skill s needs and develop strategies t

fulfil them. These insights and actualtraining schemes need to be developed at the local level i the EU level

wi || only be responsible for sharing best practices and developi

10



9 Activate ecosystemleadership to promote strategies and best practices to raise
awarenessof SMEs fortechnology adoption, e.g.via theirB2B environment and
supply chains

1 Researchthe potential of SME training & business suppor t schemes thatwould
allow SMEs toinvest intraining

1 Mapping of ecosystems: research capacities and state of play, and connectto
parallel initiatives at EU level to create synergies

1 Provide funding to ecosystemand SME community to provide local support to
SMEs andfinance expert exchanges

1 Develop common criteria of best practicesto developblueprints of successful
private/public collaboration that can be scaled up in other countries/regions

4. Support EU Digital Sovereignty. Build on ICT industry frontrunn ersto strengthen
SME skills and develop leadership in strategic areas by bringing togetherlarger
companies, SMEs, and research and education. Based on the strategic priorities at

Pillar 11 (Alntelligenceo), sti mul atwihindustsy c ol | abor
and academiato engage in consorttia forinnovation projects. Build on the strong open
source community to furtherskills in developing an ecosystemof non - proprietary

software and related skills.

1 Sourcetalentand bring together SMEs/industry feducation to support strategic
projects(e.g. European Cloud, blockchain, Al, open sourc e software)

9 Support matchmaking between SMEs to pooltalentforthe creation of innovative
services

Promote opensource -basedtechnologies and skills
Continuetoinve stininfrastructurethatenablestechnology adoption

1 Investin facilities to support training programmes

Required investments at nationaland EU level

The actionsat EU levelreferto initiating and intensifying collaboration, knowledge sharing,
and prov iding tools at EU level that support the creation of acommon European language
and will require funding to initiate this development. The countries, and various
stakeholders in those countries, can benefit fromthe actions deployedhere. However, they
wil I have to deploy their own national and/or regional skills strategies, and especially start
to plan for investing in skills development schemes that are pivotal to support SMEs in

theirdigital transformation. T his requires a long -termand dedicatedinvest  ment.
An essentialelement in advancing skills development in SMEs s the scaling of existing
good practicesinlearningprogrammes .Arecentstudy 2 forthe European Commission

analysed the funding models of education and training programmes targeting the

workforce at nationaland EU level to understand how successfulinitiatives canbe scaled

up to increase impact. Practices that have proven their value and address a strong
stakeholder demand need i deserve! T scaling to increase impact. The study comes
forward with recommendations in five areas: vision & long - termstrategy, scalable multi -
stage funding intervention, massive investments & new ways of funding, means to guide

future policy development, and high - tech skills hubs to connectkey actors.

1 See ICT Competence Center _initiative in Berlin

2. High -tech skills for Europe i Scaling -up best practicesandre  -focusing funding programmes and incentves,

forthe EC/EASME, available via http:/skills4industry.eu
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Investments needed in skills strategies are indeed massive but essential to
advance. To give an order of magnitude of what is needed: according to Eurostat, only

32% of European SMEs had a formally defined ICT security policy in place. This means
approxima tely 17 milion SMEs did not and will have to acquire theseskills by investingin

training courses to develop that knowledgein - houseorhire it externally. In similar fashion,

statisticsrevealthat only 12% of SMEs were using some type of big data sourc e,compared

to 33% of large enterprises. Closing that gap would require to reach at least five million

SMEs. From good practices, it becomes apparent that co -funding orcost  -sharing models

are most effective. Good practicesacross Europe reveal current lev elsofinvestments i at

different governmentlevels:

1 Skillnet Ireland runs a budget of 035.9 million for 2020,
in upskilling by Skillnet Ilreland |likely to exceec¢

contributions are added.  ** Skillnet Ireland works in partnership with 50 industry
bodies and enterprise clusters, providing training and innovation support to over
16.000 businesses, and they upskill 56.000 workers throughout the c ountry every

year.
1 The German Federal Ministry for Economic Affairs and Energy 4 (BMWi)
l aunched a funding pr-®dggamme 6cafl éd. @Goni I | i on (in
enables nearly 700 projects. The subsidyvoucher systemthat activates skills
development in SMEs via external consultants has been successfula ndrevealedan

appetiteforfurtherexpansion of this scheme.

1 The JADS SME Data -lab *° isan excellent localexample fromDen Bosch (NL), which
helps SMEs to createvalue with data. Over 100 SMEs entered the lab to come out
witha proof - of-conceptortailor - made solutionthathelpedthemreduce costs or
increase revenues. There is a standard fee of 0250
the data science students that JADS staffs onthese projects.

However, more dedicated funding schemes for skills development in SMEs are needed
across Europe to increasetechnology adoption and close current skills shortages in SMEs.

Part of this could come fromEU funding, but most of this amount will be an investment by

national, regional and local entities aiming to boost compe titiveness of SMEs and drive
theireconomies forward.

Furtherinvestmentswould be needed at EU level to secure the development of the

proposed Skills4dSMEs platform and partnership, including the proposed measures to

develop quality labels, concepts for sc aling good practice of learning programmes and

funding models, to monitor SMEs®6 skills development
and supply, to activate ecosystemleadership, andto support matchmaking between SMEs

to pool talent forcreation of in novative services.

The 6blueprint for sect d%isoheoftieekqy mitiatives obtheskilsn s ki | | s 6
agenda for Europe, investing 02andIlminthingnemsectos f undi ng
yearly. Recently,anew chapterwas launchedthatadd resses the cybersecurity, software

and blockchain sector, among others

Another initiative to start in 2020 is the European Digital Academy. The overall objective
of the European Digital Academy is to contribute to the development, reskiling and
upskilin g of European citizens and SMEs on some of the key emerging technologies (Al

13 https:/mmw.skillnetireland.ieielcomes -increase -in-funding -budget -2020/

¥ https:/mww.bmwi.de/Redaktio n/DE/Pressemitteilungen/2019/20190429 -mit -einem -Klick -zur-passenden -
digitalisierungs -beratung - startschuss -go-digital.html

15 hitps:/fjadsmkbdatalab.nl/about -us/

16 https://ec.europa.eu/social/main jsp?catld=1415&langld=en

7 https://eacea.ec.europa.eu/erasmus -plus/actions/key -action - 2- cooperation -for-innovation -and -exchang e-
good -practices/sector _-skills -alliances en
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Blockchain, robotics, cybersecurity, 10T). It will be done by developing a new platform

closely connected to the European Portalfor Digital Skills and Jobs. The platformwill ma

the online learning opportunitiesfromdifferent providers inan easy - to-accessmanner. In
addition, modern and highly engaging online training modules will be developed based on

the needs identified by the project.

Further investments would be needed a t the nationallevel (including regions and
cities) toinvestin skills development forallrelevant digital areas (not only cybersecuriy),

to push for change in education and training systems to become more adaptive to new
demands, and to mobilise expert ise with relevant intermediaries in regions and cities to
increase engagement of SMEs in digital transformation and corresponding skilling
activities.

p
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1. | NTRODUCTION

This final report has been prepared for the European Commission as part of the service
contract EASME/COSME/2017/007 on Supporting Specialised Skills Development: Big

Data, Internet of T hings and Cybersecurity for small and medium - sized enterprises
(SMEs).

1.1. Rationale

Businesses all overthe world are going through a new wave of disruptive technological
change. This digital revolutionis powered by digital tec hnologies c haracterised by very

fastinnovation, high - growth rates and substantial market potential. This digital
revolutionis not only about large tech companies but essentially about start -upsand
SMEs that provide or use digital solutions. SMEs are vitalto the European economny,

making up 99% of Europe's businesses 18, Thevariety is huge, frominnovat iveandfast -

growing companies that provide oruse digital solutions, to those that face signific ant
challenges such as acquiring the necessary skills to benefit fromdigital technologies.

Tofully leverage the potential of the digital revolutionto the advantage of European
businesses and citizens and to address the challengesthat come with it, the European

Commission adopted the Digital Single Market Strategy 19 and a Communicationon
"Digitising European Industry: Reaping the full benefits of a Digital Single Market" 2°. The
latter Communication introduces a set of coherent policy measures and aims to establish

a framework for coordination betweennationaland EU - levelinitiatives and relevant

policy actions including investmentsin digitalinnovations and infrastructure, accelerating

the development of ICT standards, exploring regulatory conditions and adaptation of the
workforce,includingup - skilling the (future) workforce.

Thisis important, as unlocking the potential that comes with the digital revolu tionis not
always straightforward. The potential benefits of realising the DSM for the EU economy

are estimated at almost 415 billion EUR per year, creating hundreds of thousands of new

jobs 2. At the same time, severalfactors hinder European enterprises tounlockthis
potential. Animportant factor here is skills, as the need for new multidisciplinary and

digital skills is exploding  22. 90% of all jobs 2 are expectedtorequire some kind of digital
competence inthe nearfuture, and at the same time 37% 24 of the EU labour force has
an insufficient level of digital skills. Thisis an issue, as Europe underperforms on its

8 European Commission (2018), Entrepreneurship and Small and medium - sized enterprises (SMEs). Available
at: https://ec.europa.eu/growth/smes nl

¥ European Commission (n.d.), Digital Single Market: Bringing down barriers to unlock online opportunities.
Available at:  https:/ec.europa.eu/commission/priorities/digital -single -market en

20 European Commission (2016), Communication: Digitising Euro pean Industry - Reaping the full benefits ofa
Digital Single Market. Published April. Available at: https://ec.europa.eu/digital -single -
market/en/news/communication -digitising -european -industry -reaping -full -benefits - digital - single - market

ZLEuropean Commission (n.d.), Digital Sin gle Market: Bringing down barriers to unlock online opportunities.
Available at:  https://ec.europa.eu/commission/priorities/digital -single - market en

22 European Commission (2016), Communication: Digitising European Industry - Reaping the full benefits ofa
Digital Single Market. Published April. Available at: https://ec.europa.eu/digital -single -
market/en/news/communication -digitising _-european -industry -reaping - full -benefits - digital - single - market

% European Commission (2017). Newreport shows digital skills are required in al I types of jobs. Published May.
Available at:  https://ec.europa.eu/digital -single - market/en/news/new __ -report - shows - digital -skils -are -
required -all-types -jobs

24 European Commission (2017), Human capital: digital inclusion and skills. Available at:
http://ec.europa.eu/newsroom/document.cfm?doc id=44390
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digital potentialrelative to the United States. T he European digital frontier, represented
by the ICT sectorandits digitisation of assets, uses, and labour, is only 60% as digitised
asthe US frontier .

The European Commission, EU Member States and stakeholdershave beenactive in
addressing the digital skills gap for severalyears. Forinstance, already in 2007, a
Communicationwas adopted o n'e - Skillsforthe 21st  Century:Fostering
Competitiveness, Growth and Jobs %, The latest major EU actionto addressthe skills gap
is focussing the Skills Agenda for Europe, adopted by the European Commission in 2016.
The agendarecognisesthe need forEU citizens toreceive opportunities todevelop
transversal skills. Skills acquisition and development are recognised as essential to

increase the performance of national and international labour markets. The agendain
particulardemonstratesaneedfora un ified approachin combating the widening skills
gap. While it is true that national labour markets as well as education and training

systems are tackling country - specific issues, at the same time the EU Member States
face similar problems. Precisely these similarities should act as a unifying factorwhen
producing and promoting common means to answerthe growing demand fora highly

skilled workforce. Several measures support the implementation of the Agenda, including

a Blueprint for Sectoral Cooperationon Skills ?” and the Digital Skills and Jobs Coalition

Whereas improving basic digital skills is already a challenge, the emergence of
technologiessuchas big data, IoT and cybersecurityis creating significant new

specialised skills gaps, shortagesand mi smatches, especially for SMEs, who cannot afford
to compete with large enterprisesto attractand retain the scarce digitaltalents. This is

an issue, as European SMEs run the risk to miss the huge market potential. Currently,

already more than 90% of Euro pean SMEs considerthemselveslagging behind in digital
innovation 2.

% Bughin, J .,Hazan, E., Labaye, E., Manyika, J., Dahlstrom, P., Ramaswamy, S., & Cochin de Billy, C. (2016),
Digital Europe: Realising the continentés potenti al.

28

Published

https:/mww.m ckinsey.com/business -functions/digital - mckinsey/our _-insights/digital - europe -realizing -the -

continents - potential

% Joinup (2007),EU: e  -skillsforthe 21 ' century: fostering com  petitiveness, growth and jobs. Published
November. Available at: https:/joinup.ec.europa.eu/document/eu -e-skills -21st -century -fostering -
competitiveness - growth -and -jobs

27 European Commission (2017), Blueprint for sectoral cooperation on skills: Responding to skills mismatches at
sectorallevel. Available at: http ://ec.europa.eu/social/BlobServilet?docld=16962&langld=en

% European Commission (2014), The Digital Skills and Jobs Coalition. Published October. Available at:

https ://ec.europa.eu/digital -single -market/en/digital - skills - jobs -coalition
2 European Commission (2018), Capitalising on the benefits of the 4 " Industrial Revolution. Available at:
https://publications.europa.eu/en/publication - detail/_-/publication/cf1793da _ -184c -11e8 -ac73 -

Olaa75ed 7lal/language -enfformat - PDF/source -66408543
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« Leadership skills
A gap estimated of 150.000
elLeaders in EU by 2020

Professional skills

L 2
A gap estimated in EU of
750.000 IT profs by 2020

User skills
37% of employees missing
basic digital skills

Figure 5 Skills gaps across roles in an enterprise

Ambitious skills policies and well - targeted supporting measures are thus neededto

facilitate the access of SMEs to Europebs digital t
researches, identifies, designs, testsand validates such specific measures for support ing

specialised skills development related to big data, Internet of Things (IoT) and

cybersecurity T hereafterreferredto as BIC technologies - forSMEs in Europe.

This report is part of a service contract EASME/COSME 2017/007, whichis based onthe
Regu lation (EU) No 1287/2013 of the European Parliament and of the Council of 11

December 2013 establishing a Programme for the Competitiveness of the Enterprisesand
small and medium - sized enterprises (hereafter '"COSME") (2014 - 2020) and repealing
DecisionNo. 1639/2006/EC. More particularly, it is based onthe Commission

Implementing Decision concerning the adoption of the Work Programme for2016 and the
financing forthe implementation of Programme forthe Competitiveness of Enterprises

and Small and Medium - sized Enterprises(C (2016) 63 final of 18/1/2016) and its Annex.

It is foreseenunderitem"GRO/SME/16/C/12 - New skills forthe digital transformation of
enterprises, manufacturing and key enabling technologies" of the COSME 2016 Work
Programme.

1.2 Objecti ves

The main objective of this new initiative was to research, design, testand validate

specific measures supporting specialised skills development related to big data, Internet

of Things (loT) and cybersecurity for SMEs in Europe. T he results of the init iative
contribute to strengthening SMEs'workforce adaptability and capacity forthe short to
medium term.

The ultimate goalis to increase the capacity of industry, social partners, education and
training organisations and policy makers at all levels to p romote and support the
acquisition of these skills by SMEs in Europe.

The workis based ona demand - led, pragmatic andresults - orientedapproach with a view
to proposing concrete measures. Concrete resultsof this initiative include, inter alia:

1 Ashared visionfor skills development for SMEs on BIC technologies forthe
coming years until 2023;

1 Aroadmap consisting of supporting measures to achievethatvision, and a
toolboxfacilitating the implementation;

1 A monitoring mechanismto monitor skills gaps an dtotrackprogress of the
implementation in the coming years until 2023.
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The figure below summarises these three elementsand shows how the vision, the
implementation of the vision and a monitoring mechanismfor tracking the realisation of
the visionfi ttogether.

Implementation

A roadmap to implement the shared vision, supporting
measures and the toolbox for SMEs, a pilot of the
toolbox, workshops in different countries and involving
different national coalitions in these countries.

Vision
A clear guide for choosing current and future Monitoring

courses of action In order to learn from experiences to improve

practices and activities in the future;

- To have internal and external accountability of
the resources used and results obtained;

- To take informed decisions on the future of the
initiative;

- To promote empowerment of beneficiaries of the
initiative.

Figure 6 Holistic perspective on the activities under this initiative

The activities are performed with a view to supporting the goals set out inthe New Skills

Agenda for Europe, and the activities build on previou sandon - going activities supported
by the European Commission, such as the New Skills Agenda for Europe 30, the Blueprint
initiatives on Sectoral Cooperation for Skills and otherrelated initiatives. It is input for

the new SME strategy the European Commiss ion is working on

1.3. Scope

This initiative focusedon supporting specialised skills development related to BIC
technologiesforsmall and medium - sized enterprises (SMESs) in Europe. Hence, this
initiative focuseson a group of enterprises thatthe European Commission defines as
following: an enterprise is classified as being an SME if it does not have more than 249
employees and if its annual turnoverdoes not exceed 50 million EUR or its balance sheet
totalis lessthan 43 million EUR 31.

From a geographical  perspective, this initiative focused mainly on the EU Member States.
However, good practices fromotherregions are also taken into accountand used for
creating the roadmap and toolbox.

Forthis service contract, three major technological areas have bee nselected: big data,
Internet of Things (IoT), and cybersecurity (BIC technologies). They have beenidentified

%0 European Commission (n.d.), New Skills Agenda for Europe. Available at:
http://ec.europa.eu/social/main jsp?catld=1223

1 European Commission (200  3), Commission recommendation concerning the definition of micro, small and
medium -sized enterprises. Published May. Available at: http://eur _-lex.europa.eu/legal -
content/EN/TXT/?uri=CELEX:32003H0361&locale=en
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as priority areas in the context of the Digital Single Market strategy 32 andare very
closely interrelated. Multiple definitions are being used i n the available literature forthe
three technologies. Sticking as close as possible to definitionsused in related European
initiatives, this initiative defines the technologies as following:

i Bigdata : fiBig data refers to | arge mouokybytas of dat a
high number of diverse sources. Data can either be created by people or
generated by machines, such as sensorsgathering climate information, satellite
imagery, digital pictures and videos, purc hase transaction rec ords, GPS signals,
et ¢ 0
1 The Internet of Things :"The Internet of Things enables objectssharing
information with other objects/members in the network, rec ognising events and
changes soto reactautonomously in an appropriate manner. The loT therefore
builds on communication betwe enthings (machines, buildings, cars, animals, etc.)
that leads to actiorm and value creationo
1 Cybersecuwity : ACybersecurity shall refer to security
cyberspaceitself refers to the set of links and relationships between objects that
are accessible through a generalised telecommunic ations network, and to the set
of objectsthemselveswhere they presentinterfacesallowing their remote control,
remote accesstodata, ortheir participation in controlactions within that
cyberspaceod

1.4. Appr oach

A thorough approachwas adopted to implement this service contract. This initiative was
structuredinthree phases:

STRUCTURED GATHERING OF LATEST
INFORMATION AND DATA AND ANALYSIS

BEST PRACTICES, ELABORATION OF SUPPORTING
MEASURES AND CREATION OF A TOOLBOX FOR
SMES

VALIDATION, FINALISATION AND DISSEMINATION

Figure 1-3

%2 European Commission (2015), Shaping the Digital Single Market. Published March. Available at:
https://ec. _europa.eu/digital - single -market/en/policies/shaping - digital -single -market

% European Commission (2018), Big Data. Available at: https://ec.europa.eu/digital -single -market/en/big - data

34 European Commission (2014), Definition of a Research and Innovation Policy Leveraging Cloud Computing

and loT Combination. Available at: http://ec.europa.eu/newsroom/dae/document.c fm?doc id=9472
35 ENISA (2016), Definition of Cybersecurity - Gaps and overlaps in standardisation. Available at:
https:/Mww.enisa.europa.eu/publications/definition -of -cybersecurity
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It built upon seven methods to collect data and insights to analysethe current state of
play andto shape the way forward with regards to supporting specialisedskills
development for SMEs:

D Deskresearch i1 extensiveliterature and web source reviewaimed at detecting
the most important policy papers, studies, strategies, reports, databases and
training initiatives to analysethe current state of play with regards to skills
development for SMEs.

(2 Steering Committee and informal group I a Steering Committee  was installed
at the start of the initiative. The steering committee consists of five independent
experts renowned inthe field, representing different stakeholder groups. They
were asked to review the draft interim and final reports and provide written
comments. The informal group representsthe most relevant Key Stakeholders
and consisted of 100 experts at the startand grew towards 250 overthe course of
the project.

3) Interviews T over80 interviews were conducted with stakeholders stemming
from differe nt backgroundsto betterunderstand the state of play andto collect
input for the way forward: academia, national and regional policy makers, SME
manager/owners, educationalinstitutions, network/cluster representatives,
chambers of commerce, associations and independent experts. Theinterviews
were conductedin 2018 and 2019 %,

4 Surveys 1 acomprehensive online questionnaire was developed to obtain
guantitative insights in SMEs skills needs, barriers and strategies,as wellas
gaining input on supporting me asures for fostering skills development. T he survey
targeted both SMEs and SME experts,and was run twice. In 2019, a consultation
survey was conductedwith the aimto review the vision and roadmap with
supporting measures.

(5) Workshops i six expert workshops 3" were conductedin 2018 and 2019. During
these workshops, initial findings were validated, input was collected fora shared
vision on supporting specialised skills development for SMEs and pro posals of
deliverables were discussed and improved. Members of the informal group and the
Steering Committee participated inthe workshops, representing different roles,
expertise and countrieswithin the European SME ec osystem.

(6) High -levelconference % . the conference marked the final stage of this initiative
to analyse and support SMEsd® skill s sdfiBgygel opment ,
Data, Internet of Things and Cybersecurity. It brought together around 150
participants who engaged in discussions with the expertsthat composed various
panels covering the most essentialthemes of this initiative.

@) Alignment  withotherrelevanti  nitiatives 1 Toavoidreinventingthe wheelandto
learn from otherbut related initiatives, synergies were soughtin order to leverage
value. Most notably alignment with (but not limited to) initiatives such as the
Blueprint initiatives for Sectoral Coope rationon Skills  3°, the Digital Skills and Jobs

% Please see annex A for an overviewof interviewe es

S Al'l workshop reports, agenda and participantsé overview, and pre:
https:/Aww.digitalsme.eu/ski lls_publications/
% See fora coverage:  https:/www.digitalsme.eu/we -need -europe -for-a-comprehensive -upskilling - strateqy -

the - skills - for - smes - conference/

3% European Commission (2017), Blueprint for sectoral cooperation on skills: Responding to skills mismatches at
sectorallevel. Available at: http://ec.europa.eu/social/Blob Servlet?docld=16962&langld=en
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Coalitions and the European Commission Pilot Project on digital skills: New
Professions, New Educ ational Methods, New Jobs 40,

1.5. Structure of this document

This report groups the results into three main clusters. Part Idescribes the current state
of play, and in additionto the presentintroductionit includes the following c hapters:

1 Chapter2describesthe relevance of BIC technologies for SMEs, including among
others adoption of these technologies by SMEs and ba rriers and drivers for taking
up these technologies;

Chapter 3 presents skills requirements for adopting BIC technologies;

1 Chapter4zooms in on the skills strategies SMEs possess toacquire ordevelop the
skills necessary to workwiththe three technol ogies;

1 Chapter5highlights key public and private initiatives inthe area of SME skills
development inthe area of BIC technologies.

Afterhaving describedthe currentstate of play in Part |, Part Il can be characterised as
forward - looking:
1 Chapter6pre sentsthefive -yearstrategy onskills development for SMEs,
describing the vision, and roadmap with supporting measures;
1 Chapter7describesthe toolbox.
Finally, Part lll focuses on monitoring the state of play with regards to skills
development:

1 Chapter 8presentsamonitoring framework for monitoring supply and demand of
skills necessary for SMEs to workwith BIC technologies.

40 European Commission (2018), Upskilling Europe's small businesses for the digital age. Available at:
https://ec.europa.eu/digital - single -market/en/news/upskilling -europes -small -businesses -digital -age
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2. THERELEVANCE OFBIG DATA, | NTERNET OF THINGS AND CYBERSECUR ITY FOR
SMEs

By completing the Digital Single Market, the EU cou Id boost its economy by almost 415
bilion EUR per yearand create hundreds of thousands of new jobs “1- New digital
technologies play animportant role in realising this potential. Within the context of this

service contract, three technological areas have been selected: big data, loT and

cybersecurity. These areas are interrelated, as 0T devicesforinsta nce needto be secure
as they are often connected overthe Internet, and at the same time generate a wealth of

data. The emergence of these technologies brings significant opportunities, but at the

same time createssignificant specialisedskills gaps, esp ecially for SMEs.

This chapterfirstly provides some background about the emergence of the three
technologiesand related market developments (2.1),and thenzooms in on the relevance

of these technologiesfor SMEs (2.2). Section 2.3 presents how current technological
trendsimpactthetake -upofBIC technologies by SMEs, and section 2.4 describes the
current state of play: to what extent are SMEs nowadays using these technologies?

Section 2.5 concludeswith an overview of barriers and drivers forthe adop tion of the
emerging technologiesby SMEs.

2.1. The emergence of big data, Internet of Things and
cybersecurity

2.1.1. Bigdata

More and more volumes of data are produced, stored and published every day, every

hour, every minute, and every second. Inevery domain, a cross every geography. With
the emergence of 10T, the amount of data across the world is expected to increase
furtherexponentially, with new market players, large operators and smaller niche actors.

We have all seenthe colourfulinfographics picturing th e number of petabytesof data
created overthe Interneteach second (figure 2 -1).

Worldwide data storage in exabytes

Figure 7 A global explosion of data

41 European Commission (n.d.), Digital single market: Bri nging down barriers to unlock online opportunities.
Available at:  https:/ec.europa.eu/commission/priorities/digital -single -market en

42 European Commission (2017), Entert he data economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/sitesfepsc/files/strateqgic note issue 21.pdf , base d on the
International Data C orporation Digital University Study
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Data holds an enormous potentialin various fields, such as health, food security, climate

and resource efficiencyto energy,intelligent transport systems and smart cities T andis
considered fian essential resource for economic gr owt
pr ogr 8lsyshe European Commission.

Numerous studies have assessedthe size of the potential prize. The data economy was
valued at 272 billion EUR in 2015, withan expectedgrowth of 5.6%per year toreach
739 billion EUR by 2020  **- At the same time, the European Data Portal published a study
assessing the overalldirect value of opendata (i.e.,d atathatcanbe freely used,
modified, and shared by anyone, forany purpose) forthe EU 28+ to be of 75.7 billion

EUR by 2020 “** Some numbers may overlap slightly, but whateverit is that is measured,

the numbers are substantialand will continue to grow.

The 2017 European Data Market study 46 showedthatthe data economy is already a

reality today. Approximately 6.1 million EU citizen:
2016, and this number grows witharound 2 to 3% per year, fasterthan average,

potent ially rising up to 10.4 million by 2020. Furthermore, these are not merely ICT jobs

as might be expected: the ICT industryaccountsforonly around 11% of data workers,

as opposedto professional services (20%), wholesale and retail (18%), and

manufacturin g (12%). The distribution of these jobs showsthatthe economy is

increasingly becomingdata  -driven,including in sectors that are more traditional.

European Data Market

6.16 million in 2016 255,000 in 2016
\-> 10.43 million by 2020 \.} 359,050 by 2020

%’g Data economy value

Almost € 300 billion in 2016 === € 739 billion by 2020

Figure 8 Key figures illustrating the European Data Market 4

In 2016, the European data industry comprised almost 255,000 companies with a share
of 14.1% of the 1.8 million enterprises populating the ICT and professional services

43 European Commission (2017), Building a European data economy. Published January. Available at

https://ec.europa.eu/digital - single -market/en/policies/building -european -data -economy
44 1DC (2017), European Data Market Study Final Report SMART 2013/0063 .Report prepared for the European
Commission. Available at: https:/www.key4biz .ithwp - content/uploads/2018/04/SMART20130063 Final

Report 030417 2.pdf

4 Capgemini Consulting (2015), Creating value through open data. Report prepared for the European
Commission. Available at:
https:/Mww.europ eandataportal.eu/sites/default/files/edp creating value through open_ data 0.pdf

4 |DC (2017), European Data Market Study Final Report SMART 2013/0063. Report prepared for the European
Commission. Available at: https://www.key4biz .ithvp - content/uploads/2018/04/SMART20130063 Final
Report 030417 2.pdf

47 IDC (2017), European Data Market Study Final Report SMART 2013/0063. Report prepared for the European
Commission. Available at: https:/www.key4biz.i thwp - content/uploads/2018/04/SMART20130063 Final
Report 030417 2.pdf
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sectors. Growthin these numbers is constantinthe period 2013 - 2016, and occurs across
the EU, albeit more strongly in countries with a more highly concentrated ICT industry.
Nonetheless, thereis a margin forimprovement: only 661,000 enterprises in 2016,

corresponding to 6.4%of the 10.3 million potentialusercompanies (excluding the

gov ermnment sector) can be characterised as data -drivenusers. Thisis relatively modest

and shows that significant gains are still possible. Underhigh growth scenarios, an

increase to around 359,000 companies by 2020 should be viable.

Many companies haveund  erstoodthe potential benefits of implementing data -driven
decisionmaking and are investing rapidly in big datatechnologies and services. The

global market for big data - related hardware, software and professional servicesis

growing rapidly andis expect edtoreach43.7 billion euros by 2019 8- However, not all

companies have equal opportunities to reap the benefits of the emerging data market.

Accessto dataandthe ability to exploit the value are key. With limted accessto data

and data analytics,Euro  pean companieswill not be able to compete in global markets

and SMEs and emerging companies are the ones set to lose the most 49-What is worrying
in this regard is that especially in Europe, too few companiesare embracing digitisation:

in 2015, only one i  n five European companies displayed a high or very high digital

intensity 5°: while only 6% of ICT and professional services companieswere making

strategic and intense use of data 51

Equipping European SMEs with the means and tools to mine, process, store a nd analyse
big data and generate value fromit fis a means of
pr os p e’ Inthiyrégard, itis encouraging thatthe importance of the dataeconomy is
recognised ona European level, withthe EU developing its visionfor the da taeconomy
already more thanadecade ago. In 2003, the EU for instance adoptedlegislationto

fosterthere - use of Public Datain Member Statesvia the Public Sector Information (PSI)
Directive 2003/98/EC 3 Today, building a European data economyisa cru cialpart of the
Digital Single Market strategy. T he data economy initiative aims at fostering the best

possible use of the potential of digital data to benefitthe economy and society. It

addresses the barriers thatimpede the free flow of data to achieve a European Digital
Single Market %

48 European Commission (2017), Enter the data economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/sites/epsc/files/strategic note issue 21.pdf

4 1bid.
®European Commission (2016). Commission staff working document:
Published May. Available at https://ec.europa.eu/transparency/reqdoc/rep/10102/2016/EN/10102 -2016 -

187 -EN-F1-1.PDF

51 |DC (2017), European Data Market Study Final Report SMART 2013/0063. Report prepared for the European
Commission. Available at: https:/www.key4biz.ithwp - content/uploads/2018/04/SMART20130063 Final -
Report 030417 2.pdf

2 Europ ean Commission (2017), Enter the data economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/sites/ep sc/files/str ategic note issue 21.pdf

%3 European Council/ European Parliament (2003), Dire ctive 2003/98/EC of the European Parliament and of the
Councilof 17 November 2003 on the re - use of public sector information. Available at: http:/eur -
lex.europa.eu/LexUriServ/LexUriServ.do ?uri=0J:L:2003:345:0090:0096::en:PDF

54 European Commission (2017), Building a European data economy. Published January. Available at
https://ec.europa.eu/digital - single -market/en/policies/building -european -data -economy
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2.1.2. Internetof Things

The promise and potential of 10T is substantial. The worldwide IoT market is expectedto

grow to more than 7 trillion dollars by 2020 %5- At the same time, the development of the
loT market hasonly rec  ently started, as in 2015, of all physical objectsthatcanbe
connectedtothe Internet, less than 1%actually were connected. T his means that just

under 15 billion of the approximately 1.5trillion items on earthwere connectedto the

Internet atthatti  me. This number is expectedtoincreaseupto level of more than 50

bilion devices connectedto the Intermet by 2020 %6- Specifically, forthe EU28, IDC
expectsthe numberofloT connections to grow to a level of almost 6 billion in 2020, and
revenues growi nguptoa level of 1,181 bilion EUR in 2020 >7- Within the EU, the number
of loT connections is expected to increasefrom 1.8 million in 2013 to almost 6 billion in

2020, whichmeans the IoT market will be worth more than one trillion dollars by then %8.

The growthin connectivity is expected to bring economic benefits, with loT reshaping

and transforming existing industrial structures. Borders between products and services,

as well as borders between industries willbec ome less obvious thantoday. T his may
materialise in innovative loT servicesorapplications, improved products, more efficient
processes and a reduc ed consumption of resources and a betterunderstanding of
customersd needs. Exa mshviagsmart stiedtlightsenteligerg r g y
transp ort systems reducing congestionand loT -basedsolutions supporting health
monitoring and independent living at home T withdemonstrated efficiency gains of care
efforts of morethan20% %

2.1.3. Cybersecurity

The emergence of new technologies brings new opportuni tiesforenhanced business
performance and operations, but also introduces severalinformation security and privacy

risks. We all remember the massive WannaCry ransomware attackfrom2017, targeting

more than 200,000 systems fromcompanies, government agen cies andindividuals in
more than 150 countries. Major organisations such as the National Health Services (NHS)

in the United Kingdom and Renault - Nissanhad to halt productioninsome areasasa

result - Experts warnthat WannaCrywas just the beginning 61 and the numbers confirm
this view. Since the beginning of 2016, more than 4,000 ransomware attacks occurred

worldwide daily. Thisis an increase of 300% since 2015. Speaking about cyberincidents

% Spencer, L. (2014), Internet of Things market to hit $7.1 trillion by 2020 :IDC. Published June. Available at:
http://www.zdnet.com/article/internet - of- things - market -to-hit-7-1-trillion -by-2020 -idc/

%6 Macaulay, J., Buckalew, L., & Chung, G. (2015), Internet of Things in logistics. Available at:

http://www.dhl.com/content/dam/Local Images/q0/New _aboutus/in novation/DHL TrendReport Internet of t
hings .pdf
57 IDC & TXT (2015), Definition of a re search and innovation policy leveraging cloud computing and 10T
combination. Report prepared for the European Commission. Available at: https://ec.europa.eu/digital -single -
market/en/news/definition -research _-and-innovation -policy -leveragin_g- cloud - computing -and -iot - combination

%8 European Commission (2016), Advancing the Internet of Things in Europe. P ublished April. Available at:
http://eur -lex.europa.eu/ legal - content/de/TXT/?uri=C ELEX%3A52016SC0110

9 European Commission (2016), Commission staff working document: Advancing the Internet of Things.
Published April. Available at: https://eur -lex.europa.eu/legal -
content/EN/TXT/PDE/?uri=CELEX:52016 SC0110&from=de

% Langde,R. (2017), WannaCry ransomware: A detailed analysis ofthe attack. Published Se ptember. Available
at: https://techspective.net/2017/09/26/wannacry -ransomware -detailed -analysis -attack/

61 Constantin, L. (2017), WannaCry attacks are only the beginning, experts warn. Published May. Available at:
https:/Awwv.pcworld .com/article/3196927/securityannacry - attacks -are -only -the - beginning.html
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in general, around 80% of companies in Europe have experienc edat leastone
cybersecurityincidentin 2016 62.

More and more often, newsitems about various forms of cybercrime are dominating the
news, illustrating that cybersecurity is now more important than ever. Various forms of

cyberthreatscan be distinguishe d. The most important ones are the following 63
1 Internalattacks, such as malicious employees that leak sensitive data;
91 Phishing and spear phishing;
9 DDoS attacks;
1 Malware, such asransomware, spyware, adware, bots and Trojans;
1 SQL injection (vulnerabilities that allows hackersto steal ortamper withthe

databasebehind aweb application);

1 Bring YourOwn Device (BY OD) technologythat sets corporate networks at risk
from unsecured devices that contain malicious applications

The costs of cybercrime for those impacted are high and growing. Estimates show that

the annual global costsof cybercrime will grow to around 4.8 trilion EUR by 2021 64
However, the reputational damage for affected companies is often even biggerthanthe

direct monetary damage  ®

Not only big companies, but also SMEs fall victimto cyberthreats more and more often 66.

Although many owners of SMEs underestimatetheirrisk of becoming the target of a

cyber -attack, they are likely targets for cyber criminals 67 orstate -sponsoredattacks &
Today , SMEsare increasingly dependent on theirinformation systems and networks to

provide services and productsand meet their business objectives. T he vast majority of

SMEs (excludingmicro - enterprises) rely on some form of information systemand many

ofthe malready have anonline presence. Electronic communication networks,

interconnected information systems and digital services are an essential part of an

increasing number of SMEs ~ ¢°

52European Commission (2017), State of the Union 2017 - Cybe rsecurity: Commission scales up EU's response
to cyber -attacks. Published September. Available at: http://europa.eu/rapid/press -release |P -17-
3193 en.htm

% Information Age (2017), Seve n nightmare cyber security threats to SMEs and howto secure against them.
Published May. Available at http:/ww.information -age.com/7 -nightmare -cybe r-security -threats -smes -
secure -123466495/

8 CyberVentures (2017), 2017 Cybercrime report. Available at: https://cybersecurityventures.com/2015 -
wp/wp - content/uploads/2017/10/2017 - Cybercrime - Report.pdf

% Hamilton Places Strategies (2016), Cybercrime costs more than you think. Published February. Available at:
https:/mww.hamiltonplacestrategies.com/insights/cybercrime -costs -more _-you -think/

% The Guardian (2016), Huge rise in hack attacks as criminals targetsmall businesses. Available at:
https:/mww.the guardian.com/small -business - network/2016/feb/08/huge -rise - hack - attacks -cyber -criminals -
target -small - businesses

571Q inIT (2017), Why cybersecurity for SMEs is even more importantin 2017. Available at:

https:/mww.igin.it/blogmhy - cyber - security -smes -even -more -important -2017
% The Guar dian (2018), UK businesses face growing threat from cyber -attacks i report. Published April.
Available at:  https:/www.the guardia n.com/technology/2018/apr/10/uk -businesses -face -growing -threat -

from -cyber -attacks -report

% Mazzarol, T.(2015), SMEs engagement with e -commerce,e -businessande -marketing, Small Enterprise
Research, 22:1,79 -90. https://doi.org/10.1080/13215906.2015.1018400 & Enisa (2016), Information
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What also makes SMEs vulnerable is that they generally have relatively ma ny different
digital assets perindividual user, theirsecurity is limited comparedto biggercompanies

and they generally are less careful to prevent cyber -attacks °- Now that most large
businesses have dedicated cybersecurityteams, cyber criminals increasingly target

smaller enterprises. Perhaps SMEs are evenamore likely target thanlarge corporates,

as due to a perceivedlackof security, cyber criminals are incre asingly looking towards
SMEs as a gatewayinto the supply chain 1. SMEs are not always aware of the factthat
they contain valuable information for cyber criminals. On top of that, because of their

limited resources, the damage for SMEs can be harderto ove rcome thanforlarge
businesses. Cybersecurityis therefore of crucialimportanceforthe business continuity of

an SME. Lackof cybersecurity sets SMEs atrisk of reputational damage, financial

damage and lower customer satisfaction. Inthe Netherlands, 4 0% of SMEs suffered from
any form of digital fraud in 2017 2- Fromthe companies suffering from any form of digital
fraud, 57% indicatedthatit caused financialdamage 3. Especially for SMEs, this financial
damage can have a profound impact: 60% of SMEs tha t were victims of cyberattacks did
not recoverand had to shut down within six months .

Cyberthreats are not only a threat for business continuity but can also be a driver for
growthforcompanies activeinthe cybersecurity market. It can even bring competitive
advantage according to Capgeminiresearch - The increasein cybersecurity incidents
stimulates the demand for high - quality, affordable and interoperable cybersecurity
productsand solutions. Cybersecurityis one of the fastest growing sectors o ftheICT
market. Worldwide spending on cybersecurity productsand services reached more than

120 billion USDin 2017. In the last decade, the market was growing 8 - 10%annually,
while predictionsfor2017 T 2020 envisage further steady growth 8- This numberi s
estimatedto exceed0.8trillion EUR cumulatively overthe next years until 2022 In
Europe specifically, the cybersecurity market is estimated to grow from21.8 billion EUR

in 2015 to 30.6 bilion EUR in 2020 8.

security and privacy standards for SMEs. Published June. Available at:

https:/Mvww.enisa.europa.eu/publications/stand ardisation - for-smes
 Ibid.
" Fresh Business Thinking (2016), Cybersecurity is a growing priority idondt be the weak | ink. Publi
Available at:  http://ww.fre shbusinessthinking.com/cybersecurity -is-a-growing - priority -dont -be-the -weak -
link/
2 Kamer van Koophandel (2018), Boost je business metbigdata. Available at:
https://kvk.instantmagazine.com/e -zines -kvk/big -data#!/big - data -en -veiligheid
 1bid.

" SMESEC (n.d.), Alightweight cybersecur ity framework for thorough protection. Available at:
https://smesec.eu/index.html

s hitps://www.capge __mini.com/2018/05/cybersecurity -the - new- competitive _-advantage -for - retailers/

8 Cybersec (2017), European cybersecurity market. Published June. Available at:

https://icybersecforum.eu/enithe -2nd - issue - of-the -european -cybersecurity - market -already -available -
download/

" Cyber Ventures (2017), 2017 Cybercrime report. Available at: https://cybersecurityventures.com/2015 -
wp/wp_-content/uploads/2017/10/2017 - Cybercrime - Report.pdf

8 MicroMarketMonitor (n.d.), Europe cybersecurity market. Available at:
http://www.m icrom arketmonitor.com/market/europe -cyber - security -4129808188.html
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The supply of ICT security productsand s ervices onthe European market is being
characterised as fragmented - Asaresult, ICT companies might needto undergo

different certification processes to sellits products and services in several Member

States. The urgency of acting upon cybersecurity th reatsis being recognised atthe EU
level. To spur furthera European single cybersecurity market, the European Commission

has already initiated a framework for cybersecurity certification to overcome the issue of
fragmentation - Many European SMEs areact ivein the cybersecurity market, especially
in niche markets (e.g. cryptography)andin well - established markets with new business
models (e.g. antivirus software), but they are often unable to scale up theiroperations 81.
Cybersecuritywas also acentrale lement in the 2018 State of the Union speech by

President Juncker 8 One of the proposals include the creation of a Network of

Cybersecurity Competence Centres, coordinated by a new European Cybersecurity

Industrial, Technology and Research Competence Centr e. Leveraging the already existing

660 cybersecurity centres acrossthe EU, this new initiative seeks to 83

Pool, share and ensure access to existing expertise;

Help deploy EU cybersecurity productsand solutions;

Ensure long -termstrategic cooperationbetw eenindustries, research communities
and governments;

1 Co-investandshare costly infrastructure.

"' STATE OF THE UNION | 2018

Building a strong cybersecurity in Europe:
A European Cybersecurity Competence Network & Centre

#SOTEU | .
Figure 9 Creating a European Cybersecurity Competence Network & Centre 84
® European Commission (2015), Cybersecurityindustry. Published December. Available at:
https://ec.europa.eu/digital - single -market/en/cybersecurity -industry
8 European Commisison, (2017), The EU cybersecurity ce tification framework. Published September . Available
at:  https://ec.europa.eu/digital -single -market/en/eu _-cybersecurity -certification -framework
8 European Commission (2016), Commission signs agreementwith industry on cybersecurity and steps up
efforts to tackle cyber  -threats. Published July. Available at: http://europa.eu/rapid/press -release |P -16-
2321 en.htm
82 https://ec.europa.eu/digital -single - market/en/news/state -union -2018 -cybersecurity -commission -proposes -

invest -stronger_-and - pioneering - cybersecurity

8 1bid.

8 1bid.
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2.2. Opportunities for SMEs to benefit from these technologies
2.2.1. Bigdata

The amount of data produced is growing exponentially, as shown in section 2.1.

These big numbers underline the macro - economic benefits of the data economy,
butdo nottell us how value is created at a mere micro -economiclevel i andthus
how individual companies can benefit from the data economy. When we zoomin

on the exploitation and commercialisation of big data at a micro -level, it appears
that data has potential for organisations of all shapes and sizes, and these
organisations turn data into value in various ways 85 Several different actors are
involved in the process of data creation to data services and products, as shown

in Figure 10.

Enablers

Data Data services
ELELH

Data creation Data aggregation

Suppliers Aggregators Developers / Enrichers

Figure 10 The data value chain i including archetypes

The emerging data ec onomy offers opportunities for new types of companies. Data

creationis done by the Suppliers. The data is subsequently collected and aggregated by

the so - called Aggregators. Developersuse the dataforthe development of new

applications, while Enric hers use datato gain new and betterinsights fromthe analysis of

the data. Enablers facilitate the supply oruse of open data forthe otherarchetypes, for
instance by providing platforms from which the data can be extracted.

The emerging data economy offers new opportunities for specialists and nic he players T
naturally a domain of SMEs. Specialisation and differentiation of productsand services

are am ong the most significant successfactors for SMEs. The development of more niche

market demand could enable SMEs to strengthen their competitive advantagesand to

reduce their structural disadvantage stemming fromresource constraints and limited

abilityt odevelopeconomies of scale.

Companiesnotonly re - use datageneratedby themselves. Datasets can be purchased on

the market, but perhaps more importantly, increasingly companies can also make use of
opendata. The European Data Portal showsthatgovernm ents are maturing on their
opendatajourney, meaning that more and more EU govermnments publish high - quality
opendata % The European Data Market Monitoring Toolillustrates that big data offers

market value in different industries I with substantialdiffe ~ rences between industries.
(Figure2 -5).

8 Capgeminilnvent (2017),Re -using open data: A study on companies transforming open data into e conomic
& societal value. Available at: https /Awwv.e uropeandataportal.eu/sites/defaultffiles/re -using open_data.pdf

8 Capgeminilnvent (2017), O pen data maturity in Europe in 2017. Published November. Available at:
https:/Aww.e uropeandataportal.eu/sites/default/files/edp landscaping insight report n3 2017.pdf
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Figure 11 Market value and data workers across industries 87
While the above paragraphs showthat the expected benefitsdepend onthe type of
company and the sectorinwhichthe company is active, it does not tellus what the
benefits of working with big data are for the bdaver:
that the use of big data canresult in several competitive advantages 8s:
Improving business intelligence;
Improving researchanda  ccelerating innovation;
Reducing costs and improving customer satisfaction by more personalised
services &
91 Improving and renewing products and/or servicesand creating new ones
according to customersd needs;
1 Betteradjusting theirmarketing to their target group, thus making marketing

more effective;

1 Betterunderstanding and optimised business processes, such as optimised
product stocks based on models that predict buying behaviour

In addition, the EU publication on t hecadwwéby ec onomy

data analyticsto help themdevelop new products and services,tore - engineertheir
business processesand bettermanage their supply chains, to strengthenfraud detection,
toimprove security and risk management and to gain clearerinsightsin to customer

n e e d& Anadvantage that SMEs have inthis regard, because of theirsize, is that they
tendto be more flexible in using the insights generated frombig data in order to increase

8 |DC (2017), European Data Market Study Final Report SMART 2013/0063. Report prepared for the European
Commission. Available at: http:/datalandscape.eu/

8 New Gen Apps (2017), 5 Benefits: Competitive advantages of Big Data in business. Published July. Available
at: https:/Aww.newgenapps.com/blog/importance -benefits - competitive - advantage -big-data

8 European Commissio n(2014), Big Data. Published July, updated March 2018. Available at:

https://ec.europa.eu/digital - single -market/en/policies/big - data
% European Commission (2017), Enter the d ata economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/publications/strategic -notes/enter -data -economy en
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sales, reduce costs, improve customer satisfaction, increase pr oductivity and accelerate
innovation.

Insight box 1 Producers of big data solutions

An example is the Slovenian SME eVineyard °1- This company provides solutionsand an
application based on big data to help growers with the management of theirvineyard.

By combining multiple sources of data, this applicationhelps the grower making

irrigation, harvesting ortreatment decisions in the vineyard. Another company making

successfully use of big data technologies is DataCentric. T his Spanish SME builds data -
driven technologysolutions. DataCentric expertise stems fromits experienc e of

creating and delivering databasesfor marketing and sales and managing its

customer 6 dat a

SME owners indicate to expect benefits in several areas when working with big data,

mos t notably animproved customerexperience based on betterinsights and improved

insightsin clientneeds  ° Otherbenefits include, interalia, the ability to develop new
productsorservices and betterinsights into internal proc esses, allowing SMEs to imp rove
and furtherrationalise these processes ( Figure 12).

WHICH OPPORTUNITIES ASSOCIATED WITH
WORKING WITH (BIG) DATA DO YOU CONSIDER
IMPORTANT FOR YOUR COMPANY?

|mpr0ve internal procesSeSIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Develop new products and/or services
Determine strategy

Improve Competitiveness LT

Improve insight in client appreciation
Increase revenu W

Improve insight in client needs
|mpI’OVe the customer experienCelllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII\

0% 10% 20% 30% 40% 50% 60% 70%

Figure 12 Opportunities associated with (big) data

The quantifiedmicro - levelbenefits of using big data and digitaltechnologiesin general

are underscored in numerous studies. Firms that adopt data -drivendecision -making have
beenfoundtohavea5 -6% higher output and productivity 9. SMEs already workingwit  h
big data are growing fasterthan SMEs not using big data technologies, reporting an

average growthof5% % Research among financial managers of larger organisations

9 http://www.evineyardapp .com/

2 Big Data Value Association (2017), SMEs inthe European data -economy. Published November. Available at:
http://www.big  -data - value.eump - content/uploads/2018/01/SMEs -Brochure -2017.pdf

% Van der Veen, M., Smetsers, D., Van den Born, A. & Bosma, B. (2017), Ondernemen m et (big) data door het
mkb. Kamervan Koophandel and Jheronimus Academy of Data Science . Published January . Available at:
https:/Ammww.kvk.nl/download/20170110%20Rapp ort%200ndernemen%20 met%20big%20data%20do or%20

het%20mkb tcm109  -431240.pdf

9 European Commission (2017), Enter the data economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/sitesfepsc/files/strateqgic note issue 21.pdf

% Bluemine (n.d.), Big data in het mkb: wat levert hetu op? Available at  http:/www.blue mine.nlAp -
content/uploads/2017/06/Bluemine infographic Big Data -V1.pdf
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shows thatin 60% of the cases, the deployment of big data results in increased

revenues. Existing productsand services become more profitable in 83% of the cases %.
Overall, the productivity of SMEs could increase by 30to 75% by using modern

automationin production, digitaltools in product design, and an effective production and

resource p lanning.

This all pointsto the conclusionthat big data is primarily seenas an engine forgrowth, a

view that is confirmed by our survey respondents. Thefactthatit provides opportunities

for growthis seen as one of the biggest benefits by 30% of the respondents, followedby
the perceptionthatit can be usedto distinguish companiesfromtheir competitors

(indicatedby 16%) and the beliefthat it is a driver of additional revenue streams (14%).

WHAT ARE THE BENEFITS OF BIG DATA FOR
YOUR COMPANY?

Other (please specify)mmmmm
| don't know mmmmm
It is not relevant for our company "
It is a driver of additional revenue Strea m S
It provides opportunities for growth of the compa n s
It distinguishes us from compe titor ST
Itis a prerequisite for the domain we Work: irymmmmmmmmmimimmm
Itis critical for business continuity/ "

0% 5% 10% 15% 20% 25% 30% 35%

Figure 13 Benefits of big da ta. Source: survey

Exploiting big data offers substantial competitive advantages

Firms that adopt data-
driven decision-making
have been found to
have a 5-6% higher
output and productivity

The global market for big data-
related hardware, software and
professional servicesis growing
rapidly and is expected to reach

43 .7 billion euro by 2019,

Reportingan average

growth of 5%, they are
growing fasterthan
SMEs not using big data
technologies

2.2.2. Intemet of Things (1oT)

The benefitsdescribed inthe section above particularly apply for companies working with
big data, but as there are many overlaps with loT, benefits may also hold ground for

companies working with IoT. IDC described the more specific benefitsof IoT appli

% 1bid.

cations
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for large companies, SMEs and ot her businesses in t
Computing and | oT:Combinationo

M IncreasedreturnonR&D investments;

I Additionalinnovative services;

91 Shortertime to market;

1 Supply - Chain management &logistics impr ovements;

1 Increased businessprocessesefficiency;

1 Productivityimprovements;

1 Enhanced asset utilization.
Othersources 8 statethatloT canimprove and optimise processes, goodsand services,
that IoT enables the design of new products and services, red ucesthe needforhuman
interventions (and thus human errors) and enable new business models. Accordingto
research by THINKstrategies, the benefits of IoT forbusinessesfallinto four categories 99:
Q) Diagnostics andreporting  : 10T devices allow the company to betterrespondto

)

3)

(4)

product orservice issueswhentheyarise. More and more devicesinclude analert

feature that notifies the supplierwhen a problemoccurs. The suppliercan

remotely diagnose the issue and initiate a solution. T his functionality canre duce
the time neededto solve the issue and keep customer dissatisfactiontoa

minimum;

Predictive and preventive analysis : because of the possibility to embed greater
intelligence into the product orservice, the supplier can be notified of anissue

befor e it becomes areal problem. This allows preventive action fromthe side of
the supplier, so bigger problems will not occur;

Information collection :IoT products and servicesallow forthe collection of big
data about the waythe product orservice is used . This makes it easierto serve

the customerés needs and also provides valuable
and servicesthat customers are interestedin;

Business transformation  :the information and insights gathered by loT can
uncovernew business  opportunities. Forexample, data gatheredin connected
cars can be used by insurance companies tobetter determine appropriate
insurance rate plans that are based on more accuraterisk assessments.

Our survey respondentslargely confirmthis picture, an dsimilar to big data, this leads to
the conclusionthatloT is primarily seenas a driver of growth. 23% of the respondents
indicate thatit provides opportunities for growth of the companies, and 16%indicate

that it is a driver of additional revenue str eams.

% IDC & TXT (2015), Definition of a Research and Innovation Policy Leveraging Cloud Computi ng and loT
Combination. Report pre pared for the European Commission. Available at: https://ec.europa __.eu/digital -single -
market/en/news/definition -research -and-innovation -policy - leveraging - cloud - computing -and -iot - combination

% E.g. Business News Daily (2013), Internet of Things has big startup potential. Published November. Available
at: https:/AMww.businessnewsdaily.com/5450 -internet -of -things - business -opportunities.html

% Kaplan, J. M. (2015), Attaining four le vels of Internet of Things b enefits. Published February. Available at:
http://sandhill.com/article/attaining -four -levels - of-internet - of-things -benefits/
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WHAT ARE THE BENEFITS OF THE INTERNET C
THINGS FOR YOUR COMPANY?

Other (please specify)
| don't KnOw |

It is not relevant for our company
Itis a driver of additional revenue Strea nm S
It provides opportunities for growth of the company
It distinguishes us from competitor
It iS a pl’el’equiSite for the domain we Work in|||||||||||||||||||||||||||||||||||||||
Itis critical for business continuity:

0% 5% 10% 15% 20% 25%

Figure 14 Benefits of IoT. Source: survey
It is important to note that one can distinguish benefits forusers and benefits for
suppliers. Much of the IoT market is based on business - to-businessinteractions, meaning
that| CT vendors provide loT technologies and solutions tobusiness users,who leverage
themto deliverservices and applicationsto their customers. A group of so - called
enabling companies play animportant role in the loT ecosystem, referringto big data
compa nies, security providers, application developers, and other professional services
companies - The loT ecosystemis populated by a number of different stakeholders,
which can be categorised inthree main categories 1oL:

1 Vendors providing componentsto the solution suppliers. T his group covers awide
variety of companies interms of size, vertical specialisation, and geographic
reach. Examples are commercial service providers, systems integrators,
hardware, software, and cloud service Providers.

1 Suppliers wh ocreate loT solutionsand services forotherenterprise customers.
Many of the vendors noted above also build solutions for customers using their
own and other suppliers’ components. These suppliers design, build, and operate
IoT solutions onbehalf of th eir enterprise customers based onthe components
supplied by vendors.

I Customers/end -userswhousetheloT solutions providedby ESPs. There are
examples of users in most sectors who use l0T solutions.

SME technology companies are a major source of innovat ioninloT. Theirsmaller size,
shorterdecision cyclesand flexibility allow themto actadapt quickly to this emerging

market, which can keep themahead of slower moving larger companies 102. Examples of
SMEs successfully adopted loT are presented below

Insight box 71 loT producers

An example of a successfulsmall company that applied loT in product designis the
Spanish company Drone Hopper % Drone Hopperis a drone that can provide aerial

10 1DC & TXT (2015), Definition of a Research and Innovation Policy Leveraging Cloud Computing and loT

Combination. Report pre pared for the European Commission. Available at: https://ec.europa.eu/digital -single -
market/en/news/definition -research -and-innovation -policy - leveraging - cloud - computing -and -iot - combination
101 pid.

102 staff, 1. (2017), The business d rivers and challenges of 10T for SMEs. Published January. Available at:
https:/fiotuk.org.uk/the -business -drivers -and - challenges - of -iot -for - smes/

103 hitps:/www.drone _ -hopper.com/home
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support forfighting wildfires. The drone has a maximum capacity of 3 00 litres of water
and includes control systems, thermographic cameras and a navigation system.

SMEs canalso facilitatethe creation of IoT applications, such as the Swedish company
H&D Wireless AB '*- This company enables wireless sensorand multimedia data access
tothe Intermet fora low price. H&D Wireless solutions can be usedin devices such as
smart energy meters and smart medical devices.

2.2.3. Cybersecurity

Digitalisation creates opportunities for businesses of all sizes, but these opportunities
come with severalinformation security and privacy risks. Addressing theserisks plays a
significant role in business suc cess nowadays, as growing security threats may

potentially disrupt business continuity and cause monetary and reputational damage to
SMEs!®- Effectively addressing cybersecurity risks results in concrete benefits. Research

by ENISA 1% shows thatthere are multiple specific drivers for European SMEs for the
uptake of cybersecurity:

I Mitigating i nformation security and privacy risks: adoption of information security and
privacy standards is an effective way to mitigate these risks;

1 Increasing consumertrust: users trust organisations more if they know their
personaldata will be safe withthem;

1 Demonstrating commitment to regulatory compliance: these regulations can be on
a nationallevelor on a Europeanlevel, such as the General Data Protection
Regulation, forwhich noncompliance canresult in fines of up to 4% of the annual
turnoverofbusiness  esifthey do not have theirdata security and privacy
measuresin order 07

1 Creating competitive advantage: when businesses havetheircybersecurityin
order, it could be easier forthemto attractand retain customers.

The increase incyberincidents brin gs substantial business opportunities forthose active
in the cybersecurity market. Several domains withinthe cybersecurity ecosystemcan be
distinguished in which SMEs can be active: fromcybersecurity governance, traceability

and audit, identityaccess management, data security and cryptography, messaging
security, application security, security of infrastructure and equipment, consulting and

training to operational and outsourcing services 108.

104 hitp://www.hd __-wireless.se/

195 ENISA (2016), Information security and privacy standards for SMEs. Published June. Available at:

https:/Mmww.e nisa.europa.eu/publications/standardisation - for - smes
106 |pid.
197 GDPR Portal (n.d.), GDPR key changes. Available at https ://www.e ugdpr.org/key -changes .html

108 Digital SME Alliance (2017), Europe needs a cybersecurity strategy to foster its SME e cosystem. P ublished
July. Available at:  https:/www.digitalsme.eu/europe -needs -cybersecurity -strateqy -foster - sme -ecosystem/
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Ensuring cybersecurity is critical for business continuity

Around 80% of companies
in Europe have experienced
at least one Cybersecurity

incident in 2016

Ramsonware criminals target every company,

. . ) . Inthe Netherlands, 2 out of 5
not just high-tech firms, regardless of size. UK

SMEs suffered from any form
of digital fraud in 2017 - 57%
experienced financial damage

businessreporteda 91% increase in ransom
attempts between Q1 and Q3 of 2017

60% of SMEs who were victims of
cyber attacks did not recover and shut
down within 6 months

Figure 2.9

As cybersecurityis relevant foreveryone using the Intermnet (organisations of all sizes, for
companies, governments, consumers, etc.), the cybersecurity market is enormous.
Examples of companies that benefit fromthis growing market by providing cybersecurit
solutions are provided in below insight box.

Insight box 1 Cybersecurity producers

ZenMate ' isa German company that provides businesses with several servicesand
products: international quality assurance, data and employee security solutions, a
solutio ntoencryptprivate calls and foranonymous business research, IP address
protection, and a solution for gaining unrestricted c ontent for remote workers.

Anotherexample is FLOLive  ° an UK - based company that provides loT security
solutionstocreateas ecure,cloud -basedecosystemforloT.

The factthat business continuity is essential for every business is also underlined in our
survey. When asked about theimportance of the three technologies, cybersecurity is
consideredto be very important T scorin g5,72out of 7. In fact, cybersecurityis
consideredto be substantially more important than big data and loT.

109 https://zenmate.com/home - page/

10 hitp://flolive.net/
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ON A SCALE FROM1 -7, HOW IMPORTANTARE THESE
TECHNOLOGIES FOR YOUR ORGANISATION?

Big Data [ - .02
o -, 72
Cybersecurity I - 5. 7e
1 2 3 4 5 6 7

1 =not importantatall, 7 = extremely important

Figure 2-10 Importance of Big Data, loT, Cybersecurity. Source: survey

2.3. The impact oftechnological trends on the take -up by SMEs

2.3.1. Impact of technological trends on
technology adoption

The technological landscapeis evolving fast. As the digital frontier expands, there is
constant pressureon SMEs to adapt and evolve. New technologies may change the status
guo of the market an  d may bring opportunitiesfor SMEs oract as a threat for positions
gainedin the market. Some trends may be more disruptive than others. New

technologies may also impact the extentto which SMEsare able to adopt BIC
technologies 1 and affectthedemandf  orspecialisedskills. This section presentsthe
most relevant technological trends forthe three technologies and the way they will affect
thetake -upbySMEs. Toidentifyand selectthe mostimportant trends and theirimpacts,
an extensive analysisofle  ading publications frommajor technology advisory firms was
carried out. The selection of trendswas based on the following criteria:

Publicationsare max. two years old,;

1

1 Trendsidentified are documented by at leastthree separate sources;
1 Trendsarerela tedtoorimpact bigdata, loT and/orcybersecurity;
1

They are disruptive technologies, meaning that they are rapidly advancing, they
have a broad potential scope of impact, may affect significant economic value,
and they candramatically changethe status quoofthe market 1%

Following these search criteria 25 trends have been discovered for 2018 and beyond,

withinthe areas of cybersecurity, big dataand I0T. These trends are expected to

significantly impact SMEs. These 25 trends have been clustered into sixmain domains,

that allimpact SMEsin a different way. Figure 15 presents anoverview of the six
domains and how they affect the take up of emerging technologies by S MEs. AnnexB
provides a more detailed overview.

11 McKinsey (2013), Disruptive te chnologies: Advances that will transform life, business, and the global

economy. Published May. Available at: https :/mmw.m ckinsey.com/business -functions/digital _-mckinsey/our -

insights/disruptive __-technologies
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Impact on SMEs

Artificial Intelligence

As Al is greatly accessible, SMEs will benefit even more from Al than large corporates
do. The advantage SMEs have is that most Al technologies are in the public domain
and underpinned by open-source components. Al therefore does not have to be a
capital- or human resource-intensive activity.

With Al it is possible to detect and deter security intrusions, to enable a predictive
analysis, to advance decision-making and automation, and it improves customer
relationships.

Blockchain

The self-reliant data infrastructure of blockchain is especially useful in environments of
high level security and trust (i.e. online identity verification).

Since the blockchain facilities transactions, the speed, transparency, safety, and low
cost of the decentralized ledger will especially be a big benefit for SMEs (e.g.
blockchain does not use any transaction costs). Similar cost reductions might result in
huge costs savings, which has a larger impact on SMEs than on larger companies.

Business Model Reengineering

With business strategies linked inseparably to technology, SMEs should fundamentally
rethink how they envision, deliver, and evolve technology solutions.

This can deliver more than efficiency - it offers the tools, velocity, and empowerment
that will define the technology organization of the future. Especially for SMEs, capturing
value from secondary opportunities or business model sophistication is of critical
importance towards increasing the pool of resources at hand and giving momentum to
the firm's development.

Data Management

When the analysis and prediction of market and consumer behavior with big data is
applied correctly, an innovative orientation will increase the growth of SMEs, which in
turn yields increased flexibility, productivity, responsiveness, anticipation and the
ability to meet customer needs.

SMEs have the advantage of agility, making it perfectly suited to act on data-derived
insights with speed and efficiency. However, SMEs need to find ways to obtain data on
the scale required to compete with the larger companies, as they already have access
to sufficient data in-house. Also, SMEs should continue guaranteeing data privacy,
safety and reliability. With the GDPR and UK-US privacy shield putting the spotlight on
the way data is collected, stored and used, validity will be a priority.

Digital Reality

.

SMEs may not have the resources to integrate a full digital reality system. Yet they
could step into this opportunity in many smaller ways. Digital reality becomes
increasingly essential for processing data as well as dealing with the variability of the
task (when each iteration of a task is different).

Digital Reality also offers various prospects to transform areas such as internal
workforce communication and collaboration (i.e. new types of virtual meetings),
training through simulation, and customer service.

In the Cloud

Adoption of the cloud is useful to save money, time and hassle on a daily basis.
Whereas SMEs in the past may have struggled with a lack of resources to create and/or
buy software packages, they will now be able to subscribe to a cloud center and receive
access to all the IT infrastructure they need.

The cloud reduces costs and improves efficiency as cloud-hosts enable mass-scale
computing power, minimize IT requirements and physical storage. Information
becomes easily accessible and easy to use for collaboration.

Larger companies will no longer grasp the benefits from their in-house IT capabilities

as SMEs will be able to perform similar tasks in the cloud.

Figure 15 The main technological trends affecting the take up of big data, 10T and cybersecurity by SMEs 1z

At first, artificial intelligence willimpact SMEs significantly, becau
technologies have appeared inthe public domain and are underpinned by open
components *3- Therefore, it does not have to be a capitalorHR
increasing importance of Al facilitates the take

setodaymost Al

- source
- intensive activity. The
-upofbothbigdata, 10T, and

cybersecurity. Whereas cybersecurity could be describedas a preconditionto deploy Al,

112 Fora detailed description of the methodology and sources that underpin the identificati

on of trends and he

analysis ofthe impact on SME take up, please refer to Annex B

13 Financial Times (2017), SMEs can challenge big beasts by snapping up Al benefits first. Published O ctober.

Available at:

https:/wwmwv.ft.com/content/8b 053fe4

-alca-11e7 -9e4f - 7f5e6a7c98a2
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Al might perhaps even more impact the big dataand loT domain, as Al relies on big data
technologies 7 and possibly data generatedby 0T technologies. Forin stance, digital
twins 4 are digital representations of (the behavior of) a physical object or process that

help optimise business performance, using real - time data. They provide visibility and
insight in the operations of theirmachines inthe contextof th e (loT)environment they
are part of.

Secondly, blockchaintechnology has the potentialto impact SMEs significantly as well,

becausethe costsavingsas aresult of using the decentralisedledger (i.e., anasset
databasethatcan be shared across a netwo rk of multiple sites, geographies or

institutions %) of the blockchain technology will have a large impact as SMEs are less

resource -intensive. It is especially usefulin environments with a high level of security

and trust (e.g., online identity verificati on). Blockchain will primarily spurthe take - up of
cybersecurity,andto a lesserextent bigdataand loT.

Thirdly, business model reengineering refers to the newest business strategies linked
inseparably to technology, which causes SMEsto rethink fundam entally how they
envision, deliverand evolve technology solutions. The trends listed in this category

impact all three technological areas i although some to a greaterextentthanothers.

Fourthly, SMEs should considerresponsible datamanagement to full y exploit their agility,

becausethe use of datais perfectly suitedto predictand analyse market and consumer

behaviour. SMEs canthereby actondata - derivedinsights with speedand efficiency.

Obviously, this domain mainly impacts the take -upofbigdat aby SMEs, andtoa lesser

extent 1 oT. The trends 6l dentity and Access Manageme
foster SMEtake -upofcybersecurity.

Fifthly, digital reality is an umbrella termfor Augmented Reality (AR), Virtual Reality

(VR), Mixed Reali ty (MR), 360° video, and immersive technology. It offers various ways
for SMEs to transformpositively businessareas such as internalworkforce
communication, collaboration, training and development. Digital reality primarily affects
thetake -upofbigda taandloT, asdigital reality becomes increasingly essential for
processing and presenting data. Digital reality tec hnologies offer various prospects for
enterprises to transformareas such as internalworkforce communicationand
collaboration (e.g.,new types of virtual meetings), training through simulation, and
customerservice.

At last, the advent of the cloud willcontinue to proliferate in SMEs. Businesses are no

longer using the cloud solely as a tool - the focushas shiftedtowards finding the righ t
way touseit. The adventof the Cloud has created significant changesto organisations: it

has evolved frompersonal cloud storage to entire organisations moving all theirdatato

the cloud. Increasing usage of cloud solutionsimpactsall three technolo gies.Whereas
SMEs in the past may have struggled with alack of resources to create and/or buy

software packages orotherIT resources, they willnow be able to subscribe toa cloud
centerandreceive access tothe IT infrastructure they need. Itreduces costsand
improves efficiencyascloud  -hosted serversenable mass - scale computing powerand
minimise IT requirements, physical storage and software updates. Information becomes

easily accessible and easy to use for collaboration. Lastly,the cloudadds se curityforits
users by backing up data and decreasethe opportunities for hackers.

14 Koppel,A. (nd.), Meet the digital twin i the key technology in your smart factory. Available at:
https://medium.com/@i4ms_eu/meet -the -digital -twin -the - key -technology -in-your -smart - factory -
16d5cf0dd284

15 Shankar, S. (2017), Centralized ledgers vs. distibuted ledgers (layman understanding). Pu blished July.
Available at:  https:/medium.com/@shyamshankar/centralized -ledgers -vs-distributed -ledgers -layman -
understanding -52449 264ae23
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In general, the sectors that are most affected by the trendslisted above are banking and

financial services, manufacturing, health care, retail, media, and telecommunicati ons 6,
From a geographical perspective, one can state that Member States that are performing

well with regards to the integration of digital technologies by business are more likely to

quickly adopt emerging digital trends. Member States performing well in thisregard are
Denmark, Finland, Ireland and Sweden 117- Romania, Poland, Bulgaria and Hungary are

the least developed as forthe integration of digitaltec hnologies by businesses. The

emergence of these new technologieswill undoubtedly affect the demand fo rskills,
dependentonwhere an SME is positioned: isit anICT user or an ICT supplier? From a

supplier perspective, most of the technologies described point towards the development

of integrated and automated infrastructures. T his requires not only the s kills to build and
innovate hard - and software (e.g.datacentres), but also requires standardisation and
interoperability skills 8- Froma user perspective, the ability to understand, selectand

manage vendors, standardsand interoperability become drivers of competitive
advantage. Skills profiles required by ICT users will become more business - oriented and
project -oriented, including the ability to outsource (e.g. ability to select vendors, be an

informed buyer) and/or rely on standardised platforms and se rvices 1°- Lastly,
interviewees state that with the emergence of new technologies, human judgement will

become more important than ever. Forthis, one needs to understandthe intrinsic logic of
technologiesto come to aweighted decision.

2.4. Adoption of big d ata, Internet of Things and cybersecurity by

SMEs
The previous sectionsillustrated the increasing importanc e of BIC tec hnologies, their
relevancefor SMEs and how current and future trends may impact the take -up of these
technologies. This chapter zoonsii n on the current state of play: to what extent are SMEs

already able to work with these emerging technologies? Big data, I0T orcybersecurity

might be more relevant forsome SMEs than others, depending on their characteristics.

This section therefore first ly describesa segmentation model, providing a means to focus
on those SMEs forwho adoption of one of these technologies is most relevant.

2.4.1. Segmentation of SMEs
The SME landscapeis diverse, with varieties in terms of size, sector, geography,

technologica lintensity, and markets served. SMEs can be (potential) users and suppliers
of emerging technologies. This makes it necessary to reduce (part of) the complexity by

clearly defining the target group of this initiative. In this respect, interviewees onthe one

hand stress the urgency of ensuring cybersecurity fc
I nternet 6, and that fAbig data offers opportunities
Onthe otherhand, it is argued that an approach canonly be effective ifi tis targeted,

specificandindustry  -relevant. Building on a segmentation modelfrom the Dutch
Chamber of Commerce, five segments can be distinguished that indic ate to what extent
companies are engaged in (technological) innovation.

116 Fora detailed description of the methodology and sources that underpin the identification oftrends and the
analysis ofthe impact on SME take up, please referto Annex B

17 European Commission (2015), Integration of digital technology by enterprises. P ublished June. Available at:
https://ec.europa.eu/digital -single -market/en/integrat _ion - digital -technology

18 Husing, T., Dashja, E., Gareis, K., Korte, W. B., Stabenow, T., & Markus, P.(2015), e - Leadership skills for
smalland medium sized enterprises. Published O ctober. Available at: http//eskills -
lead.euffileadmin/lead/re ports/lead final report.pdf
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Figure 16 Segmentation of SMEs based on maturity in the uptake of big data, IoT and cybersecurity 120

The above fourgroups (frontrunners, developers, appliers and followers) are focusing on

renewal and innovation of processes, products and services, whereasthenon - innovators
are not. Giventhe factthatthis initiative focuses on innovative technologies, this

initiative will primarily focus onthe above fourgroups. By building on and collaborating

with companies thatunderstand and are al ready working T orare potentially working -
withthese technologies, this initiative willbe best able to define what is needed. The

group of non - innovatorswill automatically benefit fromthe results, as they forinstance

might become betteraware of the added value of one of the technologies as a result of

one of the actions proposed but willrequire a different approachto getinvolved.

Assuming that skills needs differ per type of SME, building on this model allows this
initiative to identify skill ne eds forthe different groups, and to target the visionand
proposals for supporting measures accordingly.

2.4.2. Bigdata

Focussing onthe big data playing field, it can be noticed thatin 2018, 12% of the

European SMEs were actually using some type of big data source,compared to 33% of
large enterprises 2! There are stilla lot of technological opportunities to be exploited by
SMEs, with the adoption rates of big data lagging behind of other key digital

technologies, most notably socialme dia, elnvoicing and Electronic Information Sharing
(Figure 17).
120 hitps:/www.kvk.nl/download/Hoe innoveert NL rapportag e tcm109 -451143 .pdf

121 Furostat Community survey on the usage of information and communication te chnologies in enterprises, 13
December2018
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Figure 17 Adoption of some key digital technologies by c ompany size (Eurostat 2017/2018)

Whereas data stemming from owninternal processes (e.g., smart meterdata, sensors)

are the most used data sourceforlarge enterprises, SMEs are more likely to use geo -
data ordata generated by social media. Substantiald ifferences exist between countries
regarding the use of big data by SMEs. SMEs fromcountries such as Malta, the

Netherlands, and Ireland seemto be ahead of other countries, specifically Hungary,

Austriaand Cyprus(  Figure 18) %
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Figure 18 Percentage of enterprises analysing big data sources (Eurostat 2018)

The above numbers referto the situationin 2018. Other studies sh ow similar findings.
Based on a representative sample of more than 4,000 companies, evidencefromthe

Netherlands shows that stillonly 13% of the Dutch SMEs is c urrently working with big

data, and 15% s planning to do so 13- Only afraction 7 lessthan1% - of DutchSMEsis
ready for the application of big data in their business processes. Size matters inthis

regard: Larger SMEs are more likely to be ready for big data 124.

The picture sketched aboverelatesto SMEs using big data technologies. Data users are

organisations that generate, exploit, collect and analyse digital data intensely and use
what they learnto improve theirbusiness 125 They representthe demand - side of the
market and may use solutions provided by data suppliers: companies who have the

122 |pid.

123 van der Veen, M., Smetsers, D., Van den Born, A. & Bosma, B. (2017), Ondernemen met (big) data door het
mkb. Kamervan Koophandel and Jheronimus Academy of Data Science. P ublished January. Available at:
https:/Aww.kvk.nl/downlo ad/20170110%20Rapp ort%200ndernemen%20 met%2 0big%20data%20do or%20

het%20mkb tcm109  -431240.pdf

124 CBS (n.d.), Are SMEs ready for big data? Available at https:/www.cbs.nl/en __ -gb/our -
service s/innovation/project/are -smes -ready -for-big -data -

125 hitp://datalandscape.eu/european - data -market - monitoring _-tool -2018
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productionand delivery of data -relatedproducts, services and technologies as their main
activity. The European Data Market Monitoring T ool estimates the total number of data

usersin the 28 EU Member States (EU28) at alevel of 661,050 in 2016, of whichm ost
companies are SMEs: 98.9%  '?°- Together, theyrepresent 6.4%of the total number of
companies in the EU28. The number of data users is growing over time, as show in

Figure 19.
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Figure 19 Number of data users
Looking at the distribution per country, two - third of the total population of data users can
be foundin the UK, Germany, Italy and Spain, withthe UK beingin the lea daccounting
for more than 150,000 data users 127 Not surprisingly, these are also the larger EU
economies, and the group of user companies reflects the overall structure of the
economy. When looking at the share of data users onthe total number of companie s, the

Netherlands, the UK, Ireland and Luxembourg are leading the way, with usercompanies
accounting for 9% to 12% of theirtotalamount of companies. Data users can be found

in every sector. Mostdata  -usercompanies can be found inthe professional serv ices

industry, manufacturing, wholesale and retailand transport T togetherrepresenting

almosttwo -t hi rd of Europeébés data users. At the same t i me
and finance demonstratedstrong growth ratesin 2016, illustrating their dynamism in

terms of adoption of big data technologies 128.

The European Data Market Monitoring T ool has also provided estimates about the supply

side of the market. It hasto be noted thatthe boundaries between demand and supply

are notsoclear -cut,sinceforinst ancecompanies,whichdevelop agood capability to

exploit their own data, may become in turn resellers of their own datato third parties.

The supply side is labelled as 6data companies6. Thi
or less equaltothe share of SMEs in the population of data users: 98.9%in 2016. The

totalnumber of data companies is however significantly lowerthan the number of data

126 1DC (2017), European Data Market Study Final Report SMART 2013/0063. Report prepared for the European
Commission. Available at: http:/datalandscape.eu/

127 |bid.

128 |pid.
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users: 254,850in 2016. Similar to the development noticed concerning data users, the
number of data companies isgrowing ( Figure 20).
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Figure 20 Number of data companies
Data companies in Europe tend to be heavily concentrated in the UK and Germany. This

distribution does not simply reflect the size of nationaleconomies, but is closer correlated
withthe presenceof a strong ICT industry. Whenlooking at the intensity of data

compani es 0 ipthestlae of data companiesont he totalnumber of companiesin
the referencesectors 1 we notice thatIreland (22.6%) and the UK (20.8%) are topping

the league ?°- Both are benefiting fromtheir effort to pursue the data economy. The

group of followers, consisting of the Netherlands, Ital y, Austria, Germany, Sweden,
Denmark and Greece, usedto have alively ICT industry. Froma sectoral perspective,

data companies tendto be heavily concentrated intwo sectors: the ICT sectorandthe
professionalservicesindustry 3

2.4.3. Internetof Things

As discussedinsection2.1.2, the market potentialforloT solutions is substantial.
Specific numbers that detailthe 10T uptake of SMES are hard to come by, and even more
when also differentiating between loT users and suppliers. At the same time, a

compari son of severalfigures does shed light on the extent to which SMEs are able to
work with 1oT.

loT technologyis becoming cheaperas the technology becomes more mainstream. The

loT market still continuesto grow due to the considerable increase inthe numb er of loT

devices. Europe has nearly a 40% share of the worl dg
to be stable inthe coming years 131 Substantial differences exist between c ountries and

125 1DC (2017), European Data Market Study F inal Report SMART 2013/0063. Report prepared for the European
Commission. Available at: http:/datalandscape.eu/

130 1pid.
131 European Commission (2014), Definition of a Research and Innovation P olicy Leveraging Clou d Computing
and |oT Combination. Available at: http://ec.europa.eu/newsroom/dae/document.cfm?doc id=9472
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across sectors whenit comestothe take -upofloT. AlthoughallEU Me mbers Stateswill
participate to theloT revolution, those countries that have traditionally investedmore in

ICT are expectedtogainfromthe loT revolution earlierthanthose that do not investin

ICT. Consequently, these countries (UK, Germany, and Fra nce) are forecasted to take
overhalf the 10T revenues inthe EU, withthe top 6 (the above plus Spain, Italy, and

Netherlands) over75% 3%

IOT MARKET SIZE AND FORECAST BY COUNTRY (IN
MILLION EUR)
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Figure 21 loT market size in 2014 and forecast of IoT market size in 2020 per EU country

Whenlooking at sectoral differences, those sectors that have traditionally invested more

in ICT are expectedto enjoy most of the benefits. IoT willimpact all sectors, but the

take - up in manufacturing, finance and utilities will grow fasterthanthe EU average.
Manufacturing, finance and the public sectorare expectedto be the biggestloT markets

in 2020 ( Figure 22)1%-
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Figure 22 loT by sector in 2020
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The potential of loT is huge, but several studies point to the factthat many businesses
are stillin the early stagesof IoT adoption,where its use is limited to a single business

function, ratherthan being committedto a formal business T wide program **- Asregard

the role of SMEs in | oT adoption, the report oO0Defini
Policy Leveraging Cloud Compu¥® stategthat®MEsdlagal Combi nat i c
relevant role in the development of the emerging IoT combined ec osystems and their

diffusion. They mainly refer to the role SMEs can have inthe supply ecosystem, and state

that SMEs currently have insufficient capability to enterthis market. One of the
recommendations is to increase theircapability, a ndtofacilitatetheiraccesstothe
necessary technology platforms to develop applicationsand services. SMEsare primarily
activeinthe group of ICT vendors T providing componentsto solution providers.
Examples include systems integrators, hard - and so ftware providers and cloud service
providers. The role of SMEs withinthis IoT ecosystemcan be more substantial, adopting

loT on a larger scale. Severalfactors are preventing SMEs fromdoing so: insufficient

investments and organisational barriersto cha nge, concerns about privacyand data
protection, mismanagement of securityrisks, and a lack of standards and interoperability
across fragmented European markets preventing economies of scaleand scope 136.

Focussingonthe user - side, the Vodafone loT Baromet er'¥” shows that the proportion of
companies using lIoT (adopters)has more than doubled since 2013: Adoption has risen

from 12% in 2013 to 29%in 2017. This conclusionis based onresearchamong 1,278
respondents (30% SMESs) globally. Furthermore, 84% of adop ters agree thattheir
adoption/use of 0T solutions has growninthe last 12 months. 10T is impacting almost

every sector, and anincreased use of loT can be noticed across industries. Larger

organisations show higheradoptionrates but comparedto 2013, s maller companies are
much closerin 2017.

2.4.4. Cybersecurity

In the cybersecurity industry, one can distinguish between companies activein

developing and providing cybersecurity solutions (supply side) and companies thatuse
cybersecurity solutionsto ensure continuity of their business operations. Starting with
the latter, the potential number of SMESs that might use cybersecurity solutionsis
enormous, given that ensuring cybersecurity is key for every SME connected to the

Internet.
In their2016 study onIn formation security and privacy standardsfor SMEs 138. ENISA
concludes that despite rising concerns on informatic

information security and privacy standard adoption in Europe is relatively low. Equally,
theiruptakeis not  largely perceived as a priority. Thisis in line withthe 2018 Hisc ox
small business cyber -riskreport *°: statingthatsevenin 10 businesses globally are

134 Among others: Information Age (2017), US and Europe busi nesses lag behind in 10T adoption. Published
February. Available at: http:/www.information -age.com/us -europe -businesses -lag-behind -iot-adoption -
12346437 2/ & Capgemini (2018), Unlocking the business value of 0T in operations. Available at:
https:/Aww.capge mini.com/wp - content/uploads/2018/03/dti -research iot web. pdf

135 European Commission (2014), Definition of a Research and Innovation Policy Leveraging Cloud Computing

and |oT Combination. Available at: http://ec.europa.eu/newsroom/dae/docume nt.cfm?doc id=9472
1% |bid.
137 vodafone (n.d.), loT Barometer 2017/18. Available at:  http:/AMww.vodafone.com/business/news -and-

insightsihite - paper/iotbarometer

138 Enisa (2016). Information security and privacy standards for SMEs. Published June. Available at:
https:/Mmmww.enisa.europa.eu/publications/stand ardisation - for-smes

139 Hiscox ( 2018), Smallbusiness cyber risk report. Available at: https :/mmw.hiscox.com/documents/2018
Hiscox -Small - Business -Cyber - Risk -Report. pdf
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unpreparedfora cyber -attack. Small businesses are disproportionately vulnerable
becausetheyareles slikely to have strategies in place to avoid attacks, detectthem
early, and reduce the damage. Inthe US, 65% of small businesses failto actaftera
cyber -incident.

Effectively ensuring cybersecurity is not limited to having technological solutions in place.
SMEs needto implement formal information security processes, technical mechanisms

and organisational measures, embedded in a solid cybersecurity policy. The existence of

an ICT security policy would imply an enterprise's strategy to safeguard data andICT
systems as wellas mandatory obligations forall employees. With such a policy,

companies can addressseveral risks, with the risk of destruction or corruption of data

due toanattackorsome otherunexpected incident being the risk mostly address ed by
enterprises6 I CT security policies. The Eur-ostat
commerce in enterprises looked at adoption rates of ICT security policies and found that

the share of large enterprises that had a formally defined ICT security poli cy was almost

three times the share of small ones 140 (figure 2 - 19).

ENTERPRISES HAVING A FORMALLY DEFINED ICT
SECURITY POLICY (2015)
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Figure 2-19

Company size clearly plays a role, with SMEs lagging substantially behind larger

enterprises. Some countries are more advanced than others. On average, 32 % ofthe
enterprises inthe EU28 had a formally defined ICT security policyin 2015, but shares of

51% and 49% were registered in respectively Sweden and Portugal 141- Frome a sectoral
perspective, enterprisesinthe ICT sectorare most likely to have sucha policy in place

(60% of enterprises), followedby enterprisesactive in professional, scientific and

technical activities (49%). Lowest shares were found inthe con struction sector (20%)
and real estate (25%).

Zooming in on the degree to which SMEs actually adopt specific measures aimed at
reducing theirrisk of becoming a victimof cybercriminals, evidence shows thatthere is a
lot of room forimprovement. Forins tance, according to the UKGovernment 2015

140 Eurostat (2015),1  CT security in enterprises. Available at: http://ec.europa.eu/eurostat/statistics
explained/index.php/ICT security in_enterprises

141 |pid.
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Information Security Breaches Survey 142. only 49% of SMESs participating inthe survey
had conducted a security riskassessment inthe previous year. Furthermore, research

from the Dutch Chamber of Commerce shows tha t 88% of SMEs have installed virus
scannersoncompany PCs 13- Other measures taken by the majority of SMEs includes
running frequent back  -ups, checking the details of invoicesand installing firewalls on
company PCs (figure2 - 20). Atthe same time, a substa ntial part of SMESs remains
unprotected against digital fraud, as a result of lacking basic measures (e.g. virus

scanner, firewall).

WHICH OF THE BELOW MEASURES DID YOU
IMPLEMENT TO PREVENT CYBER INCIDENTS?

Virus scanner on all company P emmmmmmmmmmmmmm————"—"—"wwn - 8 89
Frequent back-ups Wi 8604,
Checking invoices (eg including small p ri niesy i - 8 6 94
Firewall on all company pC 'S - 7 9 9%
Automatic updates softwar e /NN - 7 594
Passwords on all company devicsmummmuuuuummmuuummmmmm - 6 49,
Validating existence of companies before doing busin eI 6 2 0/
Instructions for employee s/ - 4.6 9%
/ KSOTAY3 2yt AyS NS LMz | { seguymmmmgupmm@paympginy 4504 6 STF2NS R2 Ay I X
Settings to block/disable cookie S - 3504
No copy of passports on company pcEIITINNImmm 290,
Settings to block/disable adswmmimmmimmmmmmmmm 2 80/4
VPN connectio ns wmmmmmmmimmmmmm 2 304
Encryption of files NIRRT 2 304
Digital locker for passwo rdsummmmmmmmmm 1904
Two-step verification wimmmmmmm 180,
Other wmm 9%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 23 Measures implemented by SMEs to prevent cyber incidents

The industry in whichan SM Eis active andthe size of an SME influence theirlikelihood of
protecting themselvesagainst cybercriminals. Firstly, the industries, best protecting

themselves against digital fraud in terms of measures taken, are: ICT and media, the

industry, finance,  andthe professional services sector 144- The agricultural sectorand the
constructionindustry are the least protectedsectors. Secondly, micro - enterprises (up to
10 employees) are less likely than larger SMEs (10 - 250 employees) to implement
securitymeasure s, underlining again the factorcompany size.

Taking the perspective of cybersecurity suppliers, the European market for suppliers of
cybersecurity solutionscanbe characterised as fragmented, which is one of the main

142 proposal f ora Regulation on the protection of individuals with regard to the processing of personal data and
on the free movementof such data. Available at: http:/feur -
lex.europa.e u/legalcontent/en/T XT/?uri=CELEX:52012PC0011

143 Smetsers,D. & Van der Beek, J. (2017), Preventie door het mkb tegen ditigale fraude. Kamervan
Koophandel. Published September. Available at:
https:/Aww.kvk.nl/download/Onderzoeksrapportage Fraude sept170920 -2 tcm109 -449039.pdf
144 1pid.
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barriers tothe development of a str ong European cybersecurity industry 145.
Unfortunately, reliable recent sources about the European cybersecurity industryinterms

of number of enterprises, turnover oremployees are scarce 148 Following a study
publishedin 2009 *" the EU market hasbeendomina  tedby a small group of global
vendors, competing with a high number of smaller European suppliers. Backthen, the

top five vendors controlled 20.4% of total market (and they all came from outside the

EU)- A more recent ECSO positionpaper estimates the n umber of companies active in
the EU cybersecurity market at a level of 60,000 companies, of which 98%are SMEs and

start -ups*®

Following anotherreport prepared by ECSO 1%0. the European industry can be divided into
three parts: high grade, low grade and mid - grade cybersecurity. High grade referstoa
nic he market forcompanies originating from the defence sector. Givenrestrictionson

public procurement, a protected and high - level European offerhas been developed. The
low - grade cybersecurity market is largely dependentonnon - European companies. Asthe
offerforthe general public, Business - to - Consumer (B2C), is mainly based outside
Europe, new European companies entering th e market are oftenacquired by non -
Europeanactors. Players such as Microsoft, IBM, CISCO, Symantec are dominating this
market, often offeringend - to- end solutions combining the implementation of network
protectionstrategies with governance solutions and identity access management
services.Themid - grade European cybersecurity market refersto the protectionof critical
infrastructures and public authoritiesis quite dispersed, and SMEs play an important role

here. The large majority of the thousands of Eu ropean companiesactiveinthis area are
SMEs having a turnoverunder5 million EUR and less than 50 persons. They are highly
specialisedinone area and do not offerthe whole range of cybersecurity solutions. T hese
SMEs operate in specific nichesindome stic markets, with low levels of
internationalisation.

An analysis of the French cybersecurity market and actors within it sheds some more

light onthetake -upofSMEsandthe role SMEs play in the cybersecurity ecosystem 151.
The French market forcybersecu rity solutionsis highly polarised, relying on a very few

big players on the one hand and a galaxy of small, to very small, companies onthe other

hand, with only a few medium - sized companies. SMEs are mainly operating in three sub
sectors: 1) training,co  nsulting and services;2) encryption, signature and authentication

145 European Parliamentary Research Service (2017), Achieving a sovereign and trustworthy ICT industry inthe
EU. Publishe d December. Available at:
http://www.e uroparl.europa.eu/RegData/etudes/STUD/2017/614531/EPRS STU(2017)614531 EN.pdf

146 Ibid.

147 IDC & Government Insigh s (2009), The European network and information security market: Scenario,
trends and challenges. Report prepared for the European Commission. Available at:
http://ec.europa.eu/information society/newsroom/cf/dae/document.cfim?doc id=2153

148 |bid.

149 ECSO (2017), Position paper: Initial position on the EU cybersecurity package. Report prepared for the
European Commission. Published October. Available at: http:/www.ecs - org.eu/documents/uploads/ecso -
position -paper -on -cybersecurity - package.pdf

150 ECSO (2016), European cybersecurity industry proposal fora ¢ ontractual public - private partnership.
Published June. Available at: http://lecs -org.eu/documents/ecs - cppp -industry - proposal.pdf

151 Direction Générale des Enterprises (2015), Analyse du marché et des acteurs de lafiliere industrielle
francaise de sécurité.  Published November. Available at: https :/mmw.e ntre prises.gouv fr/etudes -et-
statistigues/analyse -du-marche -et-des -acteurs -la-filiere -industrielle -francaise -securite
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tools; and 3) analysis, detection and mapping tools 152 Whereas many SMEs are
exclusively focusing on cybersecurity solutions, forthe key players dominating the

market 1 e.g.Atos,Orange,A irbus, Thalesin France - cybersecurityis oftenonly one of
the several offerings they have in their portfolio.

A report analysing the United Kingdom cybersecurity market comes to the same
conclusions, by characterising the market as being complex and fr agmented. More
forward - looking, they statethatthe cybersecurity market will only become more diverse
overthe next tenyears as amuch greaterarray of devices become interconnected and
thetargetsforcyber -attacksevolve %3

2.5. Barriers and drivers for the take - up ofthetechnologies

BIC technologies hold significant potential value for European SMEs but unlocking the

value of these technologies can be cumbersome. While 70% of SMEs realise they needto

do something now, only 17% knows what to do 154. Severaldi fferentbarriers hinder SMEs
to reap the full benefits of thesetechnologies. Barriers hindering SMESs to benefit from

new technologiesare important to address, as theyresult in delayed innovation and

incapacityto adopt new technologies. Forinstance, wi thlimited abilities to work with

data analytics, European companies will not be able to compete in global markets and

SMEs and emerging companies are the ones set to lose the most 1%5- This section firstly
describes the barriers for SMEs to adopt BIC technol ogies,and thenzooms in onspecific
barriers for skills development.

2.5.1. Barriers for adopting emerging
technologies

The most - cited **® barrierfor SMEs to adopt (one of) the three technologies is a lack of
resources. The lack of resourcesincludes shortages of human capitaland insufficient
financialcapacity forthe technologiesand to compensate forthe lack of human capital.
These and otherbatrriers are presented below.

Q) Humancapital .Ingeneral, intervieweesindicate Europe has a specialised skills
shortage relevantto thesetechnologies. People with the most essential skills for
these technologiesare in high demand and costa premi um to hire. Attracting staff
with specialised skills is done in competition with large companies that offer
high(er) salaries. If an SME manages to hire a personwith relevant specialised
skills, retention remains a challenge. Access to skilled labour is t he number one

152 CyberWorld (2017), The French cybersecurity industry: Its role in creating a European cybersecurity market.
Published Nov ember. Available at: https://cyberworld.news/opinion -analysis/french - cyber - security -industry -

role -creating -european -cyber - security -market/

153 Pierre Audoin Consultants (2013), Competitive analysis of the UK cybersecurity sector. Published July.
Available at:
https://assets.publishing .service.gov.uk/government/uploads/system/uploads/attachment data/file/259500/b

is-13-1231 - competitive - analysis -of-the -uk -cyber - security -sector.pdf

154 The Association of Swedish Engineering Industries and Research Institutes of Sweden (2016), Svenska
foretags syn pa sin digitalisering. Available at:
https:/mww.swedishict.se/sites/default/files/pub/swe dishict.se/about/rapport -sverige -digitaliserar - 2016.pdf

1% European Commission (2017), Enter the data economy: EU policies for a thriving data e cosystem. Published
January. Available at: https://ec.europa.eu/epsc/sites/epsc/files/strategic note issue 21.pdf

1% During the interviews. See Annex X for more details about the interviews.
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obstacle to growth for Swedish SMEs 157 Skilled labour is becoming more and
more a pain: whereasin 2011 just above 20% of Swedish SMEs indicatedit as an
obstacle to growth, thisincreased to alevel of 28% in 2017. Toillustrate, only 7%

of D utch SMEs indicate thattheydo have the in - house expertiseto workwith big
data **8. The skills required to work with data not only referto the technical skills
needed, but also interpersonal skills and the more generic expertise to recognise
therelevance of bigdata.

(2 Financial resources .SMEs have fewerresourcesto buy new technologiesand
less accessto stable revenue. Theirreturn on investment also tendsto have a
larger lag as theircustomerbase tendsto be smaller thanthat of larger
companies. As aresult, they tendto struggle to commit to long - termfinancial
investments, which are essentialto internalise these technologies. Financial
constraintsalsoreducerisk - taking by SMEs, as newly acquired technologiesare
costlyinvestments. Theseinvestm entsshould be solutions to theircurrent
problems and leave little room for experimentation.

3 Lackof understanding . To benefit fully from BIC technologies, knowing where
and how to invest is essential. This requires people in strategic positions to
under standthe potentialwithintheir business model. T his awarenessis too often
lacking. Whilst this holds true forthe uptake of any new technology, it appears
that the complexity of these new data -heavy technologies is a partic ular
challenge. SMEstendtob elessaware of the potentialand the activitiesrequired
for making for instance optimal use of data. Risk averse behaviouris common,
Obusiness as usual b6 is favoured and results in
invest. Ifthere is an interest ininvesti ngin the right people and technologies by
those in strategic positions in SMEs, they often lack knowledge of what they need
and how to obtainthis.

4) Companysize.  The adoptionof digitaltec hnologies varies strongly with company
size. In Europe, larger com  panies are much more likely to adopt digital
technologies such as big data than SMEs 159 Asforthe big data area, companies
withan annualturnoverless than 250,000 EUR generally do not see the added
value of using big data. Companies with an annualturnov erof overl milion EUR
do not doubt about the relevance of big data fortheir business. Growing

companies also judge the relevance of (big) data more positively 160,

(5) Characteristics ofthe SME owner/manager. Intervieweesindicate thattech -
savvy, younger, owner/managers are more inclined to adopt new technologies.
Examples were provided of situationsin whic hthe ownership of a family - owned

157 Swedish Agency for Economic and Regional Growth (2018), Situation and Conditions of Enterprises 2017.
Available at:  https:/tillvaxtver ket.selvara - tjanster/publikatio ner/publikationer -2018/2018 -02-21 -ratt -
kompetens_-till - foretagen.html

1% van der Veen, M., Smetsers, D., Van den Born, A. & Bosma, B. (2017), Ondernemen met (big) data door het
mkb. Kamervan Koophandel and Jheronimus Academy of Data Science. Published January. Available at:
https:/Amww.kvk.nl/download/20170110%20Rapport%200ndernemen%20 met%20big%20 data%20do or%20
het%20mkb tcm109  -431240.pdf

159 European Commission (2017), Integration of digital technology. Available at:
http://ec.europa.eu/newsroom/document.cfm?doc_id=44392

160 van der Veen, M., Smetsers, D., Van den Born, A. & Bosma, B. (2017), Ondernemen met (big) data door het
mkb. Kamervan Koophandel and Jheronimus Academy of Data Science. P ublished January. Available at:
https:/Awwv.kvk.nl/download/20170110%20Rapp ort%200ndernemen%20 met%2 0big%20data%20do 0r%20
het%20mkb tcm109  -431240.pdf
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company is transferred fromfatherto son. Personal experiencewith technology
drives digital engagement of SMEs 161,

(6) La cking SME ecosystem. Theecosystemof an SME contributesto its knowledge
of and accessto the technologies. Access, interconnection and exchange are
important. SMEs in generaltend to be adopters ratherthan inventors, unless
researchandinnovationis th eircore business. While large companies may have
innovation departments orin - house/co -fundedincubators, SMEs tend not to be
involvedin the research and development of new technologies if it is not their core
business. T he following aspects of theireco systemmay influence an SME and its
uptake of the technologies:

(a) SMEs that are primarily focused onresearch and innovation, and thatwork
closely with academia and research organisations, have an advantage that
makes themmore likely to have the required s kills to uptake the
technologies;

(b) SMEs that are close to industrial clusters, orworkfor or with larger
companies or other (public - private) partnerships are more likely to have
accesstoup -to-dateinformationand training. T his makes themmore likely
to understand the benefits of the technologies (spill over effect);

© SMEstendto be linked strongly in value chains, whereas larger companies
are more likely tointernalise functions. Such value chains create
dependenciesfor SMEs, including risks of losing (part of) their position if
they adapt totechnologiesthat others do not wishto use.
@) Privacy and security concerns. Privacy and security concerns may restrain

companies fromadopting emerging technologies. 34% of the small businessin the
US statedthat privacy and security concerns are among theirtop three barriers to
digital engagement %2,

The above barriers apply to all three technologies considered in this initiative. Barriers
specific foreach of the respectivetechnologiesare discussed in the foll owing sections

Lack of awareness and skills is holding SMEs back
A from reaping the benefits of BIC technologies
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181 Deloitte (2017), Connecting small businesses inthe US. C ommissioned by Google. Available at:
https:/mww2.deloitte.com/content/dam/Deloitte/us/Documents/t echnology -media -telecommunications/us -
tmt -connected -small - businesses - Dec2017.pdf

162 Deloitte (2017), Connecting Small Businesses in the US. Report pre pared for Google. Available at:
https:/mww2.deloitte.com/us/en/pages/technology - media -and -telecommunications/articles/connected -small -
businesses.html
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2.5.11.  Specific barriers for adopting big data

Zooming in specifically on big data

, a Dutch studyfocusing onthe take -up of big data

shows thatin additionto the more generic barriers of respectively financial restraints,

time restraints and a lack of expertise, dataquality is also among the obstacl

SMEs to work with big data (figure 2 - 21). Releasing data and having a sufficient technical
infrastructurein place are expectedto be diffic ult.

WHICH D

IFFICULTIES DO YOU (EXPECT TO

FACE WHEN WORKING WITH (BIG) DATA?

Privacy concerns

Insufficient technical in

frastructure

Difficulties with making data availablEEc55FGTcFF—F—F—

Limited quality

of the data

Lack of expertise to analyse dateeaataTFam—7—r=s

Lack of time to wo

rk with data

Lack of resources to invest in this arciTTtTaTFa]tDFa07Ta7a—"n

0% 10% 20% 30% 40% 50% 60%

= Highly likely = Likely = Slightly likely

Figure 25 Difficulties faced by SMEs when working with big data

Futher more, t he
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PldvCé&n SplEs Bemefit fromBig Data? Challenges and a Path
condition the poor adoption of business and big data

analyticsby SMEs, and theyindicate the extentto which these barriers are related tow

they classify a

s 6specific people and skillsé6.

and skills are cultural barriers, shortage of affordable consulting and business analytics
services,a non - transparent software market, a lack of intuitive s oftware, and financial

barriers. The f
following 16°:

Q) Dominance of domain specialists

our barriers classified as éhighly

.As operatingina niche or specialisedfield is

a strength of SMEs, the major part of the e mployees are domain specialists, with
more generic functions poorly covered. T his is not beneficialfor spotting new
business opportunities and trends outside of the respective domain, such as big

data analytics.

(2) Shortage ofin - house data analytic experti se. SMEslackownemployeeswith

data analyticscapabilities.

163 van der Veen, M., Smetsers, D., Van den Born, A. & Bosma, B. (2017), Onde

Inan Austriansurvey ' alackofin - house data

rnemen met (big) data door het

mkb. Kamervan Koophandel and Jheronimus Academy of Data Science. P ublished January. Available at:
https:/Aww.kvk.nl/download/20170110%20Rapport%200ndernemen%20 met%2 0big%20data%20do or%20

eshindering

hat

het%20mkb tcm109  -431240.pdf

184 Coleman, S., Gob, R., Manco, G., Pievatolo, A., Tort - Martorelle, X. & M. Seabra Reis (2016), HowCan SMEs
Benefit from Big Data? Ch  allenges and a Path Forward. Quality and Reliability Engineering International,
Special Issue Article.  https:/doi.org/10.1002/gre.2008

185 Ibid.

166 Russegger, S., Freudenthaler, B., Glntner, G., Kieseberg, P. , Stern, H. & F. Strohmeier (2015), Big Data

und Data -driven Business fur KMU.
https:/AMww.salzburgresearch.atiwp

Digital Networked Data. Published May. Available at:
- content/uploads/2015/06/Bericht - Roadblocks final.pdf

Among
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analyticsexpertise was identified as a major batrrier in the take - up of big data
projects. Severalfactors play arole here 167

(a) High set -upcosts,c ombined with uncertainty about future return
on investments;
(b) Lackof management expertise to set upand embed a data
analyticsunit;
© Shortage of qualified workers and excessive staffing costs.
3 Bottlenecks inthe labour market. Thereis a growing shortage of qualified data

analysts onthe labour market. IDC studied the European data landscape, and
forecasts thatthe structuralimbalanc e betweendemand and supply will resultin a
dataskills gap in 2020 168,

4) Lackof understanding. Arecente -Skillssurveyin the UK ' highlights an
extremely low understanding of big data analytics by SME representatives,
whereas among larger organisations, around 30%to 40% claimto have good or
very good understanding of big data analytics. A recent Germany survey
portrayeda similar picture,with around 30% of respondents considering their big
data knowledge to be good or very good.

170

2.5.1.2.  Specific barriers for adopting loT

The potential of loT oftenis not realised. There are a number of reasons forthis, of which
securityconcerns and constrainedanalytical capabilities are amongst the most pressing
barriers - For loT, SMEs need strong technological competences 172. First, sensors
increasingly generate huge volumes of data at areal - time basis. Companies would need
arobust analytics  platformto benefit fromthe growing volumes of structured and
unstructureddata 7i ncluding the ability to 6cleanb
need advanced analytics, and increasingly Al capabilities, ranging from descriptive to
prescriptiveanal ytics. Descriptive analyticsare usedto gaina granular view of the

specific processthatis being measured and monitored, and prescriptive analytics and Al

tolearn from past patternsand to anticipate on future developments. T hird, the adoption

of acuriys-by-desi gné approach is crucial to address

IDC&TXT st ate that ensuring SMEsod capability
challenge. Various obstacles need to be overcome: insufficient investments,
organisational barriers to change, concernsabout privacy and data protection,

167 Coleman, S., Gdb, R., Manco, G., Pievatolo, A., Tort -Martorelle, X. & M. Seabra Reis (2016), HowCan SMEs
Benefit from Big Data? Challenges and a Path Forward. Quali ty and Reliability Engineering International,
Special Issue Article.  https://doi.org/10.1002/gre.2008

168 |DC (2017), European Data Market Study Final Report SMART 2013/0063. R eport prepared for the European
Commission. Available at: http:/datalandscape.eu/

189 E- Skills UK (2013), Big Data Analytics Adoption and Em ployment Trends, 2012 -2017. Available at:
https:/mww.thete chpartnership.com/globalassets/pdfs/research -2013/bigdataanalytics report nov2013.pdf

t

170 vossen G, Lechtenbérger J, Fekete D. (2015), Big data in kleinen und mittieren Unternehmen - eine
empirische Be standsaufnahme. Westfélische Wilhelms  -UniversitatMinster, Germany. Available at:
http ://www.wil.uni - muenster.de/pi/iai/publikationen/Big Data. pdf

71 Capgemini(20 18), Unlocking the business value of IoT in operations. Available at:
https:/Aww.capge mini.com/wp - content/uploads/2018/03/dti -research iot web.pdf

172 |pid.

1 European Commission (2015), Definition of a re search and innovation policy le veraging cloud computing and
I0T combination. Published May. Available at: https://ec.europa.eu/digital - single -market/en/news/definition
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mismanagement of new securityrisk, and a lack of standards and interoperability across
fragmented European markets T preventing economies of scale. Other barriers identified
by Ericsson ™ includethelack of aconvincing business case, security concernsand risks
associated with change. A lack of qualified personnelis also among the barriers, and

refers not only to the technical perspective, but also to difficulties with evaluating the

value captureoflo  T.The Intemetof Things Business Index 17 highlighted a lack of loT
skills and knowledge as one of the top - three barriers holding businesses back from
adopting loT.

Adding to the above, in 2018 Capgemini 176 statedthatthe potential value associatedwith
lo T is often going unrealised. 10T initiatives do not achievetheirgoals orreacha

meaningful scale, withinitiatives remaining stuckin a proof - of-conceptstage. Thisis
mainly the result of the inability to establish a clearbusiness case, security conce ms,

constrained analytical capabilities and uncertainty about loT standardsand protocols.
2.5.1.3.  Specific barriers for adopting cybersecurity

There are various specific barriers forthe adoption of cybersecurity by SMEs. This is

problematic not only because SM Es are already vulnerable to cyberthreats, but also
becausesecurity concerns are barriers for the adoption of both big dataand 10T. The use

of these new technologies brings new opportunities, but also introducesinformation

securityand privacy risks. T here are many dimensions to effective cybersecurity and

data protection & fromstrategy and operations,to governanceand culture 0 butone of
the biggest problemsis simply the lack of talent 7. Those companies that attract and
retain cybersecurity talent will be much more successfulin managing digital risk and
profiting from big dataand loT. In 2015, ENISA stated that despiterising concerns on
information security risks, the level of SMEs®6 infor
adoptionisrelativelylow "8 The report clusters the barriers that contribute to the limited
uptake of cybersecurity practices by SMEs in four categories 1re:

1 Knowledge and engagement: awareness of standards, limited awareness of how

standards add business value, prevailing perceptio nthat cyberattacks are mainly
threatening large enterprises, design of standards mainly driven by larger
enterprises;

I Capabilities and resources:the implementation of information sec urity and privacy
standards can be demanding in terms of financial resou rces. ForSMEs thathave
internalised the ICT function, often one employee is responsible for security along
with his/her otherICT responsibilities, resulting in limited time and dedication for

174 Ericsson, Deloitte & DI Digital (2015), Every. Thing. Connected. A study of the adoption of 61 nt.
Thingsd6 among Danish compani es. Published July. Available at:
https://digital.di.dk/SiteCollectionDocuments/Analyse r/loT_Report _onlineversion.pdf

175 The Economist (2017), The Internet of Things business index 2017. Available at:
https:/Amw.eiuperspectives.economist.com/sites/default/files/EIU -ARM-
1BM%2010T%20Busines s%20Index%202017 %20co py.pdf

176 Capgemini(2018), Unlocking the business value of 10T in operations. Available at:
https:/Mmww.capge mini.com/wp - content/uploads/2018/03/dti -research_iot web.pdf

177 Cagemini (2017), Cybersecurity talent: The big gap in cyber protection. Available at:
https:/Mmww.capge mini.com/wp - content/uploads/2018/02/the -cybersecurity -talent -gap-v8 web .pdf

178 ENISA (2015), Information security and privacy standards for SMEs. Recommendations to improve the
ad option of information security and privacy standards in smalland medium enterprises. Available at:
https:/Mwmw.enisa.europa.eu/publications/standardis ation - for - smes/at download/fullReport
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security practices. SMEs that have outsourcedthe ICT functio nmay sufferfrom

limted internalknowledge about cyberthreats;

I Shortage of standards in specific areas: there are limited European or
international standards designed to assist small organisations towards ensuring
appropriate protection of personal data;

1 Implementation aspects: Standardsare often hard to understand for SMEs not
having the inhouse expertise fortranslating standardsinto specific tasks and
activities. Especially whenthere is a lack of clearimplementation guidelines.

Digital trans formation cannottake place without a solid cybersecurity approach. The

more a company becomes dependentonICT and the more a company embraces

emerging technologiessuchas big dataand loT, the more crucial cybersecurity bec omes.
Moreover, measures aimed at addressing the barriers for cybersecurity will also positively
affectthetake -upofbigdataandloT.

2.5.2. Barriers for skills development within
SMEs

The previous section made clearthatthe availability of the necessary skills is one of the
topbarriers for SMEsto adopt emerging technologies. To boost further specialisedskills
development, it is not only necessaryto ensure that future professionals become
educatedinthese areas, but also currentemployees willneed to develop their skills

portfolio. Tokeeptheirskils relevant, employeeswill needto keep learning during their
career. Thereare concerns about lifelong learning and educ ation and training of grown

ups. For instance, in 2016, only 10.8% of adults aged between 25 and 64 years old

partic ipatedin educationand training 180- Just under half (45%) of all persons employed
by medium - sized enterprises and 46% of those employed by small enterprises
participatedin vocationaltraining programmes in 2010 181- | arger enterprises are far

more likely than  SMEsto provide training to their persons employed (figure 2 -22).

ENTERPRISES THAT PROVIDE TRAINING TO THEIR

PERSONS EMPLOYED, BY SIZE CLASX, RO16 (%
ENTERPRISES)

»n 80
8
§ 60
2 40
@
« 20
o
X 0
Provide training to ICT specialists Provide training to other persons employed
Small and medium enterprises = Large enterprises
Figure 26 Enterprises that provide training 182
1% Eurostat (2017), Lifelong learning, 2011 and 2016. Available at http://ec.europa.eu/eurostat/statistics
explained/index.php?title=File:Lifelong learning, 2011 and 2016 (%C2%B9) (%25 of the population age
d 25 to 64 patrticipating in _education and t raining) YB17.png

181 Eurostat (2017), Vocational education and training statistics. Available at:

http://ec.europa.eu/euro stat/statistics -explained/index.php/Vocational education_and training_statistics
182 Eurostat (2018), ICT specialists - statistics onhard  -to-fill vacancies in enterprises. Published May. Available
at: http://ec.europa.eu/eurostat/statistics -explained/index.php/ICT _specialists -_statistics on_hard _-to-

fill vacancies in_enterprises
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Whentrying to meet their need for skills development, European SMEs face several

barriers. These barrierscanbec lusteredinto three categories: SME internal barriers and
obstaclesfortraining, finding suitable methods and techniques fortraining and coping

with current and structural challenges of competence development 183- Concerning SME
internal barriers, the barriers hindering SMEs most are the following:

1)

)

3)

(4)

(5)

Organisational barriers .Company owners struggle with organising training for
theiremployees especially within smaller firms, where each employee is needed
everyday, andwherethe absenceofanemployee directly impactsthe daily
operations;

Financial barriers . Sending employees to (external) trainings has a financial
impact on a company. They might not only need to pay for the training itself, but
the absence ofemplo  yeescanalso have animpact onrevenues. It is difficult for
micro businesses and small firms to find the financial resources needed to offer
training totheiremployees 8.

HR and skills development policy .Comparedto larger enterprises, HR
processes and skills development are not organised ina systematic way orwith a
long - termapproachwithin SMEs. T his might hamper a continuous focus on skills
development.

Perception oftraining needs. SME ownersdo not always perceivetraining as
important. Thismig  ht have to do with cultural partic ularities of a certain sector, a
lack of opportunitiesora lacking long - termapproach, with SME owners not seeing
the direct benefit of training. Training is often done informally on the job. For
SMEs, itis difficultto  determine the quality and alignment of training offerings to
theirneeds.

Resource pooling and SME cooperation. The involvementin networks,
cooperation or cluster activities enable SMEs to engage more effectively in
ongoing training and skills developmen t. However, solid SME networks or clusters

are not yet reality everywhere across Europe, and it requires managerial
capabilities to become anchoredin such networks.

Withregards to suitable methods and techniquesfortraining, the barriers hindering SME
most are the following

(1)

()

Training methods often do not fit the specific needs of SMEs . Training
programmes and methods available onthe market are too often unsuitedtothe
size and needs of SMEs  '# bothin contentand in form.

Lackof training and compet ence development for managerial staff .The
smaller a company, the more the performance of such a company is dependent on

the owneror manager. The continuous development of skills and knowledge of

managers is therefore of crucialimportance. As comparedto managers in larger
companies, thosein SMEs less often have aninitial training period in management

18 European Commission (2009), Guide for training in SMEs. Available at:
http://ec.europa.eu/social/Blob Servlet?docld=4202

184 European Commission (2009), Guide for training in SMEs. Available at:
http://ec.europa.eu/social/Blob Servlet?docld=4202
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3)

schools '# . Inthe current rapidly evolving business environment, continuous
upskilling might be neededto meet changing demands.

Recognition of skills and competences is challenging .Informal learning
processes are animportant means to boost furtherfirmperformance in SMEs. At
the same time, documenting informal learning might be challenging.

Documentationof learning leads to increased confidence. Forin dividual
employees, the recognition and validation of learing experiencesis also
important since it enhancestheir opportunities on the labour market 187,

With regards to addressing current and structural challenges of competence
development, the most important barriers are the following:

(4)

(%)

(6)

Demographic change . The European workforce is greying. Consistently low birth

rates and higher life expectancy are trans forming the shape of t he EU¢
pyramid %8, Age management has become a challenge forcompanies in general,

and in particularfor SMEs.

Against the background of demographic change, many SMEs struggle with

retaining a qualified workforc e and attracting ne wqualifiedtalents ®. The o6digit al
natived millennial generation will make up 75% o
difficult to retain as employees. A benefit SMEs have is that whereas only 18% of

millennials believe large businesses are the ideal employer , 47% of millennials are

more willing to work at an SME than at a larger company 190,

Internationalisation. The emergence of global value chains forces SMEs to

adapt themselvesto global competition and allows themto benefit fromnew
opportunities.Actingo  na global playing field requires partic ular skills, forinstance
with regards to language, communication and c ultural sensitivity.

2.5.3. Synthesis

The above three clusters of barriers for skills development emphasize that skills

development is not straightforw ard for SMEs. Participating in training courses notonly

depends on internal factors such as capacity and fir
between SME training demands and courses available onthe market, and external

factors suchasinternationa lisation and demographic change. Hence, measures

addressing skills development within SMEs should be developed froma holistic viewing

point, taking into ac count various categories of barriers. Based on the above, seven

categoriesof barriers can be identi fied, all containing multiple specific barriers. These

barriers are explainedin more detailin Table 5.

18 |pid.

87 1bid.

18 Eurostat (2018), Population structure and ageing. P ublished May. Available at:
http://ec.europa.eu/eurostat/statistics -explained/index.php/Population_structure_and_ageing

189 European Commission (2009), Guide for training in SMES. Available at:
http://ec.europa.eu/social/Blob Servlet?docld=4202

19 McMath (2017), Millennials will make up 75% ofthe workforce by 2020. Published November. Available at:
https://blog.sodexoengage.com/big -businesses -vs-sme
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Figure 27 Synthesis of barriers for skills developmentin SMEs

Explanation barriers

1. Content : Available trainings not tailored to specific needs of SMEs, e.g.too
theoretical, not focusing on BIC specifically, in other languages;

2. Form :Trainings are delivered in formats not always suitable for SMEs, e.g. too long,

A. during work -hours, b alance online/offline, etc.;

Training
offerings 3. Costs : Available trainings are oftentoo costlyfor SMEs, who have to prioritise their
inve stments because of limited financial resources;

4. Standardisation & recognition competences : Available trainings are not part of
widely accepted framework. Informallearnings processes are important for SMEs, but
these learning experiences are not documented / validated.

1. Findability : If trainings, tools and information are available, they are not always
B. findable by SMEs and not made avail able at én
Accessto
guidance,
education &
training 3. Fragmentation : Guidance & training is sometimes available, but highly fragmented

across Europe:in some regions, extensive support structures exist whereas in other

regions hardly any information, tooling, training or other support is available.

2. Availability : Specific trainings, tools and information in the area of BIC technologies
are not amways available for SMEs;

1. Internal i techsavvy :Alackoftechsavviness of SME manager/owners leads to
manager/owners not understanding the value of BIC te chnologies, or not re cognising the
sense of urgency to adopt BIC. Lack of tech savviness also contributes to
managers/owners not knowing what types of products and services are appropriate to
buy fortheir business. The lack of standards makes this even more complicated. It also
C. makes SMEs dependent;
ma-lt—i(r:i?y 2. Internal i operational focus : Too often, SMEs focus on the short term, on business

as usual, andlackalong -termvision (e.g.ontechnology);

3. Externalinfrastructure : An externalinfrastructure focusing on the take up of
emerging technologies (e.g. open data, APIs, open source solutions) might incentivize
SMEs to develop the skills  neededto adoptBIC.

4.Dependency onexternal contractor: Less capacity to test and try out (linked to
generalfinancial risk above) and less know -howon negotiation of contract terms for
service level agreements, thus a higher risk of agreeing to unfavo urable or unnecessary
ones.

1. Limited financial resources : Itis difficult for SMEs to find the financial re sources
needed to offer training to their e mployees;

2. Availability of funding: Supportin the form of funding has proven to be effective
D. (e.g. Skillnet IE), but is not e qually available throughout the EU;
rglsn&rﬁi 3. Accessto funding: If funding is available, SMEs might not be aware or do not know
howto getaccess to funding. Being connected or embedded in networks facilitates access

to funding;

4. Indirect Returnon Investment (ROI): SMEs have limited financial resources. The
return on training investments tends to have a relatively large laa. As a result, they tend

a
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Explanation barriers

E.
Human
resources

F.
Awareness
skills needs

G.
Ecosystem/
netw ork

to struggleto ¢ ommittolong -term financial investments, which are essental to
internalise BIC technologies.

1. Labour market : the availability of specialised BIC skills are scarce on the market;

2. Competitivenesson labour market : To attract talents, SMESs need to compete with
big corporates who can afford higher salaries. At the same time, SMEs might benefit from
6mill ennial s6 who might appreci at-apctltureof SMEs;x i b i

3. Retention : Evenifoneis ableto attract BIC talents, retention re mains a challenge in
todaydéds competitive | abour market;

4. Leadership : The smallera company, the more the performance of such a company is
dependent on the owner or manager. The continuous development of their skills an d
knowledge is of crucial importance;

5. Greying workforce : Age management has become a challenge for companies in
general, andin particular for SMEs

1. HR department : HR processes and skills development are often not organised in a
systematic way or with a long -term approach within SMEs;
2. Awareness roles required : Perceptionand awareness of roles required to build the

capabilities to adopt BIC;

3. Awareness skills needed . Perception and awareness of competences required
(training needs) perrole. Standardisation of roles;

4. Standardisation & recognition competences : Available trainings are not part of
widely accepted framework. Informal learnings processes are important for SMEs, but
these learning experiences  are not documented / validated;

5. Awareness make -or -buydecision : Difficulties with decision to internalise skills or to
hire skills onthe market 1 lack of standardisation. This creates difficulties in professional
commissioning.

1. Availability networks : The involvement in networks, cooperation or cluster activies
enable SMEs to engage more effectively in ongoing training and skills development;

2. Structured approach : Availability of support structure s throughout the EU. Currently
fragmented and not coordinated at EU level;

3. Avalilability facilities : Facilities for testing and learning (e.g. incubators) are not
always available;

4. Organising shared services . Sharedservices(poolingofcompanies)within a network
can be beneficial, but can be perceived as difficult to organise;

5. Available knowledge - both tacit and explicit knowle dge cannot always tapped in to
(peers, knowledge institutes, big corporates);

6. Managerial capabilities : SME manager/owners need to have the capabilities to
become anchored in networks/clusters/ecosystems.
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3. SKILLS REQUIREMENTS R ELATED TO BIG DATA , I NTERNET OF THINGS AND
CYBERSECURITY

The previous section underlined thatlack of accessto skills is one of the top barriers

hindering SMEs to adopt BIC technologies. However, what are actually the competences
neededtoworkwith these technologies, and where is the mismatch between the skil Is
needed by SMEs and the skills available most prominent? T his chapterfirstly describes

generic and overarc hing skills needed to workwith BIC technologies. It then zooms in on

the specialisedskills neededto workwith each of the three technologies, by presenting
specific skills profiles (section 3.2 T 3.4). This chapterconcludes with describing skills

gapsin section 3.5: areas where demand and supply for specialised skills do not match

and where actionis needed.

3.1. Generic skills

In general, skills re  quirements are evolving fast. Thetechnological landscape changes

rapidly, with skills requirements changing accordingly. Businesses are already having

difficulties finding the right people. In 2015, 40% of businesses inthe EU reported having
difficulties infinding employees with the right skills 191 This might even become worse in
the nearfuture, as 9 out of 10 jobs will require digital skills 192, and currently only 57% of
Europeans has a basic level of digital skills 193.

As for the actual uptake of big data, loT and cybersecurity, intervieweesstress the

i mportance of technological expertise (6hardd skil
skills) and business expertise and the combination thereof. These skills areas are

summarised in figure 3 - 1.

Among others:

- Market knowledge

- Customerrelations, sales
- Marketing

- Businessdevelopment

- Process optimisation

Business - Financial skills
i - Risk management
EXpertlse - Businessintelligence

Among others:
- Leadership - Data processing, storage,
- Communication visualisation

- Presentation - Soft- and hardware engineering
- Creativity - Network engineering
- Curiosity - Application design and

Among others:

- Problemsolving S development
L , oft Hard :
- Establishing partnerships i - Testing
- Workin interdisciplinary Skills Skills - Information-and network
teams security

194

Figure 28 Skills areas needed and examples of specific skills

191 Cedefop (2015), Skill shortages and gaps in European Enterprises. Available at:
http://w__ww.cedefop.europa.euffiles/3071 en.pdf

192 European Commission (2017), The digital skills gap in Europe. P ublished O ctober. Available at:
https://ec.europa.eu/digita |- single -market/en/news/digital - skills - gap - europe

193 |bid.

194 Based on desk research and interviews
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Hard skills refer to the mere technical skills needed to workwith big data, loT and/or
cybersecurity. These skills are often highly specific in nature and particularto an
occupation - Anexampleis the ability to acquire, structureand clean dataforanalysis.

The analysis and subsequent ability to extractinsights and value fromdata s also a hard

skill, including working with tools suchas SQL, Hadoop and Python. Typical jobs requiring
a deeptechnical expertiseinclude software engineers, programmers, data scientists,
algorithmdevelopers and security specialists.

Soft skills  are transferable skills that everyone has andthat ever yoneuses, like the
ability towork in a team, leadership, creativity, collaboration, the ability to establish
partnerships, communication skills and problem - solving °¢- They are also called
transversal skills, or (inter)personalskills.

Business expertise refersto a set of skills essentialto run a business, such as a basic
knowledge of financialac counts, business development skills and risk management, the
ability to form business and skills development strategies ina company, the ability to
selectappro priateand relevanttechnologies, and domain knowledge (e.g.,
understanding a specific market).

The importance of both hard skills, soft skills and business expertise is in line with

conclusions drawn fromthe literature. A French study 97 forinstancedist  inguishes three
core skills areas for working with cybersecurity: technical skills (e.g., protection of

applications, accessand identity management, security audit), functional skills

(information protection, business c ontinuity management, cybersecurity supervision)and
transferable skills (adaptability and flexibility, c onfidentiality, intellectual c uriosity).

Furthermore, in the UK, small businesses considertechnical skills, communic ation skills

and self - management skills the most important skills for the future growth of their
business. InICT - related fields, researchinthe UK identified five different skill sets

required in future employees: Security skills; business skills (balancing technical skills

withwider business objectives); technology - speci fic skills; interpersonal skills; and
analytical/research skills (e.g., tointerpret operational data) 1% Small businesses
considertechnical skills as most important for the future growthof theircompany.

1% Eqavet (n.d.), Soft skills. Available at: https:/Aww.e gavet.eu/eu - quality - assurance/glossary/soft - skils

19% UNESCO (2016), Glossary article: soft skills. Published December. Available at:
https://unevoc.unesco.org/print. php ?g=Glossary+article:+s oft+skills

197 OPIIEC (2017), Les formations et les compétences en France sur la cybersécurité. Available at:
https:/mww.fafie c.frimages/contenu/menuhaut/observatoire /etudes/2017 /cyb ers% C3%A9curit%C3%A9/21

-05-2017 Etude cybersecurite infographie.pdf

19 E- Skills UK (2012), Technology insights 2012. Available at:
https:/mww.thete chpartnershi p.com/globalassets/pdfs/research
2012/technologyinsights 2012 ni_15jan13.pdf
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Figure 29 Skills SMEs consider most important to their future growth (2017) 199

This is not entirely consistent with the view of interviewees. In general, they confirmthe

needfor technically skilled workers, but they tend to put even more emphasis on the

importance of soft skills and business expertise. Business expertise inthis co ntextrefers

among others to the ability to understand the basics of emerging tec hnologies and its

i mplications for an SMEG6s business model. Furthermor
skills might be evenmore important thanforlarger enterprises. As SMEs might have

difficulties withattracting digital talents due to limited financial resources, they might

overcome this competitive disadvantage by connecting and collaborating with others

(more onskills strategiesin section4). This requires the skill s to connect, communicate,

establish partnershipsandto worktogether.

19 peate, A. (2017), Learning the ropes: Skills and training in small businesses. P ublished De cember. Available
at: https:/Awwv.fsb.org.uk/docs/default -source/fsb -org - uk/skills -and -training - report.pdf?sfvrsn=0
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Inthefuture, 9 o Ut Ojobs will réguire digital skills.

However, evidence showsthattoday, only of Europeans has sufficient
basic digital skills.

Therewere 8 . 2 mi |IQT specialistsinthe EU in 2016, up from 7.3 mil3l
years earlier. However, the supply of ICT specialists cannot keep pacewith demand: it

is estimated thatthere willbe over500,000 unfilled vacanciesforICT professionals by

2020

Fore - leaders, it is estimated that there will be a gap of up to 250,000
e-leaders by 2020 in Europe. Around 7 0 %ofe -leaders are foundin
SMEs.

pecifically, for BI C technologies,

Data specialists accountedfor (far)
lessthan 1 % oftotalemploymentin
most Member States, but demand for
data specialistsis increasing fast.

I'n the UK, the deman

specialists is forecasted to increase by

160% between 2013 and 2020, and
estimated to representan additional

346,000 big data jobs




Anotherlesson drawnfromthe interviews is that SME managers/owners tend to

overestimatethe complexity of big data technologies. Theymay associate big data with
enormous datasets and complexalgorithms in a programming language most people do

not understand. This canbe the case, but dataanalytics is not necessarily about complex
algorithms. Foran SME, even a basic Excelsheet combining customer characteristicsand
sales data canbe usedto derive valuable insights from. Various sources suggest c uriosity

is the main skill that people working with data should possess 200 201 Thjs again underlines
the importance of softsk ills. Domain knowledge is then necessary to derive insight from

the data and understandthe implications 202.

Takentogether, persons working with thesetechnologies needs to possess a diverse

range of interdisciplinary skills, whic h are difficult to find u nited in a single person. The
importance of interdisciplinary skills is also reflected by the increasing demand forso -
call essh@éged pr of #sThdsepmoiedsienalspossessadeepknowledge abouta
specific area of expertise and have the ability to apply knowledge across multiple
situations.

The -éifaped Professionalso are in high demand for the
research, build relationships and strengthen their organisation. They are sought after

because of problemcomplexity and th e pace of change. Complexity means the number of

areas of knowledge that must be combined to solve problems is growing. Almost every

unsolved problemtoday requires different disciplines - engineers, managers, behavioural

and social scientists, communic ati ons, andpolicy makers i toworktogether 2°* TheT -

shaped professional can be rec ognised fortwo main c haracteristics:

9 Depthofknowledge -The vertical stroke of ATO represents
personin the respective field (discipline, system). The ¢ urrent education systemis
mainly producing!l - shaped professionals with disciplinary knowledge abouta
particularindustry. To understand the system, one must know how it functions
from top to bottom. They must have intelligence regarding analytical thinki ng &
problem solving.

I Breadthofexpertise -The hori zont al st r oklkeabltytodpphdo r epr es en
knowledge acrossmultiple situations. It is made up of empathy and enthusiasm
about ot her peoplebs disciplines. Taoocassroeeat e an i
hasto be actively part of a wide range of activitieswith the industry that
acknowledges particular expertise. It requires skills such as teamwork,
communication, networking, critical thinking, and project management.

200 Calugar, O. (2015). The curiosity advantage: the most important skills for data science. Published July.
Availabl e at: https://conferences.oreilly.com/strata/big - data - conference - uk -
2015/public/schedule/detail/398 14

201 pavenport, T. H. & Patil, D. J. (2012). Data scientist: The sexiestjob ofthe 21 st century. Published October.
Available at:  https:/hbr.org/2012/10/data -scientist -the -sexiest - job - of- the - 21st -century

202 Carrara, W., Fischer, S., & Van Steenbergen, E. (2015), Analytical report 2: E - skills and open data.
Published December 2015. Available at:

https: /Mmw.e uropeandataportal.eu/sites/defaultffiles/edp analytical report n2 -_e-skills.pdf

203 Crider, K. (2015), Bridging the gap to the future by investingin T - shaped professional development.
Published November. Available at: https://trainingindustry.com/articles/it -and -technical -training/bridging _ -the -
gap -to-the -future -by-investing -in-t-shaped -profe ssional -development/

204 J.C. Sphorer, e Skills Manifesto 2016
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2. Breadth Of Expertise-

i

Depth Of Knowledge

know how the system
functions
from top to bottom.

Figure 30 The T -shaped professional 2%

There are severalreasonswhy T - shaped professionals are valuable to businesses 206

1 T-shapedprofessionals are willing to keep on learning to keep their skills
up todate;

1 They are empathetic, which allows themto tackle problems from different
perspectives 1 whichis usefulfor smooth collaborationina team;

They have the analytical skills necessary to find solutions with a broad vision;

They are good at solving problems because of their combinationof wide
knowle dge and specialised expertise;

I T-shapedprofessionals are able to innovate, advance research, build relationships
and strengthentheir organisation.

These T - shaped professionals might be even more relevant for SMEs than for larger
enterprises, as a single  person might have to fulfil different roles within an SME because
of SMEs®é | imited human resources.

This initiative focuses specifically on the skills requirements for three different roles within
an SME, being managers, IT professionals and advanced use rs:

1 Managers: Small business owner/managers who are responsible for managing
(parts of) theircompany. Management is commonly defined as the alignment and
coordination of multiple activities in an organisation 207

9 IT professionals: those who have the ability to develop, operate and maintain ICT
systems and forwhom ICT s constitute the main part of theirjob 208;

205 Careers Unbound (2016), Hiring T - shaped professionals to build collaborative teams. Published March.
Available at:  http://www.care ersunbound.com/hiring -t- shaped - professionals -build - collaborative -teams/

206 Ccareers Unbound (2016), Hiring T - shaped professionals to build collaborative teams. Published March.
Available at:  http:/www.care ersunbound.com/hiring -t-shaped - professionals -build - collaborative -teams/

207 vitez, O. (n.d.), The definition of small business management. Av ailable at:
http://smallbusiness.chron.com/definition -small - business -management -3994 .html

208 OECD (2005), Newperspectives on ICT skills and e mployment. P ublished April. Available at:
http://www.oecd.org/internet/ieconomy/34 76939 3. pdf
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1 Advanced users: competentusers of advanced, and often sector - specific, software
tools. ICTs are used as a toolforthese users but are not theirmain j 0b 209,

With regards to BIC technologies, interviewees state that managers should at least possess

a basic knowledge oftheimplications of emerging technologies and the solutions available.

At the same time, as a manager does not have to be a qualified accountantto understand
financialaccounts, they do not need highly specialised skills to understandthe implications

of new technologies.

As for both IT professionals and advanced users, interviewees argue that their skills
requirements are evolving. Whe reas in the past, theywere highly specialisedin a specific
software tool and used to work for years with the same software, they should now
increasingly be able to possess a helicopter view, as technology evolves fast and new
ready - to-use solutionsbecom e easily available. For many IT professionals, this implies a
shift from operational services to strategic services. This means that they can monitor
market developments, assess the usefulness of new solutionsand provide advic e relevant
tothe businessmo  del of their organisation.

In general, working with BIC technologies requires closer collaboration between the
manager, the IT professional and the advanced user. Interviewees state that too often,

managers and IT professionals do not speak the same langua ge. On the one hand,
managers would need a digital strategy mindset, whereas|IT professionals would need the

technical skills but also a basic levelof business understanding. Managers should be able

to identify and organise the right processes and product s, whereas IT professionals and
advanced users should be able to provide on the one hand advice about solutions to be

used within these projects and processes, and on the other hand to implement these
solutions.

3.2. Specific skills

This sectionfocusesonthe  specific skills neededto workwith BIC technologies. To
provide the foundation forthe actualassessment of skills gaps, skills profiles can be
developedforeach of the threefocusdomains. The key competence areas that

employees in SMEs should obtaint o successfully workwith one of the three technologies
can be defined, further specifiedby using the Europeane - Competence Framework(e -
CF). Thisis a common framework for ICT Professionals inall industry sectors. It provides
areferenceof40competence  sasapplied at the Information and Communication
Technology (ICT) workplace, using a common language for competences, skills,

knowledge and proficiency levels 210- Eachkey competence area is further detailed with
therelevante - CFcompetences, specifyingfo  reachtargetuserthe requiredlevel of
proficiency 2! .Itisimportant to keep in mind that the skills profiles are simplified profiles,
aiming to portray a generic picture of the skills needed. Theynot claimto be exhaustive

and may vary between sectors a nd different maturity levels.

During the interviews, it was often mentioned that SME managers/owners not only lack
awarenessabout theimportance of BIC technologies. If they are aware of the benefits of

a certaintechnology, they often do not know what i s neededtoworkwithit. The skills
profiles developed foreach of the technological areas provide SMEs with an overview of

the competences theyhave to develop to workwith big data, loT and/or cybersecurity.

209 OECD (2005), Newperspectives on ICT skills and e mployment. P ublished April. Available at:
http://www.oe cd.org/internet/ieconomy/34 76939 3. pdf

210 http://www.e com petences.eu/

211 Forthe methodology used for defining the skills profiles, ple ase see AnnexA.
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This enables SMEs to assessthe skillsthey ¢ urrently have against the skills required,
including proficiencylevels.

Three differentroles are included in the skills profiles: the manager, the IT professional

and the advanced user. T he skills they need to possessdepend on many factors, from

which the type of company is an important one. In this study, we distinguish between

producers of BIC technologies and supplier of BIC technologies. As forthe manager, the

type of company does not substantially impact the required competences and proficiency

levels. Whetherbeing a produceroruser of for instance big data, the competence

6Business Plan Development 6 is said to be equally in
the IT professional. Here, a clear distinction betweenusers and producers is includ edin

the skills profiles. On the producerside, IT professionals workonthe development of

solutions (e.g. software solutions)in the area of BIC technologies, forinstance big data

applications. This big data applic ation can subsequently be purchased by 6userso6, who us
this applicationto generate new insights. Although the IT professional might be involved

on the userside as well, theirrole is different fromthe IT professionalonthe side of the

producer. Whereasonthe producerside IT professional sneedtodevelopsuchan

application,onthe userside it is forinstanceimportant thatthe IT professionalcan

assess the different applications available onthe market, whichrequires an

understanding of the functioning of this application, knowing wha tits advantagesand

limitations are. Roughly speaking, one can state that the required competences forthe IT

professional are equalfor boththe userand the producer, but that proficiencylevels

differ. Therefore, in each skills profile, the IT professi onalis further broken downinto the

user side and the supplier side. Then, forthe advanced user, this role refers primarily to

the user side. Here, it is important to note that 6t
the big data areathis may refer to eitherthe data analyst, data steward orthe data

engineer. Therefore, although on a generic levelwe have included the required
competencesand proficiencylevels inthe skills profiles, for each skills profile this role is
furtherspecifiedand elabor  ated onbelow eachtable.

Lastly, it is important to note that the skills profiles presented foreach technology do not

include soft (or 6épersonal 6) skills and business exf
these skills categoriesare important withr espectto BIC technologies. Reasonfor not
including it into the skills profiles is that the e - CFnot yet coverssoft skills and business
expertise T althoughit is plannedto include these categories inthe update of the e -CFto
version4.0.
3.2.1. Bigdata

The e- competenceskills required for deploying big data in an SME can be divided in eight
fundamental core competence areas, as shownin Table 1.Firstly, qualified big data
managers will need to develop a big data strategy, underlining the added value of big

data fortheircompany and how that added value can be generated. Secondly,the SME

also demands business development skills, as to integrate the big data strategy
(envisioned by managers), the technological possibilities (envisionedby IT professionals)

and the core business of the SME (envisioned by advanced users). Thenthe several steps

in the data value chain come into play. In the process of using big data, IT professionals
and advancedusers needto know how to collectrelevantand reliable data. Then, IT
professionals need to know how and where to safely and efficiently store data.

Subsequently, theskills to analyse and visualise data are key fo riT professionals and
advanced users. Afterthe collection, storage, analysis and visualisation of data, based on

the data, managers should ownthe competenceto make data - driven decisions. Since big
data extends thevolume and complexity of data, cyberse curity skills become
fundamental as well to ensure data protection.

Skillrelatede - CF IT professionals
Managers Advanced users
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Strategy making:

A.1l. 1S &Business Strategy
Alignment

Business development:

A.3. Business Plan Development 5 4 4 3
Data collecting:

A.6. Application Design - 5 3 1
D.12. Digital Marketing - 2 2 2
Data storing/warehousing:

A.6. Application Design - 5 3 =
Data analysis:

D.10 Information & Knowledge
Management

E.1. Forecast Development - 3 5 3
Data visualisation:
D.12. Digital Marketing - 2 2 2
Decision making:
A.7. Technology Trend Monitoring 4 - - -
D.12. Digital Marketing 2 - - -
E.4. Relationship Management 4 - - -
Cybersecurity skills
see profie Cybersecurity
e- Competence proficiency level (1 -5)

Table 1 Big datae -CF skills profile

All of the above competence areas are to a certain extentimportant toworkwith big data

but some more important than others. According to our survey respondents, data analysis

(indicated by 77%) and data -driven decision making (73%) are the most important
competences, followed by cybersecurity, businessdevelopment and strategy making. T his

again underlines the conclusion that a mix of skills is required to work with these
technologies, with differenttypes of skills listed in this top - five of skills mostimpo  rtant for
big data.

COMPETENCES LISTED AS 'IMPORTANT"' OR 'VERY
IMPORTANT' BY SURVEY RESPONDENTS

100%
80%
60%
40%
20%

0%

Figure 31 Most important competence areas according to survey respondents. Source: survey



Whereas the abovetable primarily described the type of competencesneeded, we can

also analyse big data fromthe ang le of roles required. Following this perspective,the
Capgemini Academy has developed a framework describing the various roles involved
whenworking with big data. Theydistinguish between the Data Analyst, the Big Data
Business Analyst, the Data Engineer, the Data Software Architect, the Data Steward and
the Data Scientist

Data
Analyst

Business

\ Engineering
W, expertise

Volume

Figure 32 Big data roles

3.2.2. Internetof Things

ForloT, sevenfundamental competence areas can be distinguished that employeesin
SMEs should obtain to successfully use and implement 0T solutions in their organisation.
Managers must know how to make a strategythataccommodatesand extends the
busines s ofthe SME. Managers, IT professionals and advanced users should be capable
of defining how this strategy can promote business development. T hereafter, IT
professionals onthe supplier side need software and applic ation engineering skills to

build 10T so lutions, and IT professionals onthe user side need a basic proficiencylevel of
these skills in order to work withthe 10T solutions. Insome cases, theymight also need

to have the hardware engineering competencies to actually build the robotics,

electro nics, sensors, actuators, etc. Inorder to connect successfully all parts of the loT
network, the IT professionals require knowledge of interoperable network engineering. As
loT solutions generate more data, more data securityissues and more complex data
structures, SMEs with loT usageneedto rely on cybersecurity skills, as well as big data
skills. Precise cybersecurity and big data skills depend onthe nature and impact of the

loT solutionadoptedby the SME.

IT profe35|onals
Skillrelated e - CF competence Managers Advancedusers

Strategy making:

A.1.1S & Business Strategy Alignment 5

Business development:

A.3. Business Plan Development 5 4 4 3
Software and application engineering:

A.6. Application Desian - 3 2
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B.1. Application Development - 3 2

B.6. Systems Engineering - 4 2
Hardware engineering:

B.1. Application Development - 3 2
B.6. Systems Engineering - 4 2

Interoperable network e ngineering:
B.4. Solution Deployment - 3 4
Cybersecurity skills

see profile Cybersecurity

Big data skills
see profile Big data
e- Competence proficiency level (1 -5)
From the competenceareas listed above, survey respondentsindic ate 1 perhaps abit

surprisingly T that businessdevelopment and strategy making are the competences
mostly neededto workwith IoT. An explanation could be that, as aninterviewee stated,

0l oT applications are everywhere nowandsaiytekesafd he t ri c |
ones 1 andtousethemtothe advantage of yourbusiness model I ortoinnovate your

business model 6. The third most important compet enceé
engineering, which can be categorised as a typical ¢

COMPETENCES LISTED AS 'IMPORTANT' OR 'VERY
IMPORTANT' BY SURVEY RESPONDENTS

100%
80%
60%
40%
20%

0%

Figure 33 Most important competence areas according to survey respondents. Source: survey

3.2.3. Cybersecurity

As for the cybersecurity skills profile, sevenfundamental competence areascanbe

identified as being relevant foradopting cy bersecurity (T able 4). Firstly, cybersecurity
requires strategy -making competences to define a suitable overall cybersecurity

framework forthe company. Managers and IT professionals should be capable of

assessing risks and obtaining the legal compliance k nowledge to prevent privacyissues
and legal claims. Knowledge on how to developrisk and compliance policiesthat connect

the strategy and risk assessmentto procedures thatfit the way employees workis

necessary formanagers and advanced users. IT profe ssionals and advanced users should
have knowledge of data protection and network protection. Lastly, IT professionals and
advanced users also needto be skilled in monitoring and mitigating threatsto prevent

and solve cybersecurityissues.

Alsofor cybers ecurity, forIT professionals there is a differencein the skills required by
providers of cybersecurity software as compared to users of cybersecurity solutions.
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Skill/ di CF t M IT professmnals ad ¥
ill/corresponding e - CF competence anagers vanced users

Strategy making:

A.1.1S & Business Strategy Alignment 5 - - -
D.1. Information Security Strategy De velopment 5 - - -
Legal compliance:

B.3. Testing 2 3

E.8. Information Security Management 4 3

Risk assessing:

E.3. Risk Management 4 3 3 -
E.8. Information Security Management 4 3 3 =
Developing risk and compliance policy:

E.3. Risk Management 4 - -

E.8. Information Security Management 4 - -

Data protection:

B.6. Systems Engineering -
D.12. Digital Marketing -
Network protection:

D.1. Information Security Strategy De velopment - 5 5 4
Threat monitoring and mitigation:
A.6. Application Design - 3
D.1. Information Security Strategy De velopment - 5
E.3. Risk Management - 3 3 2
e-Competence proficiency level (1 -5)
More thanfor big data and forloT, survey respondents indic ate that all of the above

competence areasare quite important forworking with cybersecurity. Forevery

competence area, at least 60% of the respondents find that this competence is

6i mportantd or O6very importantdéd to adopt cybersecur.i
protectionand the awareness oreducation of employees, forinstance with regards to

recognising suspicious emails.

COMPETENCES LISTED AS 'IMPORTANT' OR 'VERY
IMPORTANT' BY SURVEY RESPONDENTS

100%
80%
60%
40%
20% = = =
0% = = = =
Strategy Legal Risk Developing Data Network Threat Cloud
making compliance assessing risk and protection protection monitoring  security
compliance and
policy mitigation

Figure 34 Most important competence areas according to survey respondents. Source: survey

Whereasthe above table primarily describedthe type of competencesneeded, we can
also analyse cybersecurity skills from the angle of roles required. Following this
perspective, the Capgemini Acadeny has developeda framework describing the various
roles involvedwhenwork  ingwith cybersecurity. They distinguish between the following
generic roles: Chief Information Security Officer, Information Security Officer, Business
Information Sec urity Architect, Information Sec urity Manager, Information Security
Architect, Technical Information Security Specialist
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. SENIOR MANAGEMENT

MID LEVEL

Crypographers ; Security Anadyst
Sacunty Engineers 0 Te 1 Foreniic Cxpert
Security Consudtants '

Vulngeabiity Assessor

ENTRY

Security Specialists  Security Administrator

Figure 35 Generic roles cybersecurity

3.3. Skills gaps, shortages and mismatches

The previous sections highlighted the generic and specific skills SMEs would need to

adopt BIC technologies. T his sectio nzooms in onthe areas where mismatches between
the supply of skilled labour and SME demand for skills are the biggest. These areas are
being referred to as skills gaps. This sectionfirst describesgeneric digital skills gaps and
thenzoomsin on special ised skills gaps.

3.3.1. General

The digital talent gap is widening. In the I|light
transformation, information and communication technology has become anintegral part

of business functioning. This has resulted inanincreasing de mand forboth employees

with basic digital skills and ICT specialists 212 Inthe future, 9 out of 10 jobs will require

digital skills ?'*- Evidence shows thattoday, only 57% of Europeans has sufficient basic

digital skills. Looking only at those people current ly inemployment, there are 145 million

workers (67%) who have at least basic levelskills 214- There were 8.2 million ICT

specialists inthe EU in 2016, up from 7.3 million 3 years earlier 215- The share of highly -

skilled ICT professionals varies considerably b etween countries: from6.6% of total

employment in Finland to 1.4% in Greece 216.

The number of persons employed as ICT specialistsinthe EU28 grew by 39.5% during
the period from 2006 to 2016, which was more than 10 times as high as the

212 |CT specialists are defined as persons who have the ability to develop, operate and maintain ICT systems
and forwhom ICTs constitute the main part of their job. Source: OECD, 2004

23 European Commission (2017), The digital skills gapin Europe. Published October. Available at:
https://ec.europa.eu/digital - single -market/en/news/digital - skills - gap - europe

214 Capgemini Consulting, Empirica, & IDC (201 8), Digital organisational frameworks and I T professionalism.
Published January. Available at: https:/www.capge  mini.com/nl _-nl/wp -
content/uploads/sites/7/2015/1 2/digital -organisational -frameworks -and-it- professionalism.pdf

25 European Commission (2015), The Digital Economy and Society Index (DESI). Published February. Available
at: https://ec.europa.eu/digital - single -market/en/desi

216 Eurostat (2017), ICT specialists in employment. P ublished December. Available at:
http://ec.europa.eu/eurostat/statistics -explained/index.php/ICT specialists in employment
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correspondingincre  ase (3.6%) of total employment 217 However, the supply of ICT
specialists cannot keep pace with demand: it is estimated that there willbe over 500,000
unfilled vacancies for ICT professionals by 2020 218.

ICT SPECIALIST JOBS AND DEMAND IN THE EU28 (2016
¢ 2020, MODERATE GROWTH FORECAST SCENARIO)
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Figure 36 ICT specialist jobs and demand in the EU28 (2016 -2020) 2

The same study differentiated by role, distinguishing ICT practitioners and ICT

management. |In the O6moderate growth forecast scenar.
Europe will grow from 8.5 mill ion in 2016 to 9.0 million in 2020, of which 7.6 million will

be ICT practitionersand 1.5 million ICT management and analysis levelemployees.

Figure 3 - 10 shows that the skills gap widens, bothforICT management and ICT

practitioners 2%:

27 1pid.

218 Eyropean Commission (2017), The digital skills gap in Europe. P ublished O ctober. Available at:
https://ec.europa.eu/digital - single -market/en/news/digital - skills - gap - europe

2% This report was drafted in O ctober and November 2018 i ahead of newpublications regarding t hese
statistics (expected in December 2018 or January 2019).

220 Capgemini Consulting, Empirica, & IDC (2018), Digital organisational frameworks and I T professionalism.
Published January. Available at: https:/www.capgemini.com/nl -nl/wp -
content/uploads/sites/7/2015/12/digital - organisational -frameworks -and-it- professionalism.pdf
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Takingintoa ccountthe moderate growth scenario, we can conclude thatalthoughthe
supply of ICT specialists is growing, the supply is still being outperformed by an
increasingdemand i bothformanagers and ICT practitioners.

Othersources also underline skills gaps with regards to both technically skilled personnel
as well as managers that need the competences which enable anindividual to initiate and

guide ICT -related innovation at alllevels of an enterprise T describedase -Leadership
skills 2!+ Forinstance,for three groups of industry employees (engineers, researchers,
production workers) the European Commission states that skill shortages are most

significant intechnicaltraining, ICT literacy, science, technology, engineering and

mathematics (STEM), problems olving skills, self - directed learning, communication,

teamworkand time management 222. A lackof technical specialist skills was also found to

be the main explanation for digital skills shortage:
employers reporting 85% of hard - to-fill positions within theirworkforce in this area 2.

The Dutch Employee Insurance Agency UVW frequently maps hard -to-fillvacancies 2% in

the ICT area, reporting a shortage of technically skilled specialists in severalroles I
primarily personswith  ahigher professional education.

Hard -to -fill vacancies 2018

Higher professional education Academic education
ICT programmers ICT Architects
Embedded software engineers Data - warehouse developers

PLC- programmers
Systemdesigners

2! Hising, T.,Dashja, E., Gareis, K.,K orte, W. B., Stabenow, T., & Markus, P.(2015), e - Leadership skills for
smalland medium sized enterprises. Published O ctober. Available at: http//eskills -

lead.euffiltadmi__n/lead/re ports/lead final report.pdf

222 Eyropean Commission (2018), Capitalising on the benefits of the 4 " Industrial Revolution. P ublished
February. Available at: https://ec.europa.eu/info/sites/info/files/4thre volution p4p -report 2017.pdf

228 TP 2015b. Employer Insights: skills survey 2015. The Tech Partnership. Published May 1. Available at:

https:/Amww.thete chpartnership.com/link/7498c7abf36 64f28 2644 246 d1da9348b.aspx?id=1335&epslanguage
=en .[Accessed June 17 2015].

224 UWV (2018),ICT -beroepen: factsheet arbeidsmarkt. P ublished April. Available at:
https:/Amww.uw.nl/overuw/Images/ICT beroepen factsheet arbeidsmarkt.pdf
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Database - and application administrators
Bl specialists

Information/business analysts
Specialiststechnicalinfrastructure
CRM/ERP advisors

Security specialists

Advisors information security

Table 2 Hard -to-fill ICT vacancies in the Netherlands, 2018

Also, fore -leadership skills, necessary fordriving successfulinnovation and capitalising

on advancesin information and communication technologies, demand will not match

supply in the future  2?°- It is estimated that there willbe a gap of up to 250,000 e - leaders
by 2020 in Europe  %?®: Around 70% ofe - leaders are foundin SMEs %%

3.3.2. Specialised skills gaps

Skills shortages are hindering SMEs across the three technologies, and these shortages
are expected toincrease evenfurtherinthe nearfuture accordingto interviewees.
Interviewees and workshop participants stressed the importance of hard skills and
business expertise but tend to put even more emphasis on the importance of soft skills.
Withreference to hard skills, interviewees mention data scientists, software engineers,
algorithm developers, programmers, data engineers, datastructurers, dataarchitects,
data administrators, (Al) developers, product owners and security specialists as roles
whereth e mismatch between supply and demandis most prominent. These highly
specialised skills are scarce in supply on the labour market, and SMEs need to compete
with bigger corporatesto acquire people with theseskills. The extent towhic h these skills
are nee ded obviously dependsonthe maturity level of an SME working with one of the
three technologies. Interviewees state that these highly specialised hard skills are
especially relevant forfrontrunners and developers.

Looking at what our survey respondents indicate, theresults are somewhat surprising.
When asked about theiraccess to skills as to one of the technologies, they indicate for all
technologiesa quite positive score. Eachtechnology reports a score higherthanfive,
meaning that they have suffic ientaccesstoskills. 2%

225 Empirica (2015),e  -Leadership skills for smalland medium sized enterprises. Available at: http://eskills -
lead.euffileadmin/lead/re ports/lead final report.pdf

226 http://eskils _-lead.eu

27 Husing, T.,Korte, W. B., & Dashja, E. (2015),e  -Skillsin Europe: Trends and forecasts for the European ICT
professional and digital leadership labour markets. P ublished November. Available at: http://eskills -
lead.euffileadmin/leadmorking paper - supply demand forecast 2015 a.pdf
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ON A SCALE FROM71 TO WHAT EXTENT
DOES YOUR ORGANISATION HAVE
ENOUGH ACCESS TO SKILLS?

Big Data i 5,12
[OT M 5,5
Cybersecurity NI i s 29
1 2 3 4 5 6 7

1= completely lacking, 7 = completely sufficient

Figure 37 Access to skills. Source: survey

Whereas boththe literature, interviewees and experts during the workshop all underline
a skills gap, our survey seems to point to a different conclusion. An explanation could be

the nature of the respondents. Above, swap already st :
particularly hold ground forfrontrunners and appliers. These groups are not that much

represented in our survey. The group labelled as ©6al
of the technologiesd represents | essoudgsltemgin 45% of t he
|l ower maturity stages (e.g. Obeginning to apply Bl Cbo
applying itdéd). As the skills gap primarily holds grc
maturity stages, this could explain while our survey did not revea Ithe skills gap as such.

The skills gap seems to hold ground for the management levelas well as for the

professionals working with the technologies, interviewees state. Firstly, managers often
lackunderstanding of the basicsof new technologiesand its business implications. As
described earlier, technological solutions might (partially) replace skill needs for

particular SME segments. However, this still requires a basic proficiency level of

understanding the technologies, and one has to be able to ass ess severaltechnology
vendors against predefined criteria. Managers too often lackthese competences,

interviewees indicate. Secondly, SME managers may lacksoft skills, such as the skills to
connect,to communicate and to workin interdisciplinary teams. This is especially true for
founding managers with atechnology background (tech -entrepreneurs). As forboththe
IT professionaland the advanceduser, interviewees argue thatincreasingly they

generally lackthe ability to possess a helicopterview. T his means that, giventhe fact
that technology evolves fast, theyare not locked in to software or solutions, but that

theirskills and knowledge exceedsa single solution. As of today, more is demanded from

IT professionals and advanced users than just execu ting theirtask. This implies a shift
from operational servicesto mere strategic services. Theyforinstance needto have the
proficiency of multiple programming languages, and the ability to switch betweenthose.

They generally lackthe consultancyand a dviceskills that are increasingly neededto
provide the management with input about solutions available on the market.

Interviewees oftenspeak of a distanc e between the managerand the professionals

working withthe technologies. Takentogether, persons working with thesetechnologies
needs to possessadiverse range of interdisciplinary skills, which are difficult to find

united in a single person.

Skills shortages are thus found both formanagers as well as for professionals working

with BIC technologi  es, and shortagesare faced acrossthe three technologies. The
numbers below illustrate the magnitude of the problemfor each of the technologies.
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Looking at the big data area, it is stated thatthelackof supply of a data - savvyworkforce
in Europeisa problem 2??8- Data specialistsaccounted for (far) less than 1% of total

employment in most Member States 22To illustrate, in the UK,
specialistsis forecasted to increase by 160%between2013 and 2020, and estimatedto
representana dditional 346,000 big data jobs 230- Furthermore, Sweden willbe short of
70,000 ICT - specialistsby 2022 23 This shortage is found in several competence areas,

most notably in programming and systemarc hitecture. Groups that are smaller today but

wherethe nee dis growing rapidly are qualified data analystsand information sec urity

specialists. Looking specifically at SMEs, surveyrespondents indicate that dataanalysis,

business development and datastoring and warehousing are the competence areas

where shorta gesare most prominent in the big data area.

With regard to cybersecurity, the forecastis that Europe will face a projected skills gap of

350,000 cybersecurity professionals by 2022, ac cording to arecent Frost & Sullivan

report 232- The demand for professio  nals is growing, but supply is not keeping pace.In

Europe, 66% of the professionals believethere are too few cybersecurity professionals

withintheir department. North America shows a similar shortage (68%), and a majority

believes that it is a result of a lackof qualified personnel. Capgemini 233 assessedaset of
core digital skills necessary for organisations with aspirations of digital leadership and

concludes that corporate demand for cybersecurity skills is rising fasterthan supply, and

the demand fo rcybersecurityis not likely to diminish in the next few years. 68% of

organisations surveyed reported a high demand for cybersecurity skills compared to 61%
demanding big data skills and 64% analyticsskills. Demand for these skills was then set

against the availability of proficient skills already present inthe organisation. This

identifieda25 - percentage point gap forcybersecurity skills, comparedto a 20

percentage point gap for big data and a 13 percentage point gap foranalytics (figure 3 -
12).

228 Eyropean Commission (2017), Enter the data economy. P ublished January. Available at:
https://ec.europa.eulepsc/sites/epscifiles/strategic note issue 21.pdf

2 0ECD (2015), Science, Technology and I nnovation Policy
Well-bei ng6, OECD Publishing, Paris, October 2015.

20 SAS & The Tech Partnership (2014), Big Data Analytics. Assessment of Skills for Labour and Skills 2013 -
2020. Available at: https://www.thete chpartnership .com/globalassets/pdfs/research -
2014/bigdata report novi4.pdf

BT & Telekomforetagen (2017), IT -kompetensbristen - enrapport om den svenska digitala sektorns behov av
spetskompetens. Published November. Available at: https:/Mmww.itot.se/2017/11/it -kompetensbristen _-en -
rapport -om-den-svenska -digitala -sektorns -behov -av-spetskompetens/

%2 Ashford, W. (2017), Europe faces shorta ge 0f350,000 cyber security professionals by 2022. Published June.
Available at:  http:/www.com puterwe ekly.com/news/450420193 /Europe -faces - shortage -of-350000 -cyber -
security -professionals -by-2022

23 Lievre, F.(2018), Business leaders re port urgent need for cybersecurity skills as digital talent gap widens.

Published February. Available at: https :/mmw.capge mini.com/news/business -leaders -report -urgent -need -for -

cybersecurity -skills - as-digital -talent -gap -widens/
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Percentage of organizations that acknowledge that demand For a hard digital skill is high in their organization today and
percentage of employees who are proficient in that hard digital skill

U
68% 65% 64% 61% 61% 60%

” B61%
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Figure 38 The digital talent gap is widest in the cybersecurity domain 24

Looking specifically at SMEs, survey respondentsindicate that cloud security is the
competence areawhere theskills gapis most prominent in the cybersecur ity domain,
followed by data protectionand threat monitoring and mitigation. Fourth comes network
protection.

ForloT, no specific figures for Europe were found. However, based onthe evidencewith
regards to shortages of ICT professionals, STEM -educated professionals, cybersecurity
professionals and big data professionals, it would be safe to assume that the skills gap
identified for big data and cybersecurity also (at least partially) holds ground for IoT.

According to our survey respondents, this is pa rtially true, as business development and
strategy making are the competence areas wherethe skills gap is most prominent for loT

T whichis more orless in line withthe big data domain. Afterthese, a series of more

hard skills stands out as areas where skills shortages are experienced, such as machine
learning and various types of engineering.

% OF RESPONDENTS INDICATING A
SHORTAGE OR HIGH SHORTAGE OF SKILL
(10T DOMAIN)

Machine learning
Cybersecurity skills
Big data skills

123 networking T

Interoperable network engineering
Hardware engineering

Software and application engineering
Business development:

Strategy making »» -

0% 5% 10% 15% 20% 25% 30% 35%

4 Buvat, J., Turner, M., Slatter, M., & Puttur, R. K. (2018), Cybersecurity talent: the big gap in cyber

protection. Available at: https:/www.capgemini.comp - content/uploads/2018/  02/the -cybersecurity -talent -

gap -v8 web.pdf
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Figure 39 Skills gaps loT. Source: survey

Severalsourcesunderline that atalent shortage is hampering loT development 25 The
industry is currently experiencing a major shortage of qualified loT professionals, and it

could persist forthe next five to sevenyears. The talentchallengeinthe 10T is not down

toa lackof a specific skill, but a lack of professionals with the required combination of
loT skills. Among others, loT professionals need big data skills, software engineering

skills and IT security skills ~ 2¢-

3.3.3. Conclusions

As stated earlier, O0the SMEG6 does not exist. SMEs t
natures. The different groups of SMEs as identified in the segmentation modelhave

different skill needs, and as such, skills gaps differ per group. In general, the demand for

highly specialised skills tends to concentrate at the supply side of the market, among the

ICT suppliers. Hard skills 7 relatedto e.g. software engineers, datascientists,

programmers, security specialists T are said to be especially relevant for frontrunners

and developers,accordingto interviewees. These specialised skills are scarce in suppl y

on the labour market, and SMEs need to competewith bigger corporatesto acquire

people withthese skills. This is a problem of quantity mostly, asthe SMEs inthese

categoriesunderstand whattheyneed.

This is different for SMEs in the lower maturity levels of the pyramid. Profiles required by
ICT users become more business - oriented and project - oriented, with a strong focus on
the design of new services and apps, and the ability to outsource/rely on standardised
platforms and solutions %7

Soft skills a re relevant forall segments, but are perhaps even more important for

appliers and followers. For these types of SMEs, it
overcome theircompetitive disadvantage of having restricted resources. Instead of

developing thenecessaryskillsin - house, they might make use of the skills of ecosystem

or value chain partners, technological solutions available on the market or hire expertise.

This still requires a basic knowledge of the implications of emerging technologies and the
solutions available. An SME needs to be aware against which criteria technological

solutions, vendors and externals can be assessed. Withregardto the latter, SMEs need

to know the competencesthattheyneedin order to work with BIC technologies. Du rng
the workshops and interviews, experts confirmed the view that T especially forthe group

of followers in the segmentation model I awareness of 1) the benefits of emerging
technologiesand 2) skills needs are stillimportant issues that should be addre ssed.In
many initiatives foc using on the uptake of emerging technologies, such as the German
Mittelstand4.0initiative, awareness raising is still one of the core activitiesin their

service portfalio.

Competence (self -)assessmenttools could be usefu lin this context as well, especially if
they are related to recognised standards suchasthe e - Competence Framework, ISO
standards oreven (in the case of cybersecurity) tothe American NIST framework.

25 Newcombe, M. (2018),IPv6  -only world on the horizon. Published June. Available at:

https:/Awwv.e etim es.com/author.asp?section id=36&doc id=1332655 ; Wright, B. (2018), Howa talent
shortage is hampering loT development. Published March. Available at:
https:/Aww.idgconnect.com/abstract/29718/how -talent -shortage -hampering -iot-development

%6 1bid.

37 Husing, T., Dashja,E., Gareis, K., Korte, W. B., Stabenow, T., & Markus, P.(2015), e - Leadership skills for
smalland medium sized enterprises. Published O ctober. Available at: http/ /eskills -

lead.euffiltadmin/lead/re ports/lead final report.pdf
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Finally, it seems SMEs are mostly in need of increas ing their cyber hygiene and would
needto embed thisin theirdigital strategy. T his addresses anyone working in the

organisation. The SME would be helped with basic cybersecurity by design standards of
productsand services, forinstance via quality label s, but at leastto make transparent for
the SME what could be done to increase cyberhygiene in a trustworthy manner.

4. SKILLS STRATEGIES

As it was discussed inthe previous chapters,the SME landscapeis diverse, therefore the

approac h of firms to the use of technologies and the typesof skills neededto use them

vary significantly across firms. T he literature review and analysedinterviews highlight
that existing skills needs in SMEs could be grouped in three categories, namely, hard

skills, soft skills and business expertise. Thetype of skills gaps, or their combination,
dependonthe level towhicha company is engaged in (technological) innovation. For
example, hard skills are especially relevant for frontrunners and developers, while soft

skills are relevant forall segments, but are even more important for appliers and

followers. There are multiple strategies that SMEs follow to acquir e the needed skills. This
chapter presents a variety of available strategies ¢
determine the selection of a particular strategy.

4.1. Strategy needs

4.1.1. A skills strategy implies a conscious
decision

The company decisionto explore op portunitiesrelatedto the use of BIC technologiesis
(eventually) a choice thatis made by SME management teamor owners, basedon

business rationale. According to ourinterview results, as well as, the research of

Barnard, Bakkers and Wunsche (2017) 238 mos t SMEs understand thatinvesting in novel
technologies provides a competitive advantage. Paradoxically, interviewresults highlight

that decision -makersin SMEstendtolackthe necessary knowledge about available,
usefultechnologiesand their potential. Due to dynamic changes inthe market of
technologieseventhe IT professionalsortechnology experts in SMES struggle to keep
trackof changesinthe market and to understand the use and application of partic ular
technologies. Technology providers are movi ng towards business models whereby they
serve as consultants that inform companies about the functionalities of particular
technologies, however, according to some interview respondents, many providers fail to
explain the use of technologiesin simple term s, applied tothe context of the company
and theireffect on business processes or on products/services in a specific company.

Around a quarter of interview respondents emphasized that apart fromthe lack of

familiarity with the market of technologies,co mpany managers/owners do not sufficiently
master strategic thinking and communication skills to design and suc cessfully implement
technology integration and skills development strategies. The absence of experiencein

creating appropriate strategies demotiv ates SMEs to embark on digital transformation
and disables themin addressing skills gaps. In light of transformative effect of

technologiesin SMEs, the skills strategies should be well - designed and adjusted
accordingto changesina company. The process of adjustmentiscompany - specific, it
involves costs and, consequently, business risks. Many interviewees highlighted thatif a
company is successfulinits business without undergoing digital transformation it is

unlikely totake unnecessary risks. In add ition, in countriesorregions where there are
fewerdigitally oriented, innovative companies, SMEs are less optimistic aboutthe

potential of BIC technologiesand are less willing to explore the market of these

2% Barnard, C., Bakkers, J. H., & Wunsche, S. (2017), The road to the digital future of SMEs. P ublished
September. Available at:
https:/Mmmw.virginm ediab usiness.co. uk/pdf/I nsights %2 0G uides/ The%20 SMEs %2 0changing%2 0the%20world

.pdf
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technologies. Such observations reveal two f indings: first, it
diffusion of innovation theory (1995) 239 that companies are more likely to follow a
business trend ratherthan being a pioneer in the market; second, many SMEs are

adjusting their business models based on collabora tion with partners orrequests of
clients, underlining the importance of its ecosystem. If a partneror client does not

request oris not able/willing to adjust to digital transformation, then there are fewer
incentives orevendisincentives to launch digi taltransformationin SMEs. Both findings
underscore theimportance of large - scale encouragement of the digitaltransformation to
make it a market trend and to stimulate the use of technologies by partners and/or

clients.

There are three major drivers of skill development in fi
management  should show the commitment and strategyto ensure the
operationalisation of digital transformation; second, the organisation
digital transformationis driven by cross -functio nalworkandthere is a sufficient
knowledge transfer; and third, the culture  in the firm should stimulate discussionson
digital transformation goals and skills development needs 240 Without sucha supportive
environment, the integration of BIC technologies ,aswellas, development of needed
skills for the uptake of thesetechnologiesis highly problematic in SMEs.

Accordingtothe research conducted by the European Research Centerfor Information
System ?*' a successful digital transformation requires system atic skill development. It is

argued that the readiness of companies to embrace digital transformation determines the
approachtowardsskills development. The digital maturity model, presentedinthe
mation and the corresponding

following figure, depicts the stages of digital transfor
strategies towards digital skills development.

51 Optimized
{data-driven)

4 | Defined
(strategic)

31 Managed
(systematic)

2| Ad-Hoc
(isolated)

1 | Non-existent
{chaotic)

rms .

must ensure that

-

Digital Transformation
(DT) is not understood,
not formalized, and the
need is potentially not
yet recognized by
participants.
Therefore, the company
does not actively deal
with the digital
transformation.

DT actions are poorly
controlled,
unpredictable and
reactive.

No explicit skill
development for DT.

* DTis driven
occasionally by silos
and pilot projects.
DT actions are not
systematic and only
focused on exploiting
new technologies for
existing businesses.
Skill development is
reactive for project-
dependent skill gaps.

A company-wide
management of DT
enables cross-
functional initiatives for
DT exploitation and
exploration.

DT actions are
systematic, but intuitive
and not documented.
Project-independent
DT skill-gaps are
systernatically filled.

A DT strategy defines
cross-functional goals
for continuous
progression.

There are formal
processes in place that
document the course of
actions. Therefore, DT
actions are well-
managed.

The strategy directly
influences skill
development and
supports continuous
self-learning.

The company fosters
specific collaborations
for skill development.

Figure 40 Digital maturity model: Skill Development for Digital Transformation

9% Rogers, E. (1995). Diffusion of Innovations. Retrieved from:
https:/Mmeb .stanford .edu/class/symbsys205

/Diffusion %2 00f%2 0ln novations.htm

242

DT initiatives are
continuously measured
and improved.
Decisions are data-
driven and DT actions
are partly automated.
Skill development is
automated, data-driven
and adaptive.

240 Berghaus, S. & Beck, A. (2016), Stages in digital business transformation: results of an empirical maturity
study. Available at: https://pdfs.semanticscholar.org/d416/aa50e0eb6abb3f5e6e5fa071931f9a494d28 .pdf

241 SAP (2017), Maturity model and best practice: skill development for digital transformation. Available at
https:/Aww.sap.com/documents/2017/08/76 30cfa8 -cd7c-0010 -82c7 -eda7laf511fa.html
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The first stage of the maturity modelreflects the situation when SMEs do not recognise
the potential of BIC technologies and thus do not invest inthe development of

appropriate skills. As a result, internal human resources are usually poorly managed; the
decisions to developskills are reactive, sporadic and lack consistenc y. From the échaot
stage of digitaltransformation the companies enterthe ad -hoc stage, where the
development of skills is evolving depending on occasional digital projects ortasks. The
systematic and strategic stages of digital transformation have a defined skills
development approach, whichleads to more effective and efficient use of technologies. A
betteruse of technologiesresults in more investment for skills development and

culmnatesin data -driven,adaptiveformulation of skills development s trategy. These
findings are important for the initiative because the type of interventions;tools and

methods supported by the initiative need to be selected and developed takeninto

accountthese differentapproachesto skills strategies, if one even exis ts.

Many interview respondents mentioned that digital maturity of an SME is correlated with
technologicalintensityin a specific industrial or service sector. Forexample, digital

maturity in the IT sectoris expectedtobe higher, on average, thaninth etextile sector.
Thisis in line with conclusionsfrommajor researchinstitutes, underlining that substantial
differences exist between industries if it comes to digital maturity. Figure 4 - 2 provides an

example from Capgeminids Ditguiet al Transformation | ns

z
3
a
g
z
8

Consumer

I!anklng\. / Products
. Retail

Leadership Capability

Figure 41 Digital mastery ofindustries — 2®

This observation highlights that the decisions of company managers or owners to adopt

BIC technologiesand to develop appropriate skills fundamentally depends on assessment

of profitability of digital transformationinan SME. Thus, without a clearbusines scase
the SMEs in different industrialand service sectors do not strive to reach the highest

stages of digital transformation.

The analysis of existing literature onthe topic and interviews conductedrevealthatthe
decisions of the management teamor owners in SMEs play a centralrole for

243 CapgeminiDigital Transformation I nstitute (2018), Digital Mastery Survey. Available at
https:/Mww.capge mini.com/wp -content/uploads /2018/07/Digital -Mastery - DTl -report_20180704_web.pdf
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development of digital skills and for adoption of BIC technologies. It also acknowledges
that SMEs tackle theirskills needs on a sliding scale fromad hoc individual driven
decisions (chaotic)to fully integrated int othetechnology strategy (data driven). The
challenge forthis initiative is to identify and tailor a vision that respectsthese different
approaches by SMEs inthe market at the moment.

The underlying concept requires understanding of the
balancebetwe en an organisationos
and how .to adopt teChn()l.()gy as busmesg = Ability to initiate and organise
opportunity, and the required human capital to the relevant capability(-ies) to
deliver on that investment. It is about investing in achieve specific outcomes
building a capability at the organisational level, and

consequently finding the right people to build

competences necessary for that capability.

Challenges:
* Awareness
= Understanding the opportunity

Employees fulfil roles associated with those Challenges:
competences, using methods and tools to add * Access to human capital to fulfi
specific value. ) roles required in that capability -

to apply knowledge, skills,
attitudes (training, sourcing,
recruiting, retention)

4.1.2. Different strategy needs for different
users of the technologiesinthe SMEs

The ana lysis of our interviews shows that the use of BIC technologies demands an
upgrade of skills for all employees withinthe company, including the regular users of
technologies, the IT professionals and company managers. T he regularusers of
technologiesare expectedtoimprove their digitalliteracy, while IT professionals should
continuously investintheir knowledge of technologies and better their communication
skills to inform users about functionalities of technologies and to incorporate the
feedbackof usersforimprovement of products and services. Managers in SMEs are
expectedto possess transversal digital skills to manage all business processes, think
strategically and creatively aboutthe use of technologies, as wellas, to guide the IT
professional stowardsinnovation. Boththe literature review and the opinions of experts
emphasise that the digitalisation of economy, and consequently of business, is
transforming the labour market and the attitude towards education by stimulating life

long learning.

Depending onthe role that the technologyis or will be playingin an SME the business

and skills strategy willbe adjusted. Using the technologies forimproving or transforming
internalbusiness proc esses often requires more people withinthe organisation tobe
involved and consequently have the appropriate skills. For example, in additionto

physical reorganisation of production process, a change in ommunicationand
cooperationwithinthe company may be needed. Using the technologiesfor productor

servi ce delivery however, has a strongerinfluence on external relations and may require

a skills strategy toinvolve its partners inthe

value chain.

The following section willelaborate on the choice of an appropriate strategy for skills
development.

4.2. Choosi ngthe right strategy
4.2.1. Size ofinvestment

There is a variety of strategies on digital skills development;the choice of a strategy is

largely determined by the digital maturity stage of SMEs, which implies the willingness of

the management teamto embracec hangesina firm and the assessment of the impact
of technologies on business processes. Thecost - benefitanalysis is normally guiding the
choiceof a strategyand the size of investment for skills developmentinan SME. If a
technologyis at the core of a Il business processes, and consequently has a large value
foran SME, thena company is likely to invest more resources into skills development to
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ensure effective operation of the technology 244 Insuchacase, the number of people who
receivetrainingtou  pgrade theirskills is likely to be larger thanif a technology has a

small functionina company. Hence,the size of investmentinto digital skills development

in SMEs that are frontrunnersand developers, have a defined (strategic) or optimized

(data -driven) levelof digital maturity, is expectedto be larger.

Among otherfactors that influence the amount of investmentforskills development is
the proficiencylevel of needed skills that is determined by the type of technologies. In
case of dataanalytic s, coding and software development skills might be needed, in
contrastto skills related to simple interaction with technologies. Inlight of a worldwide
shortage of skills related to digitalisation in companies the size of investment in ac quiring
or gaini ng advancedskills is larger. Interviews with experts inthe area of BIC
technologiesindicated that SMEs experience a greater shortage of skills, partic ularly
advanced skills that are scarce, as aresult of competitionfortalentwith larger
companiesand less competitive salary offers.

4.2.2. Approachestofillskills gap

A survey conducted by Capgemini Consulting in 2013 %% revealedthat over 63%of
companies are using traditional strategies to addressskills gap, namely, the in - house
solutions 1 trainingby col leaguesorinvited experts and recruitment,orthe external

solution T outsourcing of skills through partnerships with companies that possess needed

skills. The latterinvolves the transfer of specific tasks oreven business processesto a
partnercompany, therefore some companies are unwilling to experience highreliance, to
share sensitive information orthe client base with a partner. The choice betweeninternal

versus external skills strategyis determined by multiple factors:

1 Availability of a suitable trainerand a course eitherwithinan SME

or outside of it;

Ability to train employees, complexity of training;

Frequency of use of needed skills;

Potentialto use needed skills in othertasks;

Risks if skills are not developedin - house;

Ease of doing bus iness without needed skills in - house (with partners, clients);

Direct costs of required training versus the c osts of outsourcing;

= =4 =4 A4 4 -—a A

Investment costs of current staff upskiling and a fear of themleaving the
company versus the cost of finding the right provi der of skills;

9  Opportunity costfornot continuing businessas usual.

Only 13% of surveyed companies are using innovative methods, such as targeted
company acquisition (the purchasing/merging with companies that have talentin specific
technologies)oreng agementwithstart -upsinbusinessincubators and accelerators (the

24 Kane, G. C., Palmer, D.,Phillips, A. N., Kiron, D., & Buckley, A. N. (2016), Aligning the organisation for its

digital future. P ublished July. Available at: https://sloanreview.mit.edu/proje cts/aligning - for - digital -future/
% Capgemini (2013), The digital talent gap: developing skills
https:/Mwww.capge mini.com/wp - content/uploads/2017/07/the digital talent gap27 -09 0.pdf
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identification of talent or cooperation with start -ups) #*¢- Some othersuccessful
approachesto closing the skills gap in companies are 241

The organisation of training initiatives with firms that have similar skills gaps;

1

9 Apprenticeships;

I Multi - sectorpartnerships with IT industries;
1

Schools and public - sectoragencies to adjust and enhance existing digital skills

programmes;

1 The encouragementof employeesto join coding bootcamps;
Cooperation withregionalbusiness development agencies orwith Chambers of
Commerce,

9 Participationin publicly funded skills - focused programmes or initiatives.

The approach towards skills development in a SME is strongly influenced by several

factors, such as available humanresources, type of technologies, convenience, c osts

(time, financialresources)and a maturity stage at which skills development is needed.

For example, the o6digitally b-woffsfoéusifgdhBaascidnéeke uni ver s
have a higher level of hard digital skills. These firms experiment more and develop skills

on the job. These firms collaborate with other datascience firms to coop erateand learn

from interaction. Learning - by - doing is the most prominent in - house method for skill

development, as theylackthe resourcesto setup formal academies ortraineeships.

4.2.3. Providers tofill skills gap

Aside from self - leaming, thereisa varie  ty of providers tofill the skills gap, suchas
educationinstitutions that offer more formal training to SMEs, public or publicly - funded
organisations and private firms that are operating in the same industry or possess

appropriate skills. Accordingtoin terviewswith experts, SMEs typically provide in -
house/on -the -job training by theirown employees or approach education

institutions/training centres fora short - termcourse to improve skills of employees. Many
SMEs do not invest substantial amounts of tim e and financialresources tofind the most
appropriate externaltraining provider. Some companies that approached education
institutionsto improve the skills of employees argue that it is not sufficient, as more

mentoring, face -to-facelearningis needed toacquireskills 2%¢- Among othercommon
criticalremarks is the lack of connection of traditional training with a partic ular industrial

or business sector, as the current skill needs require a flexible approachto ensure

relevance and effectivenessof aned ucationcourse 24

One of most common private initiativesforaddressing the skills gapis outsourcing. SMEs
contract specialisedcompanies to provide tailored services withoutan SME havingto set

up the required infrastructure. Insome cases, companies co operatetoworkand develop
skills together. According to the survey of business leadersin North America, Europe and

APAC region, 46% of respondentsare interested in outsourcing new digital skills and

246 |bid.

247 1TU (2018), Digital skills toolkit. Available at: https:/www.itu.int/en/ITU -D/Digital -
Inclusion/Documents/ITU%20Digital%20Skills %2 0Toolkit.p df

248 Oesch (2018), Digital skills gap: Where are we now? Publ ished May. Available at:
https:/frainingindustry.com/articles/it -and -technical -training/digital _-skills -gap-2018 -where -are -we - now/

2% Scorey, J. & Jones -Evans, D. (2017), SME skills survey 2017 final re port. P ublished June. Available at:
http://ww.Iskip.wales/d ownloads/ SME%20SKkills%20 Survey%202017%20 - %20Final%20English.pdf
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24% of interviewees consider outsourcing digital skil Is training forin - house resources %°:
The outsourcing is expectednot only to fill the skills gap, but also to improve operational
efficiency, reduce costs and contribute to business growth.

64%

22% 0
0 9% 4% .

More operational Greater contribution Optimization of Improved/digitized Improved customer
efficiency and cost tobusiness growth decision making business processes experience
reduction
Figure 42 Answers of I nfosys survey respondents on question fAWhat is the bigge
from digital | abouf from partners?o

Public - private -partnerships (PPP), where education providers, governments and business

come togetherare less common, accordi ngto opinions of interviewees. However, several
experts noted that some SMEs acquire skills through joining centres of excellence that

provide networking and learning opportunities. In countries where digital skills gap is

ineffectively ornot actively ad dressed by private companies the public -sectoractorsare
more likely to launch training initiatives, foster business linkage programmes and

stimulate PPP in skills development 2.

Among less likely actions taken by SMEstofillthe skills gap are listed: t he sending of
employeestoafull - time accreditedMSc degree programme, the setting up of a training
centre,alarge investment in hiring a service providerorthe alteration of a business

model. All of these options are considered tooexpensive for SMEs.

The choice of a skills development strategyin SMEs normally relies on rational decision -
making. There are many factors thatare takeninto consideration when an appropriate

strategy is designed, however, the primary criteria forthe selection of a strate gyiscost -
effectiveness, efficiency and opportunity costs. Considering that only the assessment of

costsand benefits may revealto a specific SME the best strategy for digital skills

development, the firms should be well aware of advantagesand disadvant agesofvarious
strategies. T he following sectionszoominto those aspects.

4.3. External skills strategies

External skills strategies are focused on outsourci |
workforced, such as experts or c ontsesships.dsngs, and f or
external, short -termworkers has severaladvantages, such as accessto specialised skills
20 Infosys (2018), Outsourcing in the age of intelligent automation. Available at

https:/mww.info sys.com/insights/digital -future/Documents/outsourcing -age - intelligent -automation.pdf
1 bid.
22 OECD (2013), Enhancing skills through public -private partnerships in Kazakhstands i nf

sector. Available at https://www.o e cd.org/countries/kazakhstan/Enhancing%20 Skills%2 0tho ugh%20Public -
Private %20Partnerships%20in%20 Kazakhstan %27s%20Information%20 Technolo gy%20Sector.pdf
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and flexibility of working arrangements and a lack of regular obligations on the part of an

employer. Thecost -ef fectiveness of hifongedeixs$ ehaleat wdyr khowe
around 39% of executives inlarge US companies statedthat the following approach

results in saving of financialresources #53- For SMEs, the current solution could address

the urgent need to fill the skills gap.

Theforming of a lliance partnerships is considered an external skills strategywhena
company is dividing tasks acrosspartners. Such a strategyis similar to a regular
outsourcing. The disadvantages of following external skills strategies includethe loss of
control,ina bility to monitor costs, performance of tasks and their quality, securityrisks
associated withthe use of available oraccessible data, increasing reliance on partners
and instability risks, transaction c osts associatedwith communic ation and management
of business processes %%

4.4, Internal skills strategies

Internal skills strategiesboildownto two options, namely upskiling employees or hiring
professionals with demanded skills. Fundamentally, the internal skills strategiesare

concentrated on building sk ills capabilities withinan SME. Such strategies, particularly

internal company training and mentoring of employees, have undeniable advantages,

suchas increased skills transfer, greater satisfaction of employees, bettertailoring of

training towards skil  Is needs and matching of a course with roles and responsibilities 5.

Despite the seeming benefits of such strategies, only the analysis of c osts, benefits,
effectiveness and efficiency of investments into skills of employees canrevealwhether
the chosenst rategy is profitable fora particular SME. Forexample, the amount of time
and financialresources spent on finding or training an employee, the identification or
design of an appropriate education course, theintensity and use of ac quired skills will
dete rmine to what extentthe investment was expedient. Theinvestmentin employees
may quickly turninto pure costsif an employee decidestoleavean SME. Hence, internal
skills strategies do not add more stability norreduce risks fora company.

Among thet oolsforupskilling existing employees are listed Massive Open Online Courses
(MOOCs), short coursesvia higher education institutes or private companies, in - house
learning from colleagues, training within the company network and test & trial innovation
investments.

Q) One of most popularformats for addressing the digital skills gapis MOOCs. The
pacing of MOOCs can often be tailored to the individual, and the mode of training
is virtual/online. Hence, employeescanaccessany course at a convenienttime
and location 2°¢. Many employees prefer MOOCSs to othertypesof training,
however, as aresult of non - interactive format their effectivenessis lower
compared to otherforms of training 257 A significant number of MOOCs are free of

23 Accenture (2014), Howto manage an extended workforce for business agility. P ublished March. Available at
https:/AMmw.accenture.com/in -enfinsight -outlook -managing -the -extended -workforce -talent

%4 Riggins, N. (2017), 20 advantages and disadvantages of outsourcing from your small business. Published
February. Available at: https:/smallbiztre nds.com/2017/02/advantages -and -disadvantages - of-

outsourcing.html

25 Heathfield, S. M. (2018), Tap the power of internal training. Published May. Available at:
https:/mww.thebalancecare ers.com/tap -the - power - of -internal -training -1919298

26 OECD (2016), Innovating education and e ducation for innovation: the power of digital technologies and
skills. Available at:  http:/Awwv.0e cd.org/education/ceri/ GEIS2016 -Background -document.pdf

7 Radford, A. W., Robles, J., Cataylo, S., Horn, L., Thornton, J., & Whitfild, K. (2014), The employer potential
of MOOCs: Amixed -met hods study of human resource professionalsd thinkin
https:/files.eric.ed. gov/fulltext/EJ1045984.pdf
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charge; the exception are special ised, tailored courses, which charge afeeto
receive a certificate of completion. T aking tailored coursesrequire that an SME is
aware of the types of skills needed. Since this is not always the casethe benefit of
MOOCsi s questioned at times.

2 A growing number of academic institutions, education centres and private
companies offershort courses, open summer schools to assist firms in addressing
the digital skills gaps. The attendance of a course by an employee requires an
investment of time and finance.| ncontrastto MOOCSs, short courses have a more
intensive approach to study and many of themare provided only in classes. The
advantage of suchtypes of training is the ability to interact with other students
and trainers/coaches, however, many existing co ursesare not specifically
adjustedto skills needs of particularemployees. Hence, theiruse depends on
flexibility and relevance of curriculum, suc cessful diagnostic of needed skills and
effective communic ation with the trainer 28,

3) Thein - house learningfr omothercolleaguescould be avery effective method of
training if needed skills are already available in an SME, the transfer of skills does
not require significant investment of time and otherresources, and if colleagues
possess good teaching/mentoring skills. In addition, training by colleagues canbe
effectivein building relationships with a new employee 29 Training within the
company networkimplies involvement of partners, which enables accessto a
greater number of specialistsitrainers and otherre sources forlearning. The
usefulness of suchtype of training depends onthe same factorsasin in - house
learning from colleagues.

4 The test&trial innovationinclude a variety of training investmentsthatare
beyondthe list of conventionalmethods. Thes emore innovative methodsinclude
games, self - directedonline learning and interaction with technologies 260

Whenthe decisionis made to hire new staffratherthan train current staff, SMEs tend to

combine the skills requirements of new technologies with othertasks requiredin the
organisation ratherthan hire a specific professional. As a result, there is an abundance of

staff profiles forthe three technologies in SMEs that include boththe technology need

and anothercompany -specific need. Thisapproac hmakesaone -size-fits -allapproachfor
skills strategies of SMEs ratherinappropriate, and also makes it a challenge forjob -
seekers withthe right technology skills to identify these positions as appropriateto them

Tobe able to fulfil the specific company need, it is not rare for SMEs to attract talent

through their network of partners in theireconomic value chainand partners in regional

initiatives such as traineeships. Althoughwith the current high demand ford igital talents,
it is becoming more common to recruit fromoutside of the country and even outside of

Europe.

Tofind the right staff to fit theserather company - specffic criteria, SMEs currently often
compete with higher salaries and/ormore attractivew orking conditions offeredby large

28 ECORYS UK (2016), Digital skills for the UK economy. Report prepared for the Department of C ulture, Media
& Sport. Published January. Available at:
https://assets.publishing.service.qgov.uk/government/uploads/system/uploads/attachment data/file/4 92889/
DCMSDigitalSkillsReportJan201 6. pdf

29 Heathfield, S. M. (2018), Tap the power ofinternal training. Published May. Available at:
https:/mww.thebalancecare ers.com/tap -the - power - of -internal -training -1919298

260 OECD (2016), Innovating educati on and education for innovation: the power of digital technologies and
skills. Available at: http:/AMwwv.0e cd.org/education/ceri/ GEIS2016 -Background -document.pdf
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companies. This willremain a challenge for SMEs as long as there remains a skills
shortage.

4.5, Conclusion

Strategies of SMEs to approach skills needed forthe three technologiesat hand are
motivated by a wide range of comp any specific factors. SME managers/owners
embracing digital transformation are rare but are a step ahead intheirapproachtowards
digital skills development. Hence, the stage of digital maturity is associated with the skills
development strategy chosen by an SME. T he lack of knowledge and skills of
managers/owners in SMEs prevents themfrom understanding the potential of these
technologiesand discourages investmentin digital skills development.

Traditional digital skills development strategies, suchast raining, recruitment and
outsourcing are most popular in companies 1 bothlarge and small. The choiceofthe

right strategy foran SME depends on an assessment of needed skills, available
resources,amount of various types of investments and costs and use of acquired digital
skills throughcost  -benefit, cost - effectiveness, efficiency and opportunity cost analyses.
Bothinternal and external skills strategies have advantagesand disadvantages, therefore
neitherof themsecures an SME frombusiness risks nor ensures that skills gapsin a
company will be addressed.
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Figure 43 Strategies for developing big data, IoT and cybersecurity skills

5. KEY STRATEGIESAND PO LICIES

The shortage of digital skills relevant forloT, big data and cybersecurity in the European
workforce has not gone unnoticed. Initiativesto combat this issue are abundant,and can

be found at an EU, national, regionaland sectoral level. However, the goal s, methods
and scope of theseinitiativesvary substantially. Broadly speaking, the initiatives can be

divided into three overarching categories based onthe aimof the initiatives. Thefirst

categoryis upskiling the current workforce and aimed at improv ing the expertiseina
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particulardomain to avoid obsolescence of skills 21- The second categoryis reskilling the
current workforce and has the goal of changing people from one domain of expertise to

another. Both these approachesare forthe short to mediu m- long termand are generally
more relevant to SMESs. Thethird category is amore structuralapproach and aimed at

educating the future workforce. T his ensuresthat future generations possess digital skills

once they enterthe labour market.

The goalof th isinitiative is to stimulate the development of specialisedskills for SMEs in

Europe. ltis therefore important to acknowledge that this initiative does not exist ina

vacuum. This section discussesthe initiatives that emerged during the deskresearcha nd
interviews. First, the state - of-play willbe discussed. This is followed by a more detailed
discussion of the initiatives segmented by the type of initiator or funder. We distinguish
betweeninitiatives funded by or operating at the EU level, the level of member states,
regional initiatives, private sector organisations, public - private -partnerships (PPPs)and
the US. For each section, severalinitiatives relevantto SMEs will be highlighted to

provide opportunities forlearning from best practices. The f inal section will briefly discuss
the three overarching categories of upskiling, reskiling and educating the future

workforce.

5.1. Overviewof relevant initiatives

The study collectedover 50 skills - initiatives  %%? relevant for boosting digital skills, which
include basic interpersonal, communic ative skills, as well as, advanced technical skills.

The identification of initiativeswas based on the Internet search of major European,

national, regionaland private digital skills programmes addressing (elements of )BIC
skills development, announced onwebsites of public organisationsorin public reports

and research studies. Complementary to the deskresearch, interviewees were asked
whethertheywere aware of relevantinitiatives, and a callwas placed uponthe w ebsite
of the European Digital SME Allianc e inviting stakeholders to submit initiatives not

already mapped by the researchteam. The results of the search are not exhaustive, but
ratherindicative of the diversity of available programmes. Around one -third of identified
initiatives specifically focus on addressing skills needs in SMEs. This already highlights

that most public, private digital skills development programmes do not specifically target

small companies.

Fora selection of good practices, covering public policies, academia and
industry - ledinitiatives, the study provides a more detailed project descriptions

in Annex E. These good practices provided for excellent insights that hugely
supported the design of the vision and roadmap.

Fifteen Europeane xamples:

Skillnet Ireland by the government of Ireland (Ireland)

9 Cybersecurity Skills Initiative (CSI) by an Irish nationwide public - private c oalition
(Ireland)
1 SME Datalab by Jheronimus Academy of Data Science (JADS) (the Netherlands)
1 PROMPT by RISE Resea rchinstitutesof Sweden (Sweden)
1 CyberResilience Centre by Brainport Eindhoven region (the Netherlands)
1 ASTERDbyEmilia - Romagna region (ltaly)
%1 Cedefop(2018), | nsights into skill shortages and skill mismatch: | earn
jobs survey . Luxembourg: Publications Office. Available at: http://data.europa.eu/doi /10.2801/645011%0AA

%2 Annex C liststheseinitiatives  as part ofthe toolbox (further described in chapter 7)
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1 Recognising skills in data science by the Big Data Value Association (BDVA)
(European)

T Community knowledge plat ~ formby VOICE (association of IT -using SMESs)
(Germany)

SMESEC by the SMESEC consortiumforthe European Commission (European)

1 Make_SME_Digital (Blueprint skills training SMESs) by consortiumfor the European
Commission (European)

1 Mittelstand4.0Centres  of Excellence by the Federal Ministry for Economic Affairs
and Energy (Germany)

Les Digiteurs by CCl Paris lle - de France (France)
SEnDIng by the University of Patras forthe European Commission (European)

Modern Enterprises Programme by the Hungarian Cham ber of Commerce
(Hungary)
1 Innovationvouchersby Business Finland (Finland)

Three examples from outside of Europe:

1 Cybersecurity supportrangers by The Ministry of Economy, Tradeand
Industry (Japan)

1 CyberNYCby the New Y ork City (USA)
1 Skillsfuture initia  tive by Singapore government (Singapore)
5.2. Initiatives led and/or funded by the EU

There are severalinitiatives fundedby the EUthat focus on digital skills, of which seven

large initiatives are analysed here. Five of those focus specifically on upskiling the
current workforce. These five (IT Professionalism, Digital Skills and Jobs Coalition, ENISA
Network, Digital Innovation Hubs and makes_me </digital>) are also particularly

relevantto SMEs.

IT Professionalismhas the goal to betterunderstand how stra tegiesforIT competences
for SMEs couldbe developed 263 . Thisinitiative is tailored towards SMEs, but is more
focused on developing knowledge about these processes than actually providing tools

SMEs could use.

The Digital Skills and Jobs Coalition brings togetherfirms, education providers and non
profit organisations in EU member states 264 Within each member state, several projects
are executed witha diverse set of goals. Some of these projectsfocus ondeveloping

digital skills for SMEs. T he objective of the coalitionis to support the upskiling and
retraining of the workforceand in particular support measures thathelp SMEs in

attracting and retaining digital talents.

ENISA is the European Union Agency for Network and Information Sec urity 25 Jtactsas
the center of expertise forcybersecurity. Inthis role, it provides information about

technologieslike 10T, big dataand IT infrastructure. Since 2008, ENISA has provided

cybersecurity training material for specialists that covertechnical, operational andlegal
domains. Each domain has severaltopicsand courses. Foreachtopic,the target

263 http://ictprofessionalism.eu

264 European Commission (2014), The digital skills and jobs coalition. Published October. Available at:
https://ec.europa.eu/digital -single -market/en/digital - skills - jobs -coalition
285 https://www.enisa.europa.eu/about -enisa
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audience is defined and handbooks, toolsets are provided free of charge. ENISA has
developed severaltools and training material specifically for SMEs, such as the Cl oud
Security Guide forSMEs ~ 2%¢:

Digital Innovation Hubs is the EU initiative within the Digital Single Market package that

aims to complement nationalinitiatives for digitizing industry and to support digital

industrial revolutionin the EU. Digital Innovat ion Hubs are one - stop - shops that assist
companies, both small and large, to develop more competitive products and services

using digital technologies. These Hubs provide knowledge, expertise, financing support

and technologyto companies thatare willing t o assist theircustomers, clientsin
experimenting with digitalinnovations. 267

Makes_me <digital> is commissioned by the European Commission and managed by a
consortiumof BluSpecs, Civittaand UPTC 268 |t has a budget of 400.000 EUR and should
be usedini mproving the digital skills of SME employees in Europe. This is done by
choosing tworegions in Europe with high unemployment rate and designing training

programs to upskill the workforce. The next steps inthis project are aimed at upscaling
theinitiativ e toother EU Member States.

The fifthinitiative is Rethinking Education, a programset up in 2012 to meet the demand

for higher skills and reduce unemployment 29 Foreach of the EU Member States a
country analysis was performed to function as a benc hmar kforevidence -based
policymaking. T his results in specific and tailor - made policies that will rethinkthe
educational systemper countryto betteralign with the anticipated labor market needs of

the next decade. Thegoals include reduction of early schoo lleavers, promoting lifelong
learning and more cooperation between educational institutions and training providers.

The European Union funded all initiatives. Some are financed through calls fortenders

and managed by a consortiumof partners, while othe rs like ENISA and the Digital Skills
and Jobs Coalition are agencies associated with the European Commission. The budget or
amount of resourcesavailable to the initiatives varies, as a direct result of this structure.

The initiatives that are outsourced h ave afixed budget available. IT Professionalismand
makes_me <digital> aim to study and design programs for digital skills but are not

focused on European - wideupskiling. Therun  -time of these initiatives is therefore
shorter.

The Digital Jobs and Skill s Coalition, onthe otherhand, stimulates several programs
related to the transforming of the economy and subsequentimpact on skills needs. These
programs include public, private and public - private partnerships to upskill, reskill and
educate theworkfor  ce. Each programhas different initiators and partners, and therefore
different governance structure and budget.

In sum, the initiatives on the European levelare currently deepening the understanding
of the skills needs and piloting solutions to solve th eseissues. Practicaland easy to find
tools SMEs can use in theircurrent needs are stillin development.

Existing EU initiatives vary in terms of focus areas, target groups and approach/method
for addressing skills gap, evenif they are seekingtoreach the same aim. Toillustrate

266 nttps://www.e nisa.europa.eu/publications/archiveftraining -material - SMEs

267 European Commission (2018), Digital Innovation Hubs. Available at:
http://s3platform.  jrc.ec.europa.eu/digital  -innovation -hubs

268 European Commission (2017), Commission launches pilot proje ct to design dedicated digital skills training

programmes for small businesses. Published June. Available at: https://ec.europa.eu/digital -single -
market/en/news/commission -launches -pilot - project - design - dedicated -digital - skills -training -programmes_-smal |
269 https://ec.europa.eu/education/policy/multilingualism/rethinking - education _en
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this, the tables below presentfour EU initiatives that specifically focus on upskilling the
current workforce.

5.2.1. Blueprintfor sectoral cooperationon
skills

As it discussed earlier,  technological intensity and associated skills needs have sectoral
patterns. This allows policy - makers to form sector  -based initiatives in addressing skills
gaps. Among the major advantages of the sectoral approach are the stimulation of skills
development inthe entire industry/sector, and the buildi ng of cooperation between several
stakeholders. Since some companies require a tailored approach to address their skills

needs, the sector -based initiatives might not always be flexible enough to accommodate
totheirneeds.

One of the major  current initia  tives that have a sectoral approach in responding to skills
gapsin industries is the Blueprint for Sectoral Cooperation on Skills. This initiative is part

of the new Skills Agenda, therefore it is funded the European Commission. The Blueprint

for Sectoral Cooperation on Skills provides a frameworkfor strategic cooperation between
key stakeholders, such asbusinesses, trade unions, and education and training institutions,

aiming is to support a sectoral strategy fordevelopment of concrete actions in addre ssing

skills needs inthe short and mediumterms 270 'Within the Blueprint for Sectoral Cooperation

on Skills, there are five sector -oriented initiatives currently carried out 211 “asdescribedin
Table 6, with more initiatives in other sectors tobe launchedto wardsthe end of 2018 and
in 2019

~Secor | bilaverame | hilatvewebsie

Automotive Development and research oninnovative https:/Amww.project -
vocational education skills (DRIVES) drives.eu/en/home
Maritime Maritim e alliance for fostering the European https://projectmates.eu/
technology blue economy through a marine te chnology
skilling strategy (MATES)
Space geo Towards aninnovative strategy for skills http://www.e04geo.eu/
information development and capacity building in the

space geo information sector supporting
Copernicus User Uptake (EO4GEO)

Textile/clothing/ Skills 4 smart TCLF industries 2030 http://www.s4tclfblueprint.eu/
leather/footwear (S4TCLF)
Tourism The next tourism generation alliance (NGT) https://nexttourismaeneration.eu/

Table 3 Blueprint initiatives per sector

5.3. Initiatives funded by Member States governments

The governments of the EU Member States recognise the importance of digital skills for

the nationaland the EU economy, therefore individual c ountries introduce various

tra ining programmes for different population groups to reach specific nationalgoals in

digital transformation. T he local SMEs take advantage of thoseinitiatives, due to

proximity, accessibility of trainings, betterawareness about those programmes, and

avai lability of training in locallanguages. Furthermore, c ompanies will benefit fromwell -
tailored training programmes and this is more likely to be the case whenthe initiative is

270 Eyropean Commission (n.d.), Blueprint for sectoral cooperation on skills. Av ailable at:
http://ec.europa.eu/social/main jsp?catld=1415&langld=en

2t European Commission (2017), Erasmus+: Cooperation for innovation and the exchange of good practices
(KA2). Ava ilable at: https://eacea.ec.europa.eu/sites/eacea -
site/files/compendium ssa blueprint 2017final.pdf
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of fered by a |l ocal government t hat i slocalBMBse of t

and related digital maturity levels and resources. Some nationally funded initiatives are

indirectly contributing to digital skills development inthe countrythrough awareness -
raising campaigns, knowledge - sharing programmes, setting -upoforga nisationsthat
connecttraining providers and companies.

Thus far, this study has found a total of 26 initiatives funded by national governmentsin
the EU28 Member States. Germany and Denmark accountforsevenandfive initiatives
respectively, withFranc e comingthird with three initiatives. However, while thesethree
countries togetheraccount forover half of the nationalinitiativesfound thus far, we also
acknowledgethat this mapping exercise is not exhaustive, and many more initiatives
exist. Our fi ndings could be interpreted as a signal of the differencesin awareness and
actionamong the Member States. Five initiatives are presented in more detail further
below, illustrating the diversity interms of services offeredand approach taken.

The nationa linitiativesvary in relevanceto SMEs. The relevance is determined by the
actionsorgoals of the initiatives aimed at the upskilling or reskiling current workforce

and which groups are targeted within this workforce. Intotal, 16 initiatives wantto

up skill the working populationin terms of digital skills. However, digital literacyand

inclusion are consideredas key in the digitaltransformation as well. This is represented

by the sixinitiatives thattarget the general population. Examples of these i nitiativesare
Developing Digital Literacyin Estonia 272, the Good T hings Foundationinthe UK 23 and
CybervolunteersinSpain 24 These projectsaimto educate people in order for themto

use computers and the Internet. Inturn, this will enable themto partici pateina digital
society.

The remaining 10 initiatives that upskill the workforc e are targeting professionals in
generaland sometimes SMEs in particular. Examples include helping SMEs to establish

an online presence 2" to provide cybersecurity training 276 andtoincorporate digital
technologiesinto theirbusinesses 277- However, rarely any of the initiatives provide
advanced digital skills. T his indicatesthatthe basic skills are perceivedto be lacking by

the initiatives. Public initiatives are likely to be generaland basic due to their nature.
Targeting more advanc ed digital skills is only probable if this serves the public good.

Right now, thisis not the case.

At the nationallevel, there are noinitiatives only foc using on reskilling the workforce.
Reskilling is part of the Grande école du numérique in France 278 and INCoDe.2030in
Portugal 2°- However, upskilling and educ ating the future workforce are also goals of

these initiatives. Theideato move people from one industry to anotheris therefore not

popu lar. This can be explained by the nature of public initiatives too. Predicting the

2”2 German Federal Ministry for Economic Affairs and Energy (2016), Avoiding skills shortages and mismatches
i New strategies for meeting companiesd skilled | abour needs.
https:/Aww.bmwi.de/Redaktio n/EN/P ublikationen/avoiding -skills - shortages -and -

mismatches.pdf? blob=publicationFile&v=2

23 hitps://www.qoodthingsfoundation.org

274 hitps://www.cibervoluntarios.org/es

275 http://transition - numerigue.fr/centre - de-ressources/les -digiteur_s-paris -ile -de -france/

278 https://www.incibe .es/formacion/cibers eguridad -para -micropymes _-y-autonomos

217 hitps: //hellofuture.org/case/digilyft/

278 hitp://www.grandeecolenumerique.fr/

219 http://www.incode2030.gov.pt
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likelihood, timing and jobs that willdisappearas a result of the digital transformationis
very difficult. This could be a reasonreskilling is not a major part of the pub lic initiatives
yet.

The identified German initiatives have a strong focus on Industry 4.0 and related
(advanced)skills. Among seven mapped initiatives in Germany, five of themfocus on

SMEs in particular. Some of these initiatives represent the competenc ecenters that
function as network organisations. The so - called competence centersare not providing
skills trainings themselves but bring SMEs in contact with funding and experts in relevant

fields that can provide training. Similar competence centers are alsofoundin Ireland
(Skillnet) 2° and in France (Transition Numérique lle - de - France) 28! Thelatterinitiative
provides a network of consultants to SMEs that assists in using digital technologies.

Some miscellaneous approachesinclude the Human Capital Agen dalCTinthe
Netherlands, the initiatives that are foc usedonincreasing the availability of open databy

the Government of Denmark 22 and on utilizing libraries for knowledge sharing and skill
developmentinRomania  %2- While these initiatives are relevant to combat the skills
shortage through awareness raising onimportance of digital skills and encouragingthe

use of digitaltechnologies, theydo not directly address the digital skill gaps of SMEs.

5.3.1. Regional initiatives

In additionto nationalgovernments, there are severalregionaland city levelinitiatives to
support digital skills relevant to the threetechnologiesin Europe. The regional initiatives

have the advantage of involving local actors, building learning communities in cities,
stimulatinglocal knowledge sharing, analyzing locallabour markets and supporting

regional SMEs through tailored strategies. Below we have provided a selection of several
initiatives.

In thelle - de-France region, les Digiteurs focus solely on SMEs, providing themwith an
online resource centre and dedicated training to help enterprises develop their digital

capacity and offer. The programme does not target specific sectors ortypes of skills.

Training is provided through educational programmes and in - situcounselling. A
coworking space and a showroomhave also beeninstalled for SMEs willing to try new
equipment and technologies. This initiative was put in place by the Chamber of

Commerce and Industry (CClI) of Paris - lle -de-Francein 2017, and is part of the national
digital transition strategy. In February 2018, the CCl started a new partnership with les

Echo- NetExplo, Google and SoLocal Group, called Le Coach Digital, which aims to provide
fee - based training and business developmentto SMEs.

In Emilia - Romagna, the Clust - ERassociations adoptedamid - way solution, by bringing
together SMEs, studentsand developers of educational programs (researc h laboratories

and centers forinnovation belonging to the High Technology Network). Although the

initiative is not directly aim ed at upskilling, it helps building soft skills. As the whole

supply chain meets at both managerial and IT level, SMEs canidentify theirneeds in

terms of skills but also in terms of new servicesthat needto be provided inthe region. IT

staff canalsos hare theirexperiencesand advices. By working with education providers,
they also get a chance to frame future programs in whichtheirstaffcould enroll. The

20 hitps ://www.skillnetire land.ie

281 hitp://transition - numerigue.fr/centre - de-ressources/les _-digiteurs -paris -ile -de -france/

%2 German Federal Ministry for Econom ic Affairs and Energy (2016), Avoiding skills shortages and mismatches
i New strategies for meeting companiesd skilled | abour needs. Publ
https:/Aww.b mwi.de/Redaktio n/EN/P ublikationen/avoiding -skills - shortages -and -

mismatches.pdf? blob=publicatio nFile&v=2

28 https://www.m edgidiacity.ro/
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programme is run by ASTER, the Consortiumforinnovation and technologytransfer of
Emilia - Romag na.

In the Walloon region of Belgium, digital education s provided through a wider suppott to
apprenticeshipandin - situtraining. The Wallonia Marshall plan 4.0 includes support to
educational programmes, training fortutors in companies, an online match making
platformfor prospectivetraineesand interested companies, financial assistance for

trainees and companies welcoming them. The Wallonia Marshall plan 2.0was launched in

2015 with a budget of 304.5 million EUR, and it will last forfour years 284.

Some regional initiatives are not specifically focusing on SMEs or on employees, but

ratheron larger population groups. In Ghent, the e - inclusion programme aims to give all
citizens the opportunityto develop digital skills. The project being about digital inclusion,

it mainly coversinitialskills. The programme, whichwas launched in 2006, is managed in
cooperation betweenthe City of Ghent, the Public Centre for Social Welfare Ghent and

Digipolis Ghent. Already in 2012, the programme was identifiedasab est practice for
multi - stakeholderinvolvement fordigitalinclusion. Key toits success wasits capacityto
regularly launchinnovative pilot - projectsto keep up with new developments, the
integration of digitalinitiatives acrossall local policies, and the activeinvolvement of
citizens. 2%

At the regionallevel, some initiatives have been ongoing forlong enoughto get

interesting conclusions. See the example of Ghent (althoughthe evaluationis already

old: 2012). For most initiatives, it is too early to say if one has beenmore efficientthan
another. Most programmes try to combine several activities to fit the demand: from

online resources forall to tailored consulting servicesforcompanies. As aresult, the

initiatives do not try to target a specific setof skills, but leave the possibility to
companies taking part in the programme to ask for customised support.

5.4. Initiatives funded by the private sectorin Member States

5.4.1. Insurance companies and
accountancies can play a key role in
making SMEs more cyb erproof

The role of insurance companies and accountancies, especially inthe field of
cybersecurity, should not be underestimated.

Accountanciesare in regular contact with SMEs and advise themon business continuity
matters. Most accountantsare SMEs themselves and hence can understand SMEs. They
are well positioned to make SMEs aware of the threats (and opportunities) of

cybersecuri ty,andtriggerthemto action. Accountancies across Europe are already
developing initial points of view and checklists to support SMEs in this c hallenge (some
canbefound here).

Insurance companies onthe other hand carry part of the societal risk of SMEs being

impacted by cyberincidents. Increasingly insurance companies are moving to pro - active

prevention policies to make SMEs aware about the risks and abou t easy stepsto become

4 plan Marshall 4.0.  Accueillez un stagiaire en alternance. Available at:
http://planmarshall.wallonie.be/mesure s/accueillez -un -stagiaire_-en- alternance

25 Marién, I.&Van Audenhove, L. (2012). Towards a Multi - Stakeholder Approach for Digital Inclusion: A case
study of Ghentoés Digitaal Talent policy program. Published July.
https://cris .vub.be/en/publications/towards -a-multistakeholder - approach -for - digital -inclusion -a-case-study -

of -ghents -digitaal -talent -policy - program(0dlbdal3 -06b5 -4fld - bf73 -523a039e0663).html
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more secure and resilient. Viatheirinsurance policies they have afinancialleverto
trigger SMEsto action.

5.4.2. Various private sectorled training
activities

Severalotherprivate sector  -led skills development initiatives were found .These
initiatives are provided and funded by a variety of private organisations, which include
education organisations (schools, colleges, universities), professional training centers,

private associations/clubs and companies that have digital skills exp ertsthat provide
training. T he private sector has the capacityto accommodateto different skills needs,
therefore the variety of training specialisations (type of skills, skills level, sector

orientation) and available modes of study (period of study, gr oup/individualtraining,
type of atrainer) is usually broaderthan of initiatives that are provided or funded by

public organisations. T he private sector initiatives can also be effectiveinfostering

business collaboration with trainers/education provide rs and other companies that face
similar skills gaps. Considering the diversity of available public and private sector digital

skills initiatives it is diffic ult to make broad generalisationsand find large distinctions

between public and private sector pr ogrammes.

In our study, various private sector -ledinitiatives were found. These initiativesall aim to

upskill the digital competencies of firms and SMEs in particular. Like all the other

initiatives, they have a horizontal approach, meaning that they do not target specific

sectors. The initiatives do place skill development in the larger context of growing

businesses. For example, Facebookédés initiative was
million people by 2020. It does this by collaborating withloc alorganisationsin, forthe

time being, Spain, Italy, Poland and France to educate people indigitalliteracy and
media skills. In turn, this should enable people to effectively grow their businesses by
enabling access to theonline community.

Thethree otherrelevantinitiatives are firms providing courses in digital skills (Coursedot,
OAK3 Academy and General Assembly). Prices vary and depend onthe courses.
Coursedot allows the userto searchforrelevant coursesbased onasearchterm. The

searchterm Aidat a analysiso returns 223 hits, all courses

and levels 286 . The software producers often provide these courses. Microsoft has

courses ondataanalysis in Excelin Germany that run for three days and cost 1,400

EUR®"- Onthe hi gherend are courses by EMC on Big Data Science thattake sixdays in

the UK andcost 4,670EUR  %8- An online data analysis short course provided by General
Assembly costs 1,250 USD per learner and its durationis 10 weeks 289. ForSMEsiit is
difficult todisce rmthe differencesand quality betweenthese courses.

However, all three firms do provide training in specialistroles and could provide training
bothonline andon - campus. The factthat more specialisedtraining is available is unique,
in comparisontoth e otherinitiatives we found. However, sending people to train for
multiple dayson -location could pose problems for SMEs that cannot afford to send an
employee to training forso long.

There are also course providers that are somewhat less relevantto SM Es. These courses
are more generic (e.g. marketing courses by Google Digital Garage) or focusedon
reskiling the workforce (e.g. Udacity & Google Developer Scholarships Challenge inthe

286 https://coursedot.com/catalogs earch/result/index/?2p=2&g=analyzing+data

287 hitps://coursedot.com/20779a -analyzing -data -with - excel.html

288 hitps://coursedot.com/emc - data -science - and - big -data -analytics.html

289 https://generalassemb.ly/education/learn - data -analysis_-online
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EU). The least relevantinitiativesfocus on digitalinclusion, reski lling or diversity. These
issues are very important, but in the context of providing practical skills to SMEs on the
short termnot very relevant.

Technology companies are providing a large share of all the initiatives. Eight initiatives
involve technolog yfirms like Google, Facebook, and Samsung. Google is the most

prolific, asit is involved in the Udacity & Google Scholarship, Codepactinthe

Netherlands, Google Analytics Academy, Google Growth Engine for Europe and Google
Digital Garage. It often partn ers with local organisations to provide training, sc holarships
and coursesto individuals. Many of the courses Google provides relate to marketing, data
analysis and many otherdigital skills that people needto succeed. Many coursesare free
and usedasa n introductionto certaintopics and can be taught online and offline
depending on the initiative and the course.

5.5. Initiatives funded by public - private collaborations in Member
States
We have also come across 27 collaborations between public and private or ganisations.

Many of these take the formof network organisations, competence centres and

knowledge - sharing networks. These could involve educationalinstitutions like

universities, (large) firms and branches of local ministries to provide training, educat ion
and knowledge about digital skills and technologies. Some initiatives also foster

innovation by enabling partners to worktogether on projectsand research. Inturn this

should lead to practical knowledge and the upskilling of the workforce. Theinitia tivesthat
are basedonpublic - privatecollaborations are usually promoted by one party, either

public or private organisations, thatis seeking support or engagement with otheractors.
Suchinitiatives could be an effective solution for building synergies , improving
cooperation between public and private organisations and for reaching common

objectivesinterms of digital skills development. Many public private partnershipsachieve
fasterresults, reducerisks and costs of individual actors and, as aresul t, achievehigher
efficiency. The disadvantages of such approachesare associated with complexity of

collaboration between public and private organisations, such as mutual dependence,

which can slow downthe decision - making process, unbalanced risks of one party, market
distortion through exclusion of companies/organisations that did not join the public -
private initiative. 2%

Geographically speaking, the PPPs are very diverse. In our sample, many countries have
two PPPs, but thereis not one country with mor ethantwo. Examples include Austria,
Denmark, Belgium, Sweden, Germany and Poland. T he goals of these PPPsare also more
diverse. Instead of focusing solely on upskilling, there is also more attentionto reskilling

and educating the future workforce compa red tothe public or private initiatives. As a
result, initiatives are eitherrelevantto SMEs now orthey are not.

Examples of relevant initiativesinclude the Digital Hub in Denmark, The Big Data Value
Associationin Europe and PROMPT in Sweden. The Dig ital Hub brings together SMEs and
digital talent through an online platformfocused on emerging digitaltechnologies. By

bringing knowledge in the form of human capitaland SMEs together, the digital skills of

SMEs could be improved. The goal of PROMPT is similar, asfirms develop coursesin
cooperationwith universities toprovide software competenciesto the workforce thatare

relevant to businesses. These courses can also be followed online. The Big Data Value
Associationfocuses on big data technologies and brings together data users, providers
and researchers to enhance the ecosystemand fosterinnovation.

Crescere in Digitale from Google gives SMEs ac cess todigital marketing skills, by
matching SMEs with trainees. Google provides the training and the Italian government

290 Rodriguez, J. (2018), Public Private Partne rship Pros and Cons. Available at:
https:/Mmww.thebalancesmb.com/public - private -partnership -pros-and-cons-844713
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pays forthe traineeships. They provide a monthly fee of 500 EUR for the duration of six

months to the trainees; saving the SMEs money and letting themuse the knowledge of

the trainees. Furthermore, the SMEs build up a networkand have contactwithyoung
professionals that might be interestedin working forthe SME after graduation. T he entire
program runs until the end of June in 2020 and aims to have paid for 5000 internships by

that time.

The mappedpublic - private initiativesgivea  nimpression that collaborations between
public and private organisationsare aimed at fostering innovation by sharing knowledge

and valorisation. T his valorisation can be in the form of help foremployee upskilling.
However, theydorisk providing very sp ecialisedcourses that not all SMEs can benefit
from. Furthermore, the involvement of SMEs that lack digital skills is not always clear.
Thistoo could result in the issue of other organisations pushing theirown agenda and
perceived needs, without corresp ondingto the needs of some SMEs that require either
general or specific training.

Initiatives that are less relevant include checklistsfor cybersecurity and GDPR

compliance, certification of digital excellence for schools and providing coding classes to

students fromprimary to high school. Thefirst set provides practicaltools SMEs could

use, but does nothing forskills development. T he latter categoryis mainly involvedin

promoting the appeal of coding and digital skills to studentsand laying the fou ndation of
digital skills of the future working generation.

5.6. Examples ofinitiatives in US
5.6.1. Overview ofUS support

The US traditionally invests little in active labour policies, explaining the limited number

of public initiatives to support the uptake of digital skills among its businesses. Indeed,
investment inthis domain has halvedin totalfunds allocated inthe past 30 years

Under the Obama administration, a number of public initiatives were launched atthe
nationallevel. They usually involve grant s fromthe Department of Commerce, but also
from the Department of Defence (for cybersecurity programmes), which are then

completed by State orotherlocal public funds and public - private partnerships. The
programmes usually focuson support to educational programmes and matchingtools for
job seekers and employers. As such, upskiling of employees is not a priority, since one

of the key objectivesis to reduc e unemployment. However, some elements can be found

in cybersecurity.

291.

One example is the CASCADE (  California Advanced Supply Chain Analysis and
Diversification Effort) initiative fundedby the Department of Defence and the State of
Callifornia, launchedin 2017 to develop cybersecurity -related education curricula,
training, and apprenticeship programs 292- The programme focuseson hard cybersecurity
skills, but also entrepreneurialand other business skills (commercialization, supply chain
outreach, etc.), and provided support and innovation vouchers forthe ac quisition of
cybersecurity capacity by companie §2%.

291 Council of Economic Advisers (2016) Active labor market policies: theory and evidence for what works. CEA
issue Brief. Published December. Av ailable at:
https://obamawhitehouse.archives.gov/sites/default/files/page/files/2016 1220 active labor_market polic ies

issue brief cea.pdf

292 CASCADE (n.d.), California advanced supply chain analysis and diversification effort. Available at:
http://business.ca.gov/Pro grams/Innovation __-and -Entrepreneurship/Cybersecurity/CASCADE

293 State of California Office of the Governor (2018), Program summary. Published January. Available at
http://business.ca.qgov/Portals/O/Files/ICASCADE/CASCADE -- ProgramSummary.pdf
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The largest public programme launchedinthe US in the past yearsis TechHire, which
supportedthe development of localinitiativesthat mostly focused on education and

reskiling, oftentargeting specific communities, such as workers with non - traditio nal
backgrounds, veterans, and deprived areas. Theaimof the programme was to provide

workers with the needed skills for well - paying, middle - and high - skilled, and high - growth
jobs, throughfast  -tracktraining organised via public - private partnerships.

The programme was not restricted to any sector ortype of skills, but severalinitiatives

launched underits umbrella focusedon digitaland IT skills. Initiatives were implemented

in universities and community colleges, but also in otherenvironments sucha s coding
boot camps and online courses. Towardsthe end of the programme, more than 70

communities and 1500 employers were involved in diverse sectors (figuresfor digital

skills were not available).

Cybersecurity has been akey focus of digital skills pro gramme in the US. At the national
level, the Department of Commerce launched NICE, the National Initiative for

Cybersecurity Education. It aims to create an ec osystemof cybersecurity education,

training, and workforc e development. Theinitiative is still ongoing 2**- A successful
example canbe foundin the State of Virginia, which combined both NICE and TechHire
programmes to develop cybersecurity education for students and veterans 2% The Cyber
Vets Initiative includes two training programmes for the reskill ing of veterans. The first
oneis a pilot public - private partnership consisting of a free online cybersecurity courseto

200 veterans. The second one is a scholarship - based programme offering advanced
technicaltraining and c ontact with cybersecurity firms to veteransand spouses of active
military workers ~ 2%¢-

As presented above, the TechHire and NICE programmes have supportedthe
development of educational programmes in digital skills. As part of the NICE programme,

1 million USD was released in grants forthe development of local and regional training
cybersecurity programmes. In Virginia, t he cybersecurity education initiative led to
concrete results, with a multiplication by six of the number of studentsenrolled in the
cybersecurity programme in 2016, comparedto 2014 297- Under the CyberVirginia label,
all cybersecurity curricula can be foun donline by prospective students, who canalso
apply for a number of scholarships 29

In the US, public funds are usedto set up public - private partnerships to provide local,
community - based initiatives. Most of themfocuson education and reskilling, with the
central objective of reducing unemployment. Direct supportto companies i and SMEs

specifically - perseis rare. Instead, many American companies rely on existing training
courses, often provided by largertechnology companies.

The US benefitsfromi  tsleading IT companies. However, although several of themhave

set up grants and support fornon -profit organisations (see for exam
initiatives 2°°) direct supportto businessesis only offered as a paid - forservice. Indirect
294 https://www.nist.gov/it/applied -cybersecurity/nice/about
2% Andrews, B. & Colangelo, M. (2016) Investin g in Cybersecurity Workforce of Tomorrow. Available at:
https:/Awmw.comm erce .gov/news/blog/2016/12/investing -cybersecurity -workforce -tomorrow

2% https://www.cybervets virginia.gov/

27 Andrews, B. & Colangelo, M. (2016) Investing in Cybersecurity Workforce of Tomorrow. Available at:
https:/Mmww.commerce .gov/news/blog/2016/12/investing -cybersecurity _-workforce -tomorrow

298 hitps://www.cyberva.virginia.gov/ed ucation/

2% https://www.google.org/our -work/economic - opportunity/
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supportcanberece ivedvianon - profits. Forexample, some of Google funded initiatives
support free - lanceworkers and business managers.

5.6.2. Comparing the US and theEU

To compare with the situationinthe European Union, the United Statesfollows a rather

similar approach:th  efederallevelhas made public funds available (at least under

Obama administrations), to support the development of digital skills. Most of it was used

at a more locallevel, with Statesand local communities organising the set - up of specific
initiatives

Regarding the level of support, it must be noted thatthe federallevelhas decreasedits

financial support and that recent programmes do not seemto have been continuedunder

the Trump administration, which contrastswith the EU ongoing effort to suppo rtdigital
skills. Atthe State level, as between EuropeanMember states, the involvement of the

public administrationin supporting digital skills programmes varies from one stateto

another, depending ontheirwealth, political orientation, but also ont he strength of the
existing IT sector. Unsurprisingly, California offers a very complete support,including to
businesses.

Asin the EU, most initiatives are not designed specifically for SMEs. T he differenceis
mostly in discourse: while the EU and some Member States strongly insist on SMEs in
theirindustrial policy, the US in general does not differentiate between companies of
different sizes. Although we can expectsmaller American businesses to benefit more

from support initiatives, theyare not targe ted per se, while initiatives targeting the
population are often tailored for specific groups and communities.

In termof sectors, cybersecurityis getting more attention in the US thanin the EU, due

to ongoing involvement of the US Department of Defense . Interms of the variety of
offered skills trainings, both in the US and the EU the range of initiatives is very broad,

and it includes everything fromhard to soft skills, from coding to managing an IT

business.

5.7. Learnings from the good practices
5.7.1. Upskill ing the currentworkforce

The needfordigital expertise is growing as IT departmentsmove from facilitating roles
inside organisations towards more strategically oriented roles. As one interviewee stated:

Al T is becoming more i mpor dthusrequiresexpertishire busi ness an
translating the needs of the market o. This does not
6softd bus’¥ness skills

Initiatives tackling this issue typically teach basic IT skills to the general (working)

population. Thisis  not directly relevantto SMEs, however. Interms of upskiling the

current workforce of SMESs, private training institutions and educ ation providers, such as

universities, offercourses to enrich the expertise of employees. Severalinterviewees

pointed out thatthe relevance of these coursesis difficult foran SME to assess. Ontop of

that, coursesshould be givenin self - paced format duringnon - working hours to allow

SMEs and their employees to attend them. One intervi
outcomeso fcoursesshould be aligned with the needs of SMEs. T his requires

communication bet ween firms and education provider sc_¢
to SMEs, education providers and firms have to collaboratein curriculumdevelopment.

30 Berger, T., &Frey, C. B. (2016), Digitalization, Jobs, and Convergence in Europe: Strategies for Closing the
Skills Gap . Procedia - Social and Behavioral Sciences , 64(4), 441 1454.
https://doi.orq/10.1177/0002764217701217
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Some universitiesa Iready design courseswith the community in mind and, as a result, IT
course curric ula should become more business -oriented 3%

Some intervieweescalled into question the necessity of developing digital skills for all
SMEs. They acknowledgethe likelihood a nd importance ofdata - drivenfirms and
economies, but foresee amodel in whichthe market will provide data services forfirms.

As one interviewee explained: ASMEs are not capable
themselves. Most of the time, both large and sma II firms will be buying data solutions

from the market o. One of t heé&% anonlimeimarketpldceétiaes i s Cour s ¢
connectstrainers and firms. Trainers can provide upskilling to firms both off - andonline,

tailored to the needs of the SME.

5.7.2. Reski lling the currentworkforce

The approach of reskilling the current workforce, is to quickly react to the shortage of IT
professionals. People are encouragedto leave theircurrentindustry and to become IT
professionals. Fourinitiatives in partic ular focu s onretraining unemployed individuals.
These initiatives are Social Builder (France), The Digital Academy (Czech Republic), ICT
Professionals (Spain) and Code for All (Portugal). All of these initiatives are run by

private organisations, but are not neces sarily tailored to skills needed by SMEs.

In short, reskiling appears to be a small part of the initiatives we found. If it is included

in an initiative, it is often privately run and focuseson unemployed people. Most

initiatives that focus on reskillin g are short and provide basic ratherthan advanced skills,
as professionalorlong - termeducationis neededto reach a high level of digital
proficiency. Many of these basic reskilling courses are sponsoredby a third party
(government ora private organis ation), thereby reducing the fee forthe participants. In
this sense, reskiling enables people to ac quire starting qualifications and enhance their
positionin the labour market. At the same time, it offers an opportunityto reducethe

number ofpeoplein  é6redundant 6 jobs once the di*§iHenad, t ransf o
reskiling could be a solutiononly in case basic digital skills are in demand in the EU

Member States.

5.7.3. Educating the future workforce
Formal educationis the cornerstone of acquiring skil Is%%*- A long - termsolutionto closing

the digital skills gap requires therefore adaptation of the current educational system. As
mentioned under upskilling the current workforce, course curricula have to be made

more relevant to SMEs. However, the curricula have to be adapted in primary and
secondary schools as well.
%01 wamba, S. F. (2017), Big data analytics and business process innovation. Business Process Management

Journal, 23(3),470 71476. https:/doi.org/10.1108/09574090910954864

302 https://coursedot.com/

%03 Dolphin, T. (2015), Technology, globalisation and the future of work in Europe: Essays on employmentin a
digitised economy. Available at:  http:/www.ippr.org/files/publications/pdf/technology -globalisation -future -of-
work Mar2015.pdf?noredirect=1

304 Berger, T., &Frey, C. B. (2016), Digitalization, Jobs, and Converge nce in Europe: Strategies for Closing the
Skills Gap .Published January. Available at:
https:/mmw.oxfordmartin.ox.ac.uk/downloads/reports/SCALE Digitalis ati on_Final.pdf
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Logicalthinking, criticalanalysis, coding, algorithms and data - literacy should be taught in
schools froman early age 3% Coding became part of the curriculumin some British
schoolsfromthea ge of five 3% Initiatives like ProgeTiger (Estonia), Coding Class

(Denmark), Samsung Innovation Camp (ltaly) and Codepact (The Netherlands) are

aiming to familiarize childrenand studentswith coding and programming. These

initiatives are oftenin partnersh ips with technology companies like Samsung, Google and
Accenture, to provide training to children at no cost tothe schools.

Crescere in Digitale (ltaly) is an initiative in partnership with Google, providing paid
internships to students. Studentslearn | T- related skills while doing an internship at
SMEs. Studentsget a monthly allowance fromthe initiative and the SMEs get in contact
with students that can help theirbusinesses.

While the need to update orreformthe educational systemin Europe is mentioned often,

one participant during the first expert workshop in
educationalinstitutions that their graduates do not possess the relevant hard skillso. The
explanation he gave was that the duration of educational programs is too long, meaning

that skills ac quired during that time are outdated when a student graduates. Thisis an

argument for the idea of lifelong learning. As Cedefop pointsout, t his should be the

responsibility of both the individualand the firm, as both benefit fromkeeping skills and

knowledge up -to-date 37

Short - terminitiatives cannot address the current and future digital skills gap, therefore
thereis a needforthe greater focusondigital skills in formal education institutions at alll
level, from schools to universities. Existing initiatives recognise theirlimited potentialin
addressing skills gaps, therefore they serve only as temporary, immediate solutions. The
future workforce needs to possess bothknowledge, skills and life - learning mindset to
quickly adapt to market needs and technologicaladvances.

5.7.4. Conclusions

T he definition of digital skills varies to a large extent. When digital skills are clearly

defined, normally it is a narrow set of skills related to coding, programming or online

marketing. These skills are important, but hardly coverthe whole spectrumof digital
skills. Hence, there is a needfor a greaterfocusoncombination of technical skills with

the 21st century skills, such as critical thinking, communic ation, creativity.

The scale and variety of the digital skills gaps across the EU has givenri se toan equally
complex landscape of initiatives, projects and players thattry to dealwith the challenge.

This challenge is tackled by increasing the availability of digital skills trainings for the

workforce that focus on eitherupskilling, reskilling or by including digital skills in the
curricula of formal educationinstitutions. Digital skills initiatives thatfocus on upskilling

are more common thanthose onreskilling, as upskiling is needed fora continuous

improvement of skills and catching -upw ithtechnological progress, while reskilling is
typically offered as a basic introductioninto the ICT profession forunemployed. The

education of future workforce is of utmost importanc e foraddressing the digital skills

305 Becker, T.,Curry, E., Jentzsch, A., & Palmetshofer, W. (2016), Newhorizons fora data  -driven economy: A
roadmap for usage and exploitation of big data in Europe . Springer O pen. Available at:
https://doi.org/10.1007/978 -3-319-21569 -3 16

%06 Dolphin, T. (2015), Technology, globalisation and the future of work in Europe: Essays on employmentin a
digitised economy. Available at:  http:/www.ippr.org/files/publications/pdf/technology -globalisation -future -of-
work Mar2015.pdf?noredirect=1

307 Cedefop (2018), Insights into skill shortages and skill mismatch: learning from Cedefopds European ski
jobs survey . Luxembourg: Publications Office. Available at: http://www.ce defop.europa.eu/en/publications
and -resources/publicati _ons/3075
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gapsin the EU. The current short -terminitiatives cannotreplace in full capacity the lack
of digital education at schools and higher academic institutions.

Considering the diversity of existing initiatives (e.qg., type of training, skills levels), few of
themare directly targeting skill s gaps of SMEs. The majority of existing initiatives do not
have a specific targetgroup ora sectorin which digital skills are being promoted. The
generic approachin addressing skills gaps does not exclude SMEs, as they still benefit
fromtrainingsthat  are provided forthe general population or forall companies and
employees, but it might not address their particularneeds and preventaccess to training

due to high competition for participation in an initiative. Nevertheless, currently, across

the EUt here are severaldigital skills initiatives on national, regional, EUlevels that are
specifically designedfor SMEs, hence, various actorsrecognise particularneedsand
challenges in small organisations/companies.

The digital skills initiatives are provi ded at the regional, nationaland EU levels, and they
are implemented by specialagencies, consortia, PPPsor private sector organisations.

Both public and private organisations offer digital skills trainings, however, the diversity

of trainings providedb vy private companiesis larger, due to market adjustment to specific
company needs. The European levelinitiativesare more foc used on understanding skills
needs and offeringeasy  -to - useonline tools and basic trainings. The sectoral, regional
and national initiatives allow to build cooperation between participantsand other
stakeholders, however, due to a narrowertarget group the sectoralapproach might lead

to a betteralignment of digital skills training to needs of a particular sector. Among the

major a dvantages of national and regionalinitiatives are availability of trainingin a local
language, easy accessibility, involvement of local actors and c onformity of training with
national/regional digitalization strategies.

The private -public partnershipsc  ould be an effective solution for building synergies,
improving cooperation betweenpublic and private organisations, pooling resourcesand

for reaching common objectives in digital skills development. However, the disadvantage

of sucharrangement liesin complexity of collaboration between public and private
organisations, such as long decision - making process. Our analysis shows that many of
existing public - private initiatives are aimed at fostering innovation by sharing knowledge
and valorization.

Since o urstudy has not mapped all existing digital skills initiatives acrossthe EU it is

difficult to assess inwhat areas, sectors and geographical regions there is a lack of
particularskills initiatives for SMEs. In contrastto the US, the EU seems to be lac king
initiatives on cybersecurity, however, similarly to the EU, the US also uses the generic
approachinaddressing digital skills gaps. The majority of mapped digital skills initiatives

are provided eitheracrossthe EU or by Western European countries, particularly
Germany, Denmark and France. This signals that at least the visibility of digital skills

initiatives launched in Western Europe is higher thanin Eastern Europe.

To combat the digital skills gap, a coordinated approachis needed. First, thed igital skills
needto be clearly defined. With a clear definitionit is possible to identify specific needs

of SMEs and how to address them. A structural change inthe training and education of

people in Europe is necessary to close thegap, but alsoto ke eptheskillsup -to-date.
Children needto be educatedinthe basic digital skills, so by the time they choose

studies orcareers theyhave basic digital skills and knowledge. Fromthere, lifelong

learning is needed to maintain these skills and keep themr elevantin a changing
environment.

To provide SMEs with digital skills in the short term, people can be upskilled or reskilled.
However, prior to training, the education has to be aligned with the skills needs and
expectationsof SMEs. Thisincludesclear and easy to understandlearning outc omes. If
employees are trained, the format has to be adjustedto the context of SMEs as well. This
couldinclude self - paced online coursesand training on location or during the evenings.
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6. A FIVE - YEAR STRATEGY ONSKI LLSDEVELOPMENTFOR SMES

Asillustratedin Part | of this report, the adoption of BIC technologies is of crucial

importance for SMEs, primarily because of two main reasons: 1) ensuring business
continuity, and 2) ensuring growth o pportunities. At the same time, a lack of skills is one
of the top barriers that holds SMEs backfromadopting BIC technologies. Thereisaclear
mismatc h between supply and demand whenit comesto BIC skills, both froma

gualitative and a quantitative per spective. Froma qualitative perspective, there is a need
to ensure that the skills portfolio of current and future employees bettermatch SME

needs. As illustrated in section 4, skills required for adopting BIC depend onthe maturity

and typeofanSME,b  ut ofteninvolvesa combination of hard skills, soft skills and

business expertise. T oo often, the type of skills that currentand future employees
possess are not in line with SMEs® needs. From a que
resolvethe current  scarcityonthe market, especially with regards to hard skills. Europe
needs to ensure that a sufficient number of people is qualified for working with BIC
technologies 1 notonly forthe big corporates, but equally for SMEs.

Apart fromlabour market issu es, SMEs encounterotherbarriers in their effortsto upskill
theirexisting workforceandto attracttalents, interalia, limted financialand human
resources,amismatch betweentheir skills needs and training offerings, and a lack of
awareness. SMEs ha rdly provide training to theiremployees. Addressing thesebarriers is
key forfostering SME skills development, and hence facilitating themin their journey to
embrace BIC technologies.

This chapter presents a holistic strategyforaddressing these barri ersandis developedin
close collaboration with relevant stakeholder groups.

6.1. Design principles

The development of acommon vision for supporting specialisedskills development for
SMEs was guided by a number of design principles.

1 Thevisionis evidenc e-based - thevisionhastobebasedonan empirical
analysis of the current state of play with regards to BIC skills developments for
SMEs, in terms of a thorough assessment of SMEs§®
and barriers facedby SMEs. The approach takeninthis initiative consistsin
extensive deskresearch, complementedby expert interviewsand an online
survey. Findings were then validated during expert workshops. T his approach
justifies the callforaction as outlined furtheronin this section.

I Thevisionis forward -looking 1T asthe BIC skills gap will not disappearfromone
day tothe other, adopting along -termandforward - looking approachis essential.
Up- and reskilling the current and future workforce requires a consistent approach
overye ars, in which 2023 should be considered as anintermediate milestone
ratherthan afinal destination.

i Thevisionis demand -driven 1 SMEshave some unique characteristics as
comparedto larger enterprises. These particularities should be taken into account
in order forthe vision and related actions to be effective. In addition, skills needs
from SMEs change rapidly, as a result of the rapidly evolving BIC landscape. Both
factors require involvement of SMESs, not only during the design phase but also
during the implementation.

I Thevisionoffersa directionfor development I asthe pace of changeinthe
technologicaldomains under consideration is tremendous, the vision sets out the
generaldirection, fromwhich actionscan be distilled. However, as the
techno logicallandscape is evolving fast, it might be neededto tweakthe timing,
contentand scope of actionsovertime, while the more generaldirection for
development remains consistent.
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1 Thevisionis action -oriented 1 asdescribedunderthe previous bullet, the vision
sets out the general strategic direction. But as highlighted during the interviews,
SMEs are best helped by concrete actions and solutions. T herefore, the vision
should offeropportunities to derive con crete actions fromit, for various relevant
stakeholdergroups.

I Thevisionis supported by main stakeholder groups i the problemanalysis
revealed that many different stakeholdershave arole to play, so addressing the
problem requires a shared vision th at reflects theinterest of key stakeholders at
EU, nationaland regional levels, representing different bac kgrounds (public,
private, PPP6&6s) .

1 Thevisionis international T asthe BIC skills gap is multi - country problem, with
dependenciesbetweencountrie s (eginternational talent sourcing), effectively
addressing the BIC skills gap requires a multi - countryapproachandcross  -border

collaboration. Building on both European and US experiences, the vision primarily
addresses the EU Member States.

1 Thevision addressesa multilevelstakeholderfield I severalstakeholderson
severallevels have arole to play in addressing BIC skills development for SMEs.
Therefore, the vision should facilitate the identification of roles and concrete
actionsat differentleve  Is i European, national, regional - fordifferent stakeholder
groups. The lattercaninclude public authorities, private actors, educational
institutionsand public - private partnerships.

1 Thevision acknowledges the diverse SME landscape i thevisionack nowledges
at the one hand the broad and diverse SME landscape, but onthe otherleaves
enough room for actiontoderive fromthe visionthat are targeted to specific SME
categoriesand (industry  -) specific.

6.2. Vision statement
The activities conducted led to the formulation of the following vision statement, whichis

supported and validatedby a broad variety of relevant stakeholder groups that were
consultedinthe process:

Enabling an increased adoption of cybersecurity, big data, and internet of things by
European SMEs via supporting measures that strengthen ecosystems and structuraly
enhance the supply of necessary skills and facilitate organisational development.

In this vision statement, the following elements are important:

1 SMEsare partof a value ch ain of companies ,which allows themto share,
collaborate, learn and grow. Measures should strengthenthese ec osystems, as
they are the most effective driving force of increasing the adoption of big data,
internet of things and cybersecurity.

1 Advancingth e digital maturity of SMEs starts with a strategy to adopt

technology to create businessvalue :understanding the skills a company
requires, starts with an understanding of how the technology c ontributes to the
company6s strategy. Me asalinceeasingawarenésdoftioetoa i me d

embrace and embed these technologiesin the digital strategy of the enterprise,

and fromthat directionderive the competencesand roles and skills involved to

deliver on that strategic objective. Measures should also incl ude concrete tools
and instruments that facilitate capability developmentin the organisation

(especially froman HR function point of view T whichis often lacking or minimally
organisedin SMES).

1 Technology adoption requiresthe right skillset .Measures should be aimed
towards increasing the supply of the necessary skills on the labour market, via
upskilling programmes of employees in the company and by increasing the
number of graduates inthe relevant educational fields (universities, business

schools, VET).
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6.3. Supporting measures to be considered to boost skills
development

In orderfor this vision to bec ome effective, it needs to be operationalised and translated
into concrete supporting measures to tackle the variety of barriers as presentedin the
root - causeanalysisinsection2.5.3.

The underlying conceptto designaroadmap with s upporting measures stems from the
understanding of the balance between an organisati ol
adopt technology as business opportunity, and the required human capitalto deliveron

that investment. It is about the decisionto investi n building a capability atthe

organisational Il evel (6decided), to systematically
(6plandéd), and consequently finding the right people
t hat capability (6exec utassoriatedmwithphbsegompetences,ul f i |l r ol e
using methods and tools to add specific value. We used this step -wise approachto

structure the roadmap with supporting measures, buil
Besides these three generic steps of technology ado ption, the fourth factoris the direct

environment or ec osystem.

ocCIDge QAN FEUze
@ — — — —
Make the Plan fFor Find people to
decision implementation execute
Understanding, Plan to deliver on Develop the
and deciding on, that strategic human capital to
the strategic goal by competently
business organising around deliver on the
opportunity people, processes strategy
& tools

Business Environment - Ecosystem

Figure 44 Step -wise approach for organisations to adopt new technologies for creating value

The supporting measures are consequently clustered into fourthematic streams:
Q) Strengthening ecosystems : Being connected and embedded in regional or
sectoral support structures Tdecosystesme&sential for SMEs® ski

development. Inevery cornerof Europe, SMEs needto be embedded in networks
and have accesstonearby  support(knowledge, guidance and learning).

(2 Strategic outl ook devel::oAmetEaincredsétdeeci de 6)
understanding of the strategic business opportunity of adoption of BIC. Starting
withraising awareness and creating a strategic outlook. Also req uiring
strengthening of direct business environment and facilitation of c ollective action.

3) Structured skills deyv eFranvisiontoplan{stppdrit SMES )
with the implementation of structured skills development, enhance capabilities for
assessme nt, monitoring and decision - making (the business case!) & increase

transparencyand accessto funding.

4 Tailoring training to SMEsnGreaseedudasiondndteanirgc ut e 6) :
offers: build sustainable training offers that match SMEs needs (content, form,
set - up). Develop training capacity. Collectintelligence to increase understanding
of needs. Reduce directcosts.
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ROADMAP

Skills development for SMEs: Fostering the Adoption of Cyber-security, Big Data and loT

STREAM
[T-using and D
SMEs in differ | STRUCTURE
of maturity From vision to plan: support SMEs
‘-"‘ == ] skills development, enhance capal
decision-making (the business case!) & increase transpe
funding.

STREAM II.
STRATEGIC OUTLO!

Aimed to increase the understanding ! !

of adoption of BIC. Starting with raisit n '

outlook. Also requiring strengthening. VISION o
facilitation of collective action. Enabling an increased adoption of cybersecurity, big
data, and internet of things by European SMEs via
supporting measures that strengthen ecosystems and
STRE structurally enhance the supply of necessary skills and

TAIL ©® SMES' NEEDS facilitate organisational development.
Increase education and training offers: build sustainable training offers (SN N7) |

that match SMEs needs (content, form, set-up). Develop training capacity.
Collect intelligence to increase understanding of needs. Reduce direct

Gt NEW START
Figure 45 Vi sual i sation of the roadmapés main streams of
6.3.1. StreamA - Strengtheningthe

ecosystem

Streng thening of the ecosystemrevolves around the improvement of accessfor SMEs to
knowledge, guidance and learning within their current and other ecosystems. As
mentioned earlier, being connected and being embedded in regional or sectoral support

structures T6ecosystieme&Gsential for SMEsdé skills devel

oftenlackaccess to such networks, to tacit and explicit knowledge and/orto facilities

that help accelerate skills development. It can be difficult forthemto organise shared
services i whichis easierin an ecosystem -, and the managerial capabilities tobecome
anchored in ecosystems are sometimes lacking. Lastly, the availability of BIC skills

support structures throughoutthe EUis currently fragmented, with some regions having
sufficientand adequate servicesin place, whereasin others no services were found at all
whenit comes to BIC skills.

Being connected and having access to knowledge, guides inthe area of BIC, education

opn

and facilities is key for SMEs. As aninterviewee pu t it: Afor SMEs, it it
In every cornerof Europe, SMEs needto be embedded in networks and have access to

nearby supporto. In this respect, it is encouraging
foresees a crucialrole for the Digital Innovatio n Hubs (DIH) in providing SME support,

withthe goal of having one hub in every region by 2020 308- DIHs are one - stop -shops

where companies can accessand testdigitalinnovations, gainthe required digital skills,

get advice onfinancing supportand ultimate ly accomplish their digital transformation. As

stated by the EC Commi ssioner on Digital Economy anc
benefit of a DIH in their region to support the digital transformation. By ensuring a

strongpan - EUnetworkof DIHs withani nvest ment of 0100 min -3020r rk
we make sure everyone is ncluded, in all regi o

The measures for strengthening of the ecosystem(and initiatives) are clustered along
three sub - goals:

308 https://ec.europa.eu/digital -single - market/en/blog/digital -innovation _-hubs -joining -forc es-accelerate -digital -

transformation _-european -industry

309 https://twitter.com/GabrielMariya/status/102 73303397 34253569
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Al. Mappingof ecosystemns;
A2. Strengthening and expanding existing ecosystems;
A3. Boostingthe effectivenessof the ec osystems.

Al Mapping of ecosystems
The mapping of ecosystems is aimed at determining the current state of play by mapping

of existing ec osystems, identifying their strengths & weaknessand increasetra nsparency
thereof. Theoverallaim of this sub - goalis to contribute to the availability of and ac cess
toregional support structuresand facilitate the access of SMEs to concrete guidance,
educationandtraining in the area of BIC skills development offer ed by theseregional
support structures.

In orderto gatherthe necessary intelligence onthe ecosystems to meet thesesub - goals,

two measures are proposed. T he first measure is the investment inresearchto
understandthe state of play & existing capacities. Thisincludes, forexample, the

mappi ng of accesspoints/hubsto improve transparency, undertake gap analysis, and the
take - up of shared services centres.

The measures described include an assessment of stakeholderinvolvement for each of
the measures; and relevant sources, like handbooks, g uidancenotes orexamples of
successfulinitiatives.

Stakeholderinvolvement is classifiedin the following c ategories:

9 Lead: central coordinator, monitors actions undertaken
Act: main responsible for implementation of key actions

Support: responsible for  non - key actionsfeeding into key actions or participating
in anon - leadingrole in key actions

1 Encourage: incentivize participation of other stakeholder groups

Subject Description

Stream/ A. Strengthening the ecosystem> 1. Mapping of ecosystems

Sub - goal

Measure Investin researchto understand the state of play and
existing capacities

Short Desired output of the researchincludes, interalia, a mapping of

description access points/hubsto improve transparency, and the take - up of
shared servicescenters. Based uponthe research, a gap analysis,
exploring the difference between currentand desired future s tate

Stakeholder i European Commission: Lead & Act i conductor

involvement commission research

1 Nationalgovernments: Support European Commission T
provide input

1 Education: Support European Commission I provide input

9 Industry: Support European Commission T provide input

9 Associations: Support European Commission T provide input
1 Other: -
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The second measure is the creation of shared databases and tools to make information
accessible to stakeholders. T his allows more efficient distribution of information and
insights, most notably best practices, among stakeholders

Stream [/ A. Strengthening the ecosystem> 1. Mapping of ecosystems
Sub - goal
Measure Created shared databases and tools to make information

accessible to stakeholders

Short Online available information, accessible to the public, on
description
Stakeholder 1 European Commission: Lead & Act - exchange best practices
involvement Nationalgovernments: Act - databaseand tooldevelopment
Education: Support nationalgovernment T provide input,
dissemination
Industry: -
Associations: -
1 Other: Intermediaries T support national government T provide

input, dissemination

A2 Strengthening and expanding existing ecosystems

The strengthening and expansion of the existing ecosystems aims to support existing
networks, hubs and initiatives to reach a more comprehensive coverage whic hwillallow
themaccesstoevery SME.

Three measures are proposedto achieve these aims. Firstly , policies and funding
programmes that help to support SME communities, networks and ec osystems should be
develop and supported. Thismeasure is geared towards providing every SME in EU with

a nearby hub where they canbenefit frominformation, training, g uidance on skills
development. In particular, supportto the Digital Innovation Hubs should be prioritised

as good example of a hub that has enabled SMEs communities.

The digitalinnovation hub initiative seeks to build synergies with already ongoing

rele vant initiatives. A wealthof expertise already existsin Europe, with competence
centresinseveralareas already being operational. In addition to 660 cybersecurity
competence throughout the EU, over 200 so called Digital Innovation Hubs 310
throughout the  EUare providing support to companies in theirrespective regions. Digital
Innovation Hubs are one - stop - shops that support companies to become more
competitive by using digital tec hnologies. They are based upon technology infrastructure
(competencecentre)  and provide accesstothe latest knowledge, expertiseand
technologyto support their customers with piloting, testing and experimenting with

digital innovations. As proximity is considered crucial, they act as a first regional point of
contact,adoorway .ADIH is a regional multi - partner cooperation and canalso have
strong linkages with servic e providers outside of their region supporting companies with
accesstotheirservices. Figure 6 - 2illustratesthe functioning of Digital Innovation Hubs.

310 http://s3platform.jrc.e c.europa .eu/digital -innovation -hubs
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Figure 46 The functioning of Digital Innovation Hubs s

The present initiative seeks to leverage the wealth of competence centers already
operational, as DI H6s address several of the barrier
and availability of guidanc e, education and training, and limited financialresources.

Moreover, the target group and t eonhewththegi es covered
present initiative, as DI H6s hiaatlmwughthegrsupportisc ul ar f oc u:
not limted toSMEs i and the use of digital technologies such as big data, loT and

cybersecurity.

A. Strengthening the ecosystem> 2. Strengthening and expanding

Stream /

Sub - goal existing ecosystens

Measure Develop and support policies & funding programmes that
help to support SME communities, networks and ecosystems

Short Leverage existing Digital Innovation Hubs or stimulate the creation

description of new ones by stimulating downstreamactors (CoCs, business dev
agencies, regional business clusters etc.) to organise/create such
hubs, offering every SME in Europe to benefit froma nearby support

U |pid.
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Purpose

Stakeholder
involvement

center. Key he reis to stimulate existing or new DIHs to explicitly
address the topic of skills development.

Addressing B1, B2, B3, F2,F3, F5, G1, G2, G5.

1 European Commission: Lead & Act i develop policies and

funding programmes

1 Nationalgovernments: Support European Commission
out of policies and programmes

Education: -
Industry: -
Associations: -
Other: -

= =| -4 -

Secondly,research onthe existing policies and initiativeslandscapeis required to identify

and promote good

practices. This allows to leverage lessons learned fromsuc c essful

initiatives instead of reinventing the wheel

Stream/
Sub - goal

Measure

Short
description

Stakeholder
involvement

A. Strengthening the ecosystem> 2. Strengthening and expanding
existing ecosystems

Researchthe existing policy & initiatives landscape to
identify and promote good practices

Successfulinitiativesin the area of BIC skills development for SMEs
exist, but are fragmented and not equally available in the EU. Their
availability tends to be skewed towards Western and Northern
Europe. Europe should investigate the development of a mechanism
to:

9 Sustain successful practicesinthis area;

I Transferlessonslearnedto otherregions;

Scale successful practices where possibl e

1 European Commission: Lead & Act i promotion of practices

I Nationalgovernments: Act I collectinformation; Support
promotion of practices

Education: -

Industry: -

Associations: Support national governments I collection,

promotion
1 Other: -

As part of this measure, clarifying the business case for SMEs may be an important step
tomake SMEs understandtheimportance of investmentin BIC skills.
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Stream /
Sub - goal

Measure

Short
description

Stakeholder
involvement

A. Strengthening the ecosystem> 2. Strengthening and expanding
existing ecosystems

Clarify the business caseto illustrate ROl and support
informed decision making

Provide examples of positive business casesfor SMEs. Preferably
supported by a simple tools to support SMEs in calc ulating the BIC
skills investment

il

== =4 4 -4 -

European Commission: Lead/ Act i clarify business case,
promote
National governments: Support - promote

Education: Support - promote

Industry: -
Associations: Support - promote
Other: Intermediaries - Support - promote

Thirdly, policies which help to mobilise accelerators/downstreamactors needto be

extended and, wherenos

pecific policies are in place yet, developed. Inthis measure,

specialattention needsto me given to ensure involvement of SMEs themselvesto make
sure policies are aligned with SME needs

Stream / A. Strengtheningthe  ecosystem> 2. Strengthening and expanding
Sub - goall existing ecosystems
Measure Extend and develop policies which help mobilising
accelerators/downstream actors
Short Getting accelerators/downstream actors mobilized by means of
description interpersonal communication and peer -to - peer exc hange with a focus
on joint goals.
Stakeholder 1 EuropeanCommission: -
involvement 1 Nationalgovernments: Lead/Act - develop policies
1 Education: -
1 Industry: Support national governments T provide input
1 Associations:
1 Other: Downstream - Support nationalgovernments T
provide input
A3. Boosting the effectiveness ofthe ecosystems

The boosting of the effectiveness of the ec osystems is aimed at ensuring that the support
offered by the ecosystemto SMEs is optimally focused on achieving the overarching goal
of e - skills development within SMEs. T othis aim, two measures are proposed.

Firstly, EU and national programs that facilitate knowledge sharing should be initiated.
Knowledge sharing allows stakeholderwithinthe ecosystemto learn from others about
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the optimal method to support SMEs in theirunderstanding of the need of investment in
BIC skills and the ways in whichto obtaintheseskills.

Stream/
Sub - goal

Measure
Short

description

Stakeholder
involvement

A. Strengthening the ecosystem> 3. Boosting the effectiveness of
the ecosystems

Initiate EU and national programs that facilitate knowledge
sharing

The development of programs that aimto connect and mobilize
people and resources withinthe ecosystemwith afocus on
knowledge sharing and mutual learning. Important to ensure any
exchange of knowledge is based uponinformation that is relevant
and up -to-date.

I European Commission: Lead/Act i EUlevel

1 Nationalgovernments: Act T nationallevel

I Education: Support i contribute input forknowledge sharing
9 Industry: Support i contributeinput forknowledge sharing
1 Associations: -

1 Other: -

Secondly,a collaboration between hubs and education is expected toimprove the match
between demand forinformation and skills fromthe side of SMEs and its supply as

offered by education. A bettermatch ensures a more effective adaptionof BIC by SMEs.

One such example is the JADS MKB Data - labinthe Netherlands, whic h offers tools and
solutions to SMEs that allow themto integrate data scienceinto their business by means

of PoCs.

Subject Description

Stream /
Sub - goal

Measure

Short
description

Stakeholder
involvement

A. Strengthening the ecosystem> 3. Boosting the effectiveness of
the ecosystems

Stimulate collaboration between hubs and education system
to bettertailorto needs

Information available at hubs on skills needs of SMEs can strengthen
the adaption of BIC within SMEs
European Commission: -

Nationalgovernments: Lead

1

1

1 Education: Act i improve curriculum

1 Industry: Act 1 transferinformation onneeds

I Associations: Supportindustry T stocktaking of needs
1

Other: Intermediaries T Support industry 7 stocktaking
of needs
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6.3.2. StreamB - Strategic outlook
development

Being connected and having access to knowledge, guides inthe area of BIC, education

and facilities is key for SMEs. As an interviewee p!
In every cornerof Europe, SMEs needto be embedded in networks and have access to

nearby supporto. In this respect, it is encouraging
a crucialrole for the Digital Innovation Hubs (DIH) in providing SME support, with the

goal of having one hub in every region by 2020 312. DIHs are one - stop - shops where

companies can access and test digital innovations, gain the required digital skills, get

advice on financing support and ultimately ac complish their digital transformation. As

stated by the EC Commi ssioner on Digital Economy anc

benefit of a DIH in their region to support the digital transformation. By ensuring a
strongpan -EU net work of DIHs with an invest men20200f 0100
we make sure everyone is #™ncluded, in all regionso

Bl. Raise awarenesswithin SMEs
B2. Strengthenthe directbusinessenvironment of SMEs
B3. Facilitatecollective action

B1. Raise awareness within SMEs

Instead of jumping into developing BIC skills, SMEs first need to be able to articulate
theirskills need: what are exactlythe roles needed, and which skills do these roles need

to have toworkwith BIC technologies? Information of SME managers and/orowners on

the potential of the BIC technologies is animportant fi rst measure.
Stream / B. Strategic outlookdevelopment>1. Raise awareness within SMEs
Sub - goal
Measure Inform SME managers/owners about the potential of BIC

technologies and encourage innovation

Short Improve awareness and facilitate the implementation of

description cybersecurity requirements and standards T that includesadaptation
of the standards for SMEs. T helatteris already initiated in various
initiatives, among which the @l alf o

SME Alliance. T his assists SMEs in setting up ISO / IEC 27001 on
information security management.

An investigation of what is already being developed, suchasthe
aforementioned guide, should lead to the identification of blind

spots. Withinthese blin  d spots, action should be taken. This should
be combined with a promotion and awareness campaign, making
SMEs aware of cybersecurity requirements and standardsand the

existence of such guides.
Stakeholder 1 European Commission: Lead
involvement 1 National governments:Act - develop/encourage policies
312 https:/lec _.europa.eu/digital _ -single - market/en/blog/digital -innovation -hubs -joining -forces - accelerate -digital -

transformation _-european -industry

313 https://twitter.com/GabrielMariya/status/102 7330339734253569
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Education: -

Industry: -
Associations: Support national governments I promotion of
insights
1 Other: -
Relevant Info sec for SMEs

resources

Specialised HR departmentsare often lacking in SMEs and a slow adoption of existing
competence frameworks in existing trainings furthercontributeto a lack of awareness
and difficultiesin pinpointing the skills to be developedto benefit fromBIC technologies.
Toaddress this challenge, the ecosystemof the SMEs can play a supportive role in

raising awareness among SMEs by offering information.

Stream Sub - B. Strategic outlookdevelopment>1. Raise awareness within SMEs
goal

Measure Support organisations, initiatives and platforms that foster
collaboration and knowledge sharing

Short Nearby support for SMEs is essential, as they tendto havearegional
description focus. Regional training programmes have the potential of linking
SMEs to other SMEs that follow the same training, thus facilitating
sustainable networks, knowledge sharing and peer - 2- peer learning.

Effective existing training mechanisms offer a portfolio of services,
addressing the several stages of maturity, fromawareness to action:
starting with best practices and company visits, to business model

redesign, actual experimenting, test ing, etc.
Stakeholder 1 EuropeanCommission: -
involvement f Nationalgovernments: Lead/Act i develop support policies
1 Education: -
1 Industry: -
I Associations: Supportinitiatives
1 Other: Intermediaries - Act - developinitiatives
Relevant Mittelstand4.0
resources

Intermediaries canalso play animportant role in the adaption of BIC technologies within

SMEs. Furthermore, if SME owner/managers do not know what they need, they are not
able to assesswhetherit is more beneficialto internalise certain skills or to hire themon

the market.

Intermediaries like accountantshave atrusted relationship with SMESs, meaningthey can
alsoact astrusted advisorinrelationto BIC adoption. Similarly, other stakeholdersin the
ecosystemmay play a similar role in advising SMEs on BIC. Insurance companies are in
frequent contactwith SMEs and have a similar interest as the SMEs to prevent SMEs

being exposedto societalrisks (e.g . cyberattacks targeting the SME).
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Subject Description

Stream / B. Strategic outlookdevelopment > 1. Raise awareness within SMEs
Sub - goal
Measure Involve intermediaries that can act as advisors in adoption of
BIC technologies T in particular engage accountancies and

insurance companies to increase (cybersecurity) awareness
and prevention

Short Stimulate intermediaries to (further) extend theirrole as advisorto
description alsoinclude advisory serviceson BIC technologies.

Accountancies  arein regular contactwith SMEs and advise them
on business continuity matters. Most accountants are SMEs
themselves and hence can understand SMEs. Theyare well
positioned to make SMEs aware of the threats (and opportunities) of
cybersecurity,andtrigg  erthemto action. Accountancies across
Europe are already developing initial points of view and checKlists to
support SMEs in this challenge (some can be found here).

Insurance  companies onthe otherhand carry part of the societal

risk of SMEs being imp  acted by cyberincidents. Increasingly
insurance companies are moving to pro - active prevention policiesto
make SMEs aware about the risks and about easy steps to become

more secure and resilient. Viatheirinsurance policies theyhave a
financialleverto trigger SMEstoaction.

Stakeholder 1 European Commission: Stimulate i Uptake by associations at
involvement Europeanlevel

1 Nationalgovernments: Stimulate 1 Uptake by associations at
the nationallevel

Education: -
Industry: -

Associations: Intermediarie sassociations T support
intermediaries

1 Other: Intermediaries - Act - offeradvisory services on
BIC adoption

An alternative and more pressing route to raise awareness consists of legal obligation.

Most notably, cybersecurityis an area with potential negative externalities in the form of
networkinfection throughout a broader ecosystem. Consequently, there may be ground

to consider legislation relatedto cybersecurity.

Subject Description

Stream / B. Strategic outlookdevelopment > 1. Raise awareness within
Sub - goal SMEs
Measure Investigate the feasibility of legal enforcement of

cybersecurity
Short Our analysis shows that awareness of cybersecurity is still an issue
description for many SMEs, while cyberattacks may impact the whole value
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chain. Therefore,the feasibility of a legal enforc ement of
cybersecurity should be investigated, including accompanying
cybersecurity assessmentsto support organisations in theiruptake
of cybersecurity. Penaltiesand tax credits can be considered.

Stakeholder 1 European Commission: -
involvement 1 Nationalgovermnments: Lead
1 Education: -
9 Industry: Support national government i feasibility
assessment
9 Associations: Support national government i feasibility
assessment
1 Other: -
B2. Strengthen the direct business environment of SMEs

The technological savviness of SME owner/managers dependson a multitude of factors,

of whichone is age. Overall, SME owner/managers have difficulties understanding the

impact of BIC technologies, orrealising the urgencytoactonit. A long - termvision on

adopting BIC is lacking, and the focus is rather on operational matters. In addition to this

internal perspective, also the technological maturity of the environment plays arole, as

an environment stimulating for instance open data fosters the uptake of bigdata. To

address the above portrayed relatively |low 6tech
severalmeasures are proposed.

First, collaboration with researcherscan be stimulated to improve SMEs possibilities in
the field of BIC. One suchexample is the cooperative research centres programin
Australia. 3

Subject Description

Stream / B. Strategic outlookdevelopment>2. Strengthenthedirect

Sub - goal business environment of SMEs

Measure Stimulate collaborative projects between SMEs and
researchers

Short The technological maturity of SME manager/owners can be

description improved, and SMEs can be supported in the adoption of BIC by

working together with technology experts, such as researchers. To
thisend, researchschem escanbe developed specifically aimed at
starting joint projects between SMEs and researchersonthe topic of
skills development for SMEs. Moreover, datalabs may enable SMEs
to explore the potential of BIC.

Stakeholder 1 EuropeanCommission: -
involvement f Nationalgovernments: Lead/Act - Encourage uptake
9 Education: Act 1 engage with SMEs
1 Industry:Act 1 engage with Education
s14 https:/Mww.business.qov.au/assistance/co operative -research -centres -programme/cooperative _-research -

centres -projects -crc-ps
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9 Associations: Supportindustry T engagement withEducation
1 Other: -

Second, continues investmentin infrastruc ture willremain imp ortant as necessary
conditionto allow SMEs to build up abusiness case oninvestmentinBIC.

Stream / B. Strategic outlookdevelopment>2. Strengthenthedirect

Sub - goal business environment of SMEs

Measure Continue toinvestin infrastructure that enablestechnology
adoption

Short Efforts to improve framework conditionssuch as opendata, open

description APIs, the data sharing econonmy, should be continued and sustained
tofacilitatethe adoption of big dataand loT. But also investment

into the main physicalinfrastructure (broadband, 5G) will warrant
continuedattention.

Stakeholder 1 EuropeanCommission: -
involvement

=a

Nationalgovernments: Lead/Act i developinfrastructure
policy, stimulation of investment

Education: -
Industry: -

Associations: -

= =_ 4 =

Other: Infra providers - Act T Investininfrastructure

Third, a matchmaking platformcan catalyse SMEs intheirstepsinto BIC.

Stream / B. Strategic outlookdevelopment>2. Strengthenthe direct
Sub - goal business environment of SMEs
Measure Design a matchmaking platform that links technology

solutions in the area of BIC with SME needs

Short Development of platforms at local/regional level with a specific focus

description on (IT -using)SMEs.To ensure optimal platformimpact,
transparency on quality of servicesand prices of services offered
should be ensured. Possibly, the platformmay also facilitatein joint
procurement and shared services (described under B3).

Stakeholder 1 EuropeanCommission: Act 1 Exchange of bestpractices

involvement f Nationalgovernments: Supportlocalregional governments i
platformdevelopment stimulation

I Education: Support Intermediaries T provide technology
solutions

Industry: -

Associations: -
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1 Other:Intermedi aries T Lead/Act T develop platforms;
Local/regionalgovernment I Support - platformdevelopment

As fourth and final measure, national cybersecurity
business environment.

Stream / B. Strategic outlookdevelopment >2. Strengthen the direct business

Sub - goall environment of SMEs

Measure Stimulate the development of national Cybersecurty
frameworks for SMEs

Short The development of a national framework helps to createa common

description language to compare the business practices to prevent and tacke

cyberrisks. The framework may help an enterprise to plan a cyber

risk management strategy, developed over the time according to its

business, size and other distinguishing and specific elements of the
enterprise. Adoption of the framework can be mandatory or
voluntary, and can be accompanied by for instance checklists, and

self - assessments. Interviewees also suggested to investigate the
feasibility of cybersecurity audits under the framework. In the init ial
audit phase (firstyears), financial support fromthe government could

be required, while after some time communities should be seff -
supporting with regards to the auditor.

Stakeholder 1 EuropeanCommission: -

involvement f Nationalgovernments: Lead/Act i stimulation of
developments, promotion of the frameworks
Education: -
Industry: -
Associations: Support national government - promotion of
the frameworks

1 Other: Intermediaries I Support nationalgovernment -

promotion of the frameworks, ENISA I support national

governments 1 inform on developments

B3. Facilitate collective action

One common challenge for SMEs is overcoming the small scale of the company, resulting
in diseconomies of scale. Investmentthat are partly fixed, thatis similar for each
company, weight relatively heavieronsmall firms in comparisonto large firms. To
overcome this challenge, collective actionswith other SMEs orwith partners withinthe
value chainmay be used.
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Most notably, SMEs may want to explore joint proc urement and shared services. By
sharing the burdenamong more parties, the (financial) barriers for SMEs reduce. One

suchexample is the Cyber Resilience Center Brainport initiative inthe Netherlands. 315
315 https://www.brainport.nl/nieuns -ontwikkelingen/primeur  -brainport -eindhoven -voor -ketenweerbaareid -
cybersecurity
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Stream/ B. Strategic outlook  development>3. Facilitate collectiveaction

Sub - goal

Measure Promote and facilitate joint procurement and shared services

Short SMEs alone might not have the financial resources to effectively
description ensure cybersecurity orto workwith big data/loT but organising

shared serviceswith other SMEs (or joint procurement) might enable
themto work with BIC. Such cooperation can also be achieved with

large companies in the value chain. Furtherinvestigationinto the
conditions and success factors and the prove ninstrumentsto drive
shared servicesis recommended.

Stakeholder
involvement

European Commission: -
Nationalgovernments: Lead/Act - review blocking regulation
Education: -

Industry: -

= =4 -4 -4 -

Associations: Support national government - promotion of the
frameworks

1 Other: Intermediaries T Support nationalgovernment -
promotion of the frameworks

6.3.3. Stream C - Structured skills
development

The technological savviness of SME owner/managers depends on a multitude of factors,

of whichone is age. Overall, SME owner/managers have difficulties understanding the

impact of BIC technologies, orrealising the urgency toactonit. A long -termvision on
adopting BIC is lacking, and the focus is rather on operational matters. In addition to this

internal perspective, also the technological maturity of the environment plays arole, as

an environment stimulating for instance open datafosters the uptake o f big data.

To address the above portrayed relatively |l ow 6tech
the followingsub - goals are identified.

Cl. Supportimplementation of structured skills development
C2. Enhance capabilitiesfor monitoring & decision -makingi n SMEs
C3. Increasetransparencyandaccessto funding

C1. Support implementation of structured skills development

Professionals possessing the specialised skills needed to work with BIC technologies are
scarce.SMEs face several challengesinthis regard, within the context of an ageing
Europeanworkforce. SMEs compete with big corporates toattractand retain talents that
possess the required combination of skills. And it is not just about attracting and

retaining talents;also, continuous development of skills and knowledge is essentialfor

the growth of theircompany. To overcome these challenges, this initiative fo reseesthe
following measures.

Existing initiatives forman important starting point. Plenty of blueprints, frameworkand

tools are available that can supportintheir structured skills development. Examples in
Europeincludethee -Competence framework(e - CF)andthe EDISON program for data
science.Inthe United States, the NIST cybersecurity framework, can serve as an

example.
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Stream/ C. Structuredskills development >1. Support implementation of
Sub - goal structured skills  development
Measure Promote blueprints, practical frameworks and tools that

support SMEs to build a smart (HR) strategy

Short The blueprints, frameworks and tools identify which competences

description are necessaryto be able to develop specific capabilities; and which
roles are involved into ac hieving these capabilities. Preferably, the
blueprints, frameworks and tools also offera self - assessment that

allows SMEs to obtain a clearinsight into any gaps between available
and required competences.

Stakeholder
involvement

European Commission: -
Nationalgovernments: Lead
Education: Act - identify tools
Industry: Act - express needs

Associations: Act - tailoringtools to SME needs

= =4 4 -4 A -

Other: Downstream - support Industry i identification
of needs

Key insights from the various blueprints, frameworks and toolmay be bundledinto a
single, easily accessible starters guide for SMEs.

Stream [/ C. Structuredskills development >1. Support implementation of
Sub - goal structured skills  development
Measure Devel op 06how -gumance forEMESO
Short Consolidation of information from blueprints, frameworks and tools
description into a single source. Tailoring the information for different company
size classes. Explore improvement on accessibility of the document,
including editorialand the location (e.g.a single web - portal).
Stakeholder 1 European Commission: Lead/Act i develop
involvement materials, promotion

1 Nationalgovernments: Support European
Commission 1 promotion

Education: -

Industry: -

Associations: Support European Commission I promotion
Other: -

= =| -4 -

Also within value chains, various examples of actions supportive to SMEs skills
development, most notablyin cyberresilience, are available. One such example is the
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cyberresil ience centre Brainport in the Netherlands.

318 Inthis initiative, the larger firms

support SMEs with respectto their cybersecurity to improve the overallresilience of the

entire value chain.

Stream / | C. Structuredskills  development >1. Support implementation of
Sub - goal structured skills development
Measure Promote examples of value chains supporting SMES to
become cyberresilient
Short Similar to joint procurement and shared services, as discussedunder
description streamB3, cooperation withinthe value chain can offerbenefitsto
SMEstoimprove cyverresilience
Stakeholder 1 European Commission: Lead
involvement National governments: Support Associations - Encourage
associations
Education: -

Associations: Act

= =4 -4 -

Other: Downstream

Structured skills development is bound to be more successful

- support associations

Industry: Initiate practicesto strengthen thevalue chain
- collectexamples

T collectexamples

if a proper stocktaking of

the skilsl potential withinthe company is properly assessed, forexample by means of an
aptitude test. One such a successfulexample is Skillnet Ireland, where a significant

untapped potential for cyber skills turned out to be

present.

Stream [/ C. Structuredskills development >1. Support implementation of
Sub - goal structured skills development
Measure Tap into talent and involve staffin the development ofa
company HRstrategy

Short Test forlatent skills already present withinthe company by means
description of an aptitude test.
Stakeholder 1 EuropeanCommission: -
involvement 1 Nationalgovernments: Lead

I Education: Supportindustry I offerinsights

I Industry:Act - amendHR strategy

I Associations: Supportindustry T encourage action

1 Other: Downstream - Support Industry T offerinsights,

encourageaction

816 https://cwbrainp  ort.nl
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Tomake attraction of qualified external staff easier, a recognition mechanismfor BIC
skills. An important initiative to recognise informallearn ing is presented by the BDVA
Skills TaskForce 3!,

Stream [ C. Structuredskills development >1. Support implementation of
Sub - goal structured skills development
Measure Designan EU - wide mechanisms to recognise skills acquired
through informal and non - formal training
Short Various mechanisms are available, like accreditation,academic
description degrees, certificates, labels, and badges. Especially badges,
supported by online verificationof their authenticity and ownership,

are a low - threshold method to support skill recognition.

Stakeholder
involvement

European Commission: Lead/Act - create mechanism
Nationalgovernments: -

Education: -

Industry: -

Associations: -

Other: -

== =4 4 -4 -—a -

C2.  Enhance capabilities formonitoring & decision - making in SMEs
Monitoring will support SMEs in understanding and strengthening their process of skills
development. It will also allow to betterassess where further strengthening is most
needed and decide toinvest.

One important measure for monitoring is the facilitationto self -assessment.
Stream [ C. Structuredskills development >2. Enhance capabilities for
Sub - goal monitoring & decision - makingin SMEs
Measure Facilitate self  -assessmentsto enable SMEs to detect skills
gapin their organisation
Short Building on the workconducted in this initiative (first concept of a
description self - assessment),a new European initiative should be launched
specifically focusing onthe development of a self - assessment, taking
into accountregionaland sectoral particularities an dthe various
types of SMEs that exist.
Stakeholder 1 European Commission:; Lead
involvement I Nationalgovernments: -
1 Education: Act - developassessment
1 Industry: -
1 Associations: -
1 Other: Downstreamactors I Support European Commission -
promote
817 https://www.digitalsme.eu/digital/uploads/20190412_4th -Workshop_2nd -ppt_Presentation -BDVe.pdf
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To ensure any investment into skills training is effective, quality of trainings should be
clear. Forthis purpose, quality labels for BIC trainings should be considered. Examples can
be foundis, inter alia, Germany 318 andthe Netherlands 3%°

Stream /[ C. Structured skills development > 2. Enhance capabilities for
Sub - goal monitoring & decision - makingin SMEs
Measure Researchthe possibility of quality labels for BIC - trainings
Short The use standardised competence frameworks and certificates allows
description SME manager/owners to assess the value of trainings and provides
themwith insights inthe competences professionals have. This makes
it easierforthemto 1) assess thevalue of trainings when considering

sending their employees to training, and 2) in case of recruiting
professionals, to assess the value of the trainings they have
conducted. Tothis end, it should be investigated to what extent it is
possible to develop standardised certifi cates throughout the EU. This
allows SME manager/owners in country A to better understand the
quality of training in country B.

The specific target group of SMEs should be considered when
investigating such certificates. Theyneedto be adaptedforthe scale
and affordabilityto SMEs 1 as there will be specific competences and
skills needed to implement BIC technologies (both by SMES, but also

Y

by the Aconsultantso to the SMEs.

Stakeholder 1 European Commission: Lead/Act - arrange mutual recognition
involvement f Nationalgovernments: Act - explore/develop regulatory labels

I Education: Act - explore/develop voluntary labels

1 Industry: -

1 Associations: -

1 Other: -

Furtherenhancement of monitoring can be achieved in the form of stocktaking of market
trends. As example, the market insights reporting initiative of VOICE, an association for
IT - using SMEs, canbe mentioned 3%

Stream [ C. Structured skills development > 2. Enhance capabilities for
Sub - goal monitoring & decision -making in SMEs

318 Trusted Cloud Initiative  (https://www.trusted  -cloud.de/ ).
319 https://mkb.nl/nieuws/bedrijfsleven -ontwikkelt -risicomodel -en-keurmerk -cyberbeveiliging

320 https://lvoice -ev.org/wissensplattform/
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Measure

Short
description

Stakeholder
involvement

Monitor market trends to inform SMEs

Collect information on, inter alia, market developments like new
services, newsuppliers, and conditions of service (topreventlock -n).
The monitor can also help to decrease dependency on external
providers by stimulating the anchoring of every SME in
networks/ecosystems/value chains. Such networks improve SMEs

access to knowledge and facilitate peer - to- peer learning. Networks
can eitherbe regional or sectoral (orboth).
1 European Commission: Lead/Act T monitoring
EU/global trends
Nationalgovernments: Act - monitoring national trends
Education: -
Industry: Support 1 formation of value chains,
knowledge transfer

I Associations: Act T Stimulate value ch  ain knowledge transfer

Other: Intermediairies T support national governments T
monitor trends

C3. Increase transparency and access to funding
As for all investments, financing plays animportant role.

Subject Description

Stream
Sub - goal

Measure

Short
description

Stakeholder
involvement

C. Structured skills development > 3. Increase transparency and
accesstofunding

Increase funding for skills developmentin SMEs

A successfulexample comes fromIreland, where Skillnet Ireland acts
as a broker between education and companies. Companies that want

to participate in Skillnet need to form a network (based on region
and/or industry) with which they need to cooperate and propose to
Skillnet explaining their need for skills de velopment. If Skillnet accepts
their proposal, Skillnet providesa grant of 50%. T he other 50% cormes
fromthe network of companies itself. In addition to financial support,
Skillnet matches the skill need with their network of educators, they
provide ment oring and coaching, ongoing enablement and strategic
support, and they conduct an independent evaluation of every
program.

This approach is quite successful, and it is worthwhile exploring

furtherits success factors and conditions for upscaling/replicati ng this
initiative in other EU countries.

1 European Commission: Support nationalgovernments -

funding
1 Nationalgovernments: Lead/Act - funding
9 Education: -
1 Industry: -
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i Associations: -

1 Other: -
Stream [/ C. Structured skills development > 3. Increase transparency and
Sub - goal accesstofunding
Measure Promote and scale successful funding mechanisms thatfoster

skills development

Short Identify which mechanisms have proventobe successful, identify the
description success factors driving this success and apply these, taking into
accountlocal circumstances.

Stakeholder 1 European Commission: Lead/Act i promote
involvement funding mechanisms

I National governments: Support European
Commission - promotion

9 Education: Support European Commission - promotion

1 Industry: -

9 Associations: Support European Commission - promotion

1 Other: Intermediaries - Support European

Commission - promotion
6.3.4. Stream D-Tailoi ng training to SMEs
needs

Currently, too often available trainings in the are
needs. Specific trainings inthe area of BIC are scarce (focusis often on digital skills in the
broadest sense), the formin which trainings are provided are not ideal for SMEs and too

often, trainings are too expensive. Another problemis that the trainings that exist are not

part of widely accepted framework. This results in difficulties with assessing the value of

trainings. Toadd ress t he current mismatch bet ween available
needs, the following measures contribute to ensuring a better match between available

training offerings and training needs of SMEs.

Embarking on BIC technologies requires investments in severalelements, of which one is
training of personnel. Having restrained financial resources, SMEs need to prioritise their
investments. An indirect return on investment may lead to the fact that training of
personnel in the area of BIC is not among the top priorities. External funding is required
but is not always available oris not easily accessible by SMEs.

The technological savviness of SME owner/managers dependson a multitude of factors, of

which one is age. Overall, SME owner/managers have dif ficulties understanding the impact
of BIC technologies, or realising the urgencyto actonit. A long - termvision on adopting
BIC is lacking, and the focus is rather on operational matters. In addition to this intemal
perspective, also the technological m aturity of the environment plays a role, as an
environment stimulating for instanc e open datafostersthe uptake of big data.

Professionals possessing the specialised skills needed to work with BIC technologies are
scarce. SMEs face several challenges in this regard, within the context of an ageing
European workforce. SMEs compete with big corporates to attract and retain talents that
possess therequired combination of skills. And it is not just about attracting and retaining
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talents:also for SME owner/m anagers, continuous development of skills and knowledge is
essentialforthe growth of theircompany.

Thefollowingsub - goals enable the tailoring of training needs.

D1. Increase educationandtraining offers
D2. Developtraining capacity

D3. Collectintelligence

D4. Reducedirect costsforSMEs

D1. Increase educationand training offers

Trainings are essentialfor skills development. Fortrainings to be optimally effective, they
need to be closely aligned with the training needs. Further improvement of the
understanding of training needs by education providers can support this alignment.

Subject Description

Stream [/  D. Tailoring training to SMEs® nee
Sub - goall training offers
Measure Increase understanding of education providers on how to

identify training needs, target groups & tailor offers

Short Making sure that teachers and professors continuously advances skills
description and knowledge based on the latest insights from industry. Think of
teacherexchange schemes, training programmes orthe development

of new (standardised) modules that teachers and professors can use
in the area of BIC.

Stakeholder 1 European Commission: Lead/Act T develop
involvement guidance, promotion

1 Nationalgovernments: Support European Commission -
promotion

Education: -

Industry: -

Associations: Support European Commission - promotion
Other: -

== =4 =4 =4

Although seemingly contradictory to the previous measure, trainings should make use of
certain key principles to ensure optimal knowledge transfer.

Subject Descripti  on

Stream  / D. Tailoring training to SMEsO6 nee
Sub - goal training offers
Measure Promote use of standard approaches and frameworks to

increase effectiveness intraining courses

Short Training offerings should be newly set up orrestructured both in form
description and content so that they are tailored to the needs of SMEs and go
beyond 6genericdéd digital skills, an
1 Modular, blended, not necessarily during business hours.

Innovative methods (eg gaming) should be explored.
1 Focus specifically onBIC
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9 Trainings are practical, include whole chain, and include
concrete examples
1 Trainings are provided in a plain language andin the mother
language of the SME
Easy patrticipation by SME should be the leading guiding principle
when developing the trainings. Both owners as well as skills specialists
should be targetedwith the trainings.

European Commission: Lead/Act - develop standards
National govermnments: Act 1 promotion of standards
Education: -

Industry: -

Associations: -

Other: -

Stakeholder
involvement

E E E EEE ]

The development of BIC skills throughout the company may go beyond just targeting the

specialists (see the description of the previous measure). Especially inclusion of BIC
modules innon - technical curricula will help to ensure broad support and understanding for

the usefulness of BIC skills throughout the entire organisation.

Subject Description

Sz /- D. Tailoring training hceassSddiation ane e
Sub - goall training offers

Measure Integrate BIC modules innon -techcurricula
Short Embedding technicalmodules in generalnon - technical (e.g. business
description administration) courses. Integrate technical skills in existing or new

courses addressing the current workforce;; and embed thesetechnical
modules in curricula aimed at addressing the future workforce
(students). An example could be a module oncybersecurity.

Stakeholder i European Commission: -
involvement f Nationalgovernment s:Lead
1 Education: Act - amend curricula
1 Industry: -
1 Associations: -
1 Other: -

Existing frameworks and blueprints can offera solid and efficient basis for the further
development of education and training offers. One example of such a source is DG
Connec t 6 s WMuekdygisalinitiative 3%

Subject Description

Stream / D. Tailoring training to SMEs®6 nee
Sub - goal training offers

321 https://makesmedigital.eu
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Subject Description

Measure Build on existing co - ooperation frameworks between
education and industry, and existing blueprints for training for
SMEs
Short Frameworks and blueprints to both develop, but also upscale
description education and training offers.
Stakeholder 1 European Commission: -
involvement Nationalgovernments: Lead/Act i identify blueprints,
promotion
9 Education: Support nationalgovernment T identify blueprints;
Act - tailortraining programmes
Industry: -
Associations: -
Other: -
To stimulate the attractiveness of BIC skills within edu cation, enough internships should
be ensured.

Subject Description

Stream [/  D. Tailoring training to SMEs?©d

Sub - goal training offers

Measure Stimulate internships

Short Create internships for students with BIC relevant skills
description

Stakeholder European Commission: -

involvement Nationalgovernments: -

Industry: Act - create BIC internships

1
1
9 Education: Support - offerinterns
1
1 Associations: Lead

1

Other: -

D2. Developtraining capacity

Currently, too often available trainings in the area of
needs. Specific trainings inthe area of BIC are scarce (focusis often on digital skills in the
broadest sense), the formin which trainings are provided are not ideal for SMEs and too
often, trainings are too expensive. Another problemis that the trainings that exist are not
part of widely accepted framework. This results in difficulties with assessing the value of
trainings. To address the current mismatc h between available training offering

needs, the following measures contribute to ensuring a better match between available
training offerings and training needs of SMEs.

S

nee

BI C

and

skill

SMEOGSs
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Increase inmobility of scarce expertswas achieved in Sweden

322

Stream D.Tailoring training to SMEsO® needs
Sub - goal
Measure Increase mobility of scarce experts
Short Most notably, increasing the possibility to combine two (or more) part -
description time positions, forexample one in academia and one in business, will
improve the availability of high - levelexpert to business.

Stakeholder 1 EuropeanCommission: -
involvement f Nationalgovernments: Support education

I Education: Lead/Act i explore possibility for part - time

contracts forkey experts
I Industry: Act 1 explore possibility forpart - time contractsfor

For an effective out

available. 323

key experts
9 Associations: -

¢ Other: -

-roll of tr aining, sufficient training facilities suitable should be

Subject Description

Stream D. Tailoring training to SMEs6 need
Sub- goal
Measure Investin facilities to support training programmes
Short Investment in facilities concems physical location. Typically, these
description may be avialable at hubs of withinthe localecosystem(e.g. Digityser
in Brussels). Testlabs may be neededforcybersecure loT devices.
Stakeholder 1 EuropeanCommission: -
involvement f Nationalgovernments: Act i stimulate investment
I Education: Lead/Act - develop facilities
1 Industry: -
1 Associations: -
1 Other: -
D3. Collectintelligence
322 Malin Rosqvist, Driving innovation and improving competences in Swedish SMEs ;
https:/mww.digitalsme.eu/digital/uploads/3rd -Workshop_1st -ppt_2019 -02-08_MalinRosqvist.pdf
%23 See, for examp le, Recommendation from thesis loT matchmaking platform for SMEs (TU Delft);

https://repository.tudelft.nl/fislandora/object/uuid:e31a8e50

-8f7¢c-4601 -ad97 - 272292092554 /d atastream/OBJ
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Training development may be supported by data on SME trainings needs and participation
motives.

Subject Description

Stream / D. Tailoring training to SMEs® need
Sub - goal

Measure Promote data  -driven approachesin SME support programmes

Short Achieve better insight into SME training needs to align policy and
description training offers by collecting SME consumption levels of trainings.

Aggregation of data, either at regional level and/or national level, may
provide insightful patterns toidentify SME needs.

Stakeholder 1 European Commission: Lead/Act - Specifyinformati on
involvement needs programmes

Nationalgovernments: Stimulate Education

Education: Act - Information collection

Industry: -

Associations:

Other:

Subject Description

Stream / D. Tailoring training to SMEsd® need

== =4 4 —a -9

Sub - goal

Measure Research motives of SMES to patrticipate in training

Short While this study offers much insights into reasons for non -
description participation of SMEs, more research intothe positive drivers is useful.
Stakeholder European Commission:  Lead/Act i researchmotives
involvement

Nationalgovernments: Stimulate Industry

Industry: Act - Provide insights

1

1

1 Education: -
1

1 Associations: Stimulate Industry
1

Other: -

D4. Reduce direct costs for SMEs

Embarking on BIC technologies requires investments in several elements,
ofwhich one is training of personnel. Having restrained financial resources,

SMEs need to prioritise their investments. An indirect return on investment

may lead to the fact that training of personnel in the area of BIC is not

among the top prio  rities. Funding has been discussed in stream C3. Here,

the focus lies on reduction of the direct costs. The following measures can

be considered.
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Innovation voucher scheme have proventheirworthin, interalia, Finland, the Netherlands
and Lithuania

D. Tailoring training to SMEso6 need

Stream
Sub - goal
Measure

Short
description

Stakeholder
involvement

.324

/

Stimulate innovative voucher schemes for fostering BIC skills
development

In order to foster SME skills development and to stimulate
experimenting with BIC, voucher schemes can be put in place.
Voucher schemes have provento be effective in different contexs,
and already exist with regard to innovation etc. (see examples furthe
below). The challenge s to integrate a skills dimension with regards
to emerging technologieswithinthoseschemes.

European policymakers should investigate an approachto:
Sustain successful voucher schemes and to integrate the
skills dimension insch  emes;

1 Transferlessonslearnedto otherregions;

1 Scale successful practices where possible and stimulate the
development of voucherschemesincase theydo not yet
exist.

As a primary funding vehicle, the ESF canbe used. In this case, it is
importantto include a focus on educational purposes, and to specify
for a range of technologies.

Besides dedicating the voucherschemes to skills

development/training (educational purposes), one should also

investigate the option of dedicating vouchers to the implementation

of cybersecurity standards. The bestwayto develop personal skills

is by alig ning themto the organizationalimprovements. For

instance, it is not by coincidencethat Agile (SCRUM) is implemented

by Acoachingd, which i si Tesaneprimdipteg
holds ground for SMEs with regard to the implementation of

cybersecur ity standards.

European Commission: -

Nationalgovernments: Lead/Act i develop, stimulate
schemes

Education: -

Industry: -

Associations: -

Other: -

1
1

=) =) =) =)

6.3.5. Governance: Creating overarching
governance for skills

Thereis aneedto create a stronger partnership between the public and the private
sectorinorder to offerleadership and vision for digital skills and jobs in Europe. T his

324

https://www.businessfinland.fi/en/for -finnish - customers/services/funding/sme/innovation -voucher_;

https:/mww.verslilie tuva. it/ paslaug os/kompetenciju - vauceris/
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https://www.verslilietuva.lt/paslaugos/kompetenciju-vauceris/

entails a specific commitment fromall the stakeholders in order to pursue common
objectivesand make investmentsto achieve them.

Build and furtherdevelop public - private partnerships on ICT skills and jobs, including
industry and trade associations, national, regional and local governments, companies,
educationinstitutions, researc hand ICT professionals. Ourrecommendationis forthe

establishment a European Public Private Partnership (PPP) for Skills and Jobs, as
suchentityis perfectly suited to enable a long - term, strategic approach andreduce
uncertainties by allowing for long - termcommitments.

In addition, this PPP needs to be accompanied by close collaboration with research and
universities as wellas industry to develop an evidence -based approachto skills
development, that can help identify future skills needs forthe digi taltransformation.

This strategicand evidence  -basedapproachto skills development needs to consider

market needs, thus laying the basis forinnovationin Europe. It is important differentiate
betweenthe differenttypes of new technologies or skills. Fo rinstance, cybersecurityis a
horizontaltopic, but big data or loT depend very much on the specific business model of

a company. Thus,there is a needto distinguish measures according to market demands

and needs, andtherefore, to baseactionon evidenc eandresearch on market demands.
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7. ToOOLBOX
7.1. Purpose of the toolbox

The purpose of the toolboxis to facilitate knowledge sharing and to encourage

stakeholders to engagein (new) initiatives that will support SMEs in adopting new

technologiesand developing the required skills. It aims to point stakeholderstowards

tools that have demonstrated a certain added value and that can help others in setting -
up or scaling up initiatives.

The toolboxis createdprimarily for stakeholders involvedinthe organisation of skills
initiatives for SMEs. Some of the tools can also be of use for SMEs themselves, but it is

much more likely SMEs will look for support in their direct environment and ec osystem.

These toolsare most likely to reach SMEs via dissemination by for i nstance policymakers
and associations.

7.2. Design of the toolbox

There are various ways to design and structure a toolbox. Inthis approach, the toolsare

mapped to the streams in the roadmap. This should allow for an intuitive understanding

of 6what 6whereibndAs an example, assumeing a stakehol
an initiative aimed at supporting SMEs with structuredskills development (stream3),

he/she will find relevant materials mappedto that stream.

Tools linked to stream I. (Good practices,
Frameworks, standards, assessments,
guidelines, MOQCs/trainings, literature etc)

Strengthening
ecosystems

Enabling an increased

a_cloptlon e C\_(bersecurlty, . Tools linked to stream II. (Good practices,
big data, and internet of Strategic outlook Frameworks. standards. assessments
things by European SMEs via development o . Gofieea TR -
T e T G e e guidelines, MOOCs/trainings, literature etc)
strengthen ecosystems and Is linked d -
structurally enhance the Structured skills To:: SHIASE T(o strea:in "(;' (G il
supply of necessary skills development _rrameworks, ST arads, ass‘essments,
and facilitate organisational guidelines, MOOCs/trainings, literature etc)
development.
Tailor training to
SMEs'needs
Supporting meastres

Figure 47 Meta-model of the toolbox

Tools linked to stream IV. (Good practices,
Frameworks, standards, assessments,
guidelines, MOOCs/trainings, literature etc)

The toolbox consistsof the following types of tools:

I Goodpractices :skills -initiatives that have contributed to one ormore of the
action streams in the roadmap. These were further categorised as support
programme/strategy, train ing programme, or network/collaboration initiative.

1 Frameworks :recognised overviews, outlines or skeletons that can guide SMEs in
deciding onan approachto plan fordeveloping the human capitalthatis needed
toimplement the digital strategy (i.e. following adoption of big data, 10T or

cybersecurityinthe enterpr isebs strategy). In particular, fr
competence development (suchasthe e - CF,NIST, EDISON).
I Self -assessments :assessments thateither support (employees of) SMEs in
determining theirlevel of competenceforarole in cybersecurity, big dataorloT,
or support the organisation in assessing theirlevel of maturity regarding these
technologies.
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1 MO O C aMassive Open Online Courses (MOOCs) aimat unlimited participation
and openaccess viathe web. Inaddition to traditional course materials, such as
filmed lectures, readings, and problem sets, many MOOCSs provide interactive
courses withuserforumstos upport community interactions among students,
professors, and teaching assistants, as wellas immediate feedbackto quick

quizzes and assignments.
I Guides & others : this category consists of guides, white papers, reportsand
various other materials that in formusers about the topics relevant for this study.
Throughout the study, relevant O6tools6 were collect
toolboxis not exhaustive, thoughviathe EU - wide research, interviews, surveys and
workshops at least covers most of the relevant items.
The toolboxitselfis a list created in excel (presentedin Appendix C ), wherebyeachtool
is mapped to the most relevant action streamand most relevant sub - goal per stream.
Complementary to the toolbox, a selection of good practices is furtherdetailedin
Appendix E.

The toolboxwill become available in an online mode via our partners of the European
DIGITAL SME Alliance.
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PART Ill: MONITORING SKILLS DEVELOPMENT
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8. PROVIDE A COMPARISON WITH THE US AND PROPOSE INDICAT ORS AND

MON ITORING MECHANISMS F OR INTERNATIONAL COM PARISONS
8.1. Overviewthistask

The monitoring mechanism for digital skills is presented in four sections as described in
Figure 8-1.

wJnderlying conceptual considerations

uMonitoring mechanism proposed

oMonitoring mechaism indicators explained

uBynergies with other existing framework

€ge

Figure 8-1. Content creation path towards the Final Report

8.2. Conceptual considerations accounted for in the proposed monitoring
mechanism

The suggested monitoring mechanismis developed based onthe following considerations:

1 ltisbasedonan ICT specific Supply and Demand indicator framework
framework relies on  traditional data sources fromproviders of consolidated
dataacrossmultip le countries (and meeting the SMART criteria), in view of
allowing international comparison with the US and other countries at the level of
ICT for which data availability is greater compared to the thematic areas infocus.

1 ltisintendedfor international comparison  accounting forextraandintra EU
coverage; thefirst layerlooks at a wider geographical scale and focuseson
baseline indicators thatrely on internationally harmonised data sources, or

possible to be harmonised with a good degree of accuracy ,especially looking at
the US. The second layerfocusesonthe EU by including specific sub -dimensions

that are mostly relevant and available at EU level.
1 lItsindicatorframeworkdesign accommodatesfor Big data, Internet of

Things and Cybersecurity spec ific indicators . Thesemostly rely on alternative

data sources and available reports;thus, the country availability is at times
scattered, and replicability could be limited. An assessment of the indicators
showing potentialto be further monitored and to be compared at international
levelis provided.
1 In recognition of the needs of policy making in terms of anticipating future
demand and supply for skills and act to reduce the gap between supply and

demand it has been considered important to also highli ght critical indicators
which can provide signals of future skills supply and demand inthe
thematic areas but also incomparisonto the US.

1 It builds on existing frameworks, inview to limit/avoid the parallel existence
of multiple monitoring mechanism s of skills at EU leveland capitalise onthe
synergies.
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8.3. The Monitoring mechanism

The digital skills monitoring mechanism proposed is grounded on a skills Supply - Demand
framework making use of ICT specific indicatorsforwhich data availability is richer

The supply and demand framework is further split into training and labour indicators. The
ICT indicators extend to the three thematic areas (Big Data, IoT and Cybersecurity) for
whichindicators deemed critical for the needs of policy making are propose d.

The rationale behind this choice is that ICT is the closest conceptual framework to Big Data,
0T, and Cybersecurity. In terms of existing statistical data and indicators it allows for a
comprehensive monitoring framework to be built for the EU.

Toin forma monitoring mechanismforeach of the thematic areas substantial original work
would be needed using new data sourcesor extensive surveyswith industry/labourforce

(see Table 8-3 and Table 8-6 forsuggestions on extending the conceptual framework from
ICT tothe thematic areas). In recognition of the urgencyfor policy makers to monitor the

gap between the current supply and demand and anticipate the future demand for skills,
indicators that provide signals and can be monitored regularly are proposed.

For an international comparison with the US even at the ICT level very limited indicators

are available. Forthis reasonandin consid eration of the need forthe EU to monitordigital
skills not just withinits core but also with international c ompetitors a selection of indicators
serving this purpose are proposed.

The monitoring mechanism in its practical application is expected to be u tilised as the
indicator framework upon which basis analytics can be performed, namely forecasting and
foresight exercises.

Figure 8-2 showsourproposed Demand - Supply monitoring framework.
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SKILLS MONITORING MECHANISM
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Figure 8-2 Supply - demand framework for the monitoring mechanism

8.3.1. Sources

Indicators are sourced fromEurostat (as a primary source) and othersourcessuch as the

WEF, the European Cluster Collaboration Platformand others. The availability of data by

company size (SMEs versus large companies) is also part of the monitoring mech anism
As explainedin more detailin the boxbelow, the OECDis the main source fordataat non -
EU level, and notably forthe comparison with the US.

The comparison with the US

Official US data seemnot to have the same coverage and richnessthanEU data, and do

not have indicators that one can directly map against datafor Europe. The OECD is the
source that mostly has comparable data withthe EU, but forsome OECD indicators, U S
data are not available. The data availability for the US is detailed in the demand and

supply indicators overviewtables (tables 8 and 10 further below).

We detail below othersources explored for the US, togetherwith the limitations to use
themin a comparisonwiththe EU:
1 World Bank :It has data on Higher Education Information System(HEI), but the

classification of programs is quite broad and does not specify ICTs. The closest
program type to |Ilook at would be fAsciences
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T UNESCO Institute for Statistics (UIS) . UNESCOb6s data covers

the general population (e.g., %oyouth and adults who have used basic arithmetic
formulae in a spreadsheet), but no advanced skills and no focus on employees or
enterprises are included.

1 Worldl nequality Database on Education (WIDE): Asin the UIS data, it only
covers basic ICT skills of the general population.

9 The National Center for Education Statistics (NCES) does not provide data on
tertiary, vocational education, nortraining in enterprises. Theyseemtofocuson

younger students. The -Bicthlhbeodt glreavdelatiess ofihi

I USCensus :Itprovidesdataonnumber of tertiary education students in general,
but not per field. It seems not to contain data of employees being trained in ICT or
ent erprises investingin ICT training.

1 Eurostat: Afew Eurostatindicators containdataonthe U.S. Thisis, nevertheless,
in very limted cases, and not forthe indicators covered in this project.

1 PewResearch :Althoughno relevantquantitative data couldb e found, Pew
Research studiesprovide somewhat related qualitative anecdotal evidence: (i) The
Future of Jobs and Jobs Training (2017); (2) The State of American Jobs (2016);

(3) What the Public Knows about Cybersecurity (2017).

! Mimeoreport 3% The Stateof Learningand Development in 2016: It provides a
general overview of learning and training programs and systems in the US, but
without focusonICT. It is based onthe answers of 425 learning and development

professionals.

1 2016 Training Industry Report : 3% |t provides figures on the skills training
industry in the US. Itis based on 644 survey responses. No focus onadvanced ICT
skills.

T ASTD6s State of t he 201B,2G16)::GgnerRéforonatidononthe
investment of US companies on staff learning an d development without specific

focus on ICT skills. It is based on a survey of 475 organisations.

325 https://www.insynctraining.com/pages/The_State_of Learning_and_Development_in_2016.pdf

326 https:/itrainingmag.com/sites/defaultffiles/images/Training_Industry_Re port_2016 pdf
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8.4. Monitoring mechanism indicators explained

This section presents the indicators collected on supply and demand of skills. The main
observationdrawnis that while there is good data coverageforICT - related indic ators on
skills, with different available sources thataptto be used forcomparisons a tinternational
level (and withthe US), the data potentially available to construct the indic ators selected

for the three areas (Big Data, 10T, Cybersecurity) are not readily available and require
substantial original work. At the same time, we found exis ting initiatives that are moving
forward to extend the scope of existing statistics to c over new types of works and related

skills.

In what follows, we provide a summary table introducing the indicators at ICT level
currently available. For each indicator we specify the years available, the source, the
prospected continuity in the future, and the availability for the US and for SMEs. We then

also provide a set of indicators following the proposed framework that could be colected

in the future onthe three thematic areas and anindication of one indicatorfor supply and
one fordemand that could be used to provide signals at EU level and the US and can be
collected now and regularly in the future.

8.4.1. Supply

ICT - PROPOSED MONITORING FRAMEWORK AND CORRE SPONDING INDICATORS

The logic behind the selection of the indicators for skills supply under training and the
labour market is described below.

Sub - dimension Pillars suggested Explanatory notes

Training ICT training at HEIs Training categories cover the three main sources of supply,
ICT vocational training thus, Higher Education I nstitutes (HEIs), vocational training
ICT trainingby e nterprises - | providers and businesses. Accountis made for training
to specialists provided to specialists and non - specialists.

ICT trainingby e nterprises -
to non -specialists

Labour market ICT specialists employed In recognition of the digital transformation present across
Usage of ICT skills by multiple professions labour supply looks at notonly the ICT
enterprises specialists employed butalso more broadly the use of ICT
ICT innovation skills by enterprises.

A note with respect to the labour classification definiton
should be made: The ICT specialist workforce is a broader
category than ICT professionals, which are a set of
occupations corresponding to a su b-group of the ICT
specialist workforce. Data collected so far refer to ICT
specialists. 1LOISCO codes are the standard classification
for occupations, together with ESCO at European level
The two can be harmonised (converted). ILO ISCO data
available on line only use the first level of the taxonomy (1
digit), howe ver rawdata until 4 -level can be retrieved under
request. More information onthe ISCO codes can be found

in Error! Reference source not found. , in the context of
its use in the study Digital Organisational Frameworks and

IT Professionalism EASME/COSME/2016/016.

(Demand and Presence of ICT companies The presence of companies or clusters can be considered a
Supply proxy of supply of specific skills (i.e. ICT skills).
indicator)

Table 8-1 framework of supply and assessment for ICT

Figure 8-3 and Table 8-2 visualise and summarise the indicators collected for Supply of
ICT - related skills.
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Digital Skills Monitoring Mechanism (Supply)

Training
. - ICT training by HEIls
ICT training by enterprises ] Enrolment by field (% in total)
. : — Graduates by field {% in total}
to specialists :
Enterprises providing training to
ICT/IT specialists to a
develop/upgrade their ICT skills {%
of enterprises) :

@ . . g
E}_ ICT Vocational training
Main skills targeted by CVT
F courses (% of enterprises)

ICT training by enterprises to

non-specialists 9)
Enterprises providing A ICT Training by enterprises
g

training to personnel - £ Enterprises provided training to ICT/IT
{non ICT specialists) to specialists to develop/upgrade their ICT
develop/upgrade their teeeneas O gills (% all enterprises)

ICT skills (% of

enterprises)

Labour

— AR - 3017
Last year available: 2017 Last year available: 2015

Source: OECD

US availabilit:
« Information b

Last year available: 2017
Source: World Economic Farum
Informati

Figure 8-3 Summary of indicators on ICT Supply

Dimensio Sub - Indicator Years Source Notes on us Availabilit
n dimen availabl continuity availabilit y by size
sion e in the y (SMEs)
future (source)
Training ICT Enrolment by field 2012 - | Eurosta | Unclear 2015 only No
training (% in total) 2016 t (OECD)
Training byHElIs | Graduates by field 2005, Eurosta | Unclear 2015 only No
(% in total) 2010, t (OECD)
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Dimensio Sub - Indicator GRS Source Notes on us Availabilit

n dimen availabl continuity availabilit y by size
sion e in the y (SMEs)
future (source)
2012,
2013
2014,
2015
2016

Training ICT Main skills tamgeted 2005, Eurosta | Evely 5 No Yes
vocatio by CVT courses 2010, t years
nal (% enterprises) 2015
training

Training ICT Enterprise provided 2012 - Eurosta | Yearly No Yes
training training to ICT/IT 2017 t
by specialists to
enterpri | develop/upgrade
ses - to | theirlICT skills
speciali | (% all enterprises)
sts

Training ICT Enterprise provided 2012 - Eurosta | Yearly No Yes
training training to other 2018 t
by persons employed
enterpr to develop/upgrade
ses their ICT skills

(% of all
enterprises)

Training ICT Enterprise provided 2012 - Eurosta | Yearly No Yes
training training to their 2019 t
by personnel (not ICT
enterpri specialists) to
ses - to | develop/upgrade
non - their ICT skils
speciali | (% of all
sts enterprises)

Labour ICT Persons Employed 2004 - Eurosta | Yearly No Yes
speciali with ICT Specialist 2017 t
sts Skills
employ (Thousands of
ed individuals)

Labour Usage Frequency of use of 2012 - OECD Yearly Same as | No
of ICT | information and 2015 for EU
skills by | communication (OECD)
enterpri | technologies at
ses work

(Estimated average
percentage and
standard error)

Labour ICT Research/innovatio 2007 - Cordis According No Until 2013
innovat n: Participation to 2020 o FP through
on relevant themes in programmi Corda

FP7,H2020 ng period database
(% budgetallocated

over total FP7

budget)

Labour ICT ICT specialists with 2017 World Yearly Yes (notall No
speciali | cross -functional Econo (new EU
sts with skills mic release countries)

Cross - (% range) Forum Sept2018)
function (WEF)
al skills

Labour ICT ICT enterprises: 2010 - Eurosta | Yearly No Yes

(supply & compan Industrial structure 2016 t (forUS the

demand) ies - supply of ICT skills the

proxied by the Economic
presence of ICT Census
companies Industry
(Number of Classificati
enterprises; on Report
Number of persons includes
employed) sector, but
IT is
aggregated
with Legal,
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Dimensio Indicator Years Source Notes on us Availabilit

n availabl continuity availabilit y by size
e in the y (SMEs)
future (source)
Advertising
and
Accounting
)
Labour ICT Presence of current Cluster | Updated No No
(supply & compan | relevantclusters collabor | onlineon a
demand) ies (Number of ation regular
clusters) platfor basis
m
Table 8-2 framework of supply for ICT level - available indicators 327

Bic DATA, 10T AND CYBERSECURITY PROPOSE D MONITORING FRAMEWO RK AND
CORRESPONDING INDICA TORS

Initiatives to set the ground for the design of indicators at the thematic level come from

traditional and new data sources. One of themis led by ILO, who carries out a thorough

monitoring and assessment of the ISCO codes in view of keeping themup to spe ed with
the changing dynamics of the job market and relevant occupations. Piloting projects using

new data are also taking place suchas the work in the exploratory big data report of the

European Innovation Scoreboard on skills supply from university webs ites 328

Key findings on Big Data, loT and Cybersecurity skills supply are summarised below. From

the indicators listed we propose in the short termto regularly monitor the availability of

specialists with skills in big data, cybersecurity, 10T using Linked In. Therepresentativeness

of Linkedin, correctionsforbiasesin the data, the limitations in terms of what it captures

(e. g. skills guoted in education, experience or
indicators constructed with this database should be interpreted are important aspects to

understand before utilising the indicatorforanalytics and policy recommendations.

SUPPLY
Sub - dimension Pillars Assessment (from the

suggested review of data)
Big loT Cyber
data securit
A A A

Training Training at Only possible by crawling undergraduate,

HEIls graduate, post -graduate study portals.
Vocational A A A Only possible by crawling online courses
training

Training by A Yes A Best captured by surveys

enterprises - IncludedforloTinthe EurostatICT usage

to specialists in enterprises (isoc_ce

and useofthe Internetand othernetwork
technologies for connecting objects and
devices (Il nternet of
data are needed from Eurostat. Data
available unt il 2017, yearly update,
breakdown by size class and sector

(NACE).
Training by na na na Not applicable fornon -specialists.
enterprises -
to non -
specialists

%27 Whendifferent sources are used between the EU and the US it is because notall EU countries are OECD
members, thusthe priorityforEU coverageis givento Eurostatwhen available. Inaddition, 2015is the starting -
yearforthe OECD, while Eurostat haslongertime  -series.

328 Available at
https://ec.europa.eu/d ocsroom/documents/3036 2/attachments/1/translations/en/renditions/native
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SUPPLY Notes

Sub -dimension Pillars Assessment (from the
suggested review of data)
Big loT Cyber
data securit
Labour market Specialists A A A Numbers of individuals with
(employed) corresponding skills on their LinkedIn
profile (Curre ntlydevelopedby DG GROW
in the Advanced Technologies for
Industry project and included by the
World Economic Forum in their report
AThe Gl obal Human Capi
available yearly since 2013  °2°, data not
available fort he US.
Usage of ICT Yes Yes A -Community Survey on ICT usage and e -
skills by commerce in enterprises - Module G: Big
enterprises data analysis (data availability overview

and detailsin the  overviewreport ).
-Community Survey on ICT usage and e -
commerce in enterprises - Module D: Use
of cloud computing services (data
availability overview and details in the
overviewreport ).
- Collecting quantitative Data on the
State of play of Artificial Intelligence and
other New Technolog ies - SMART
2019/0019
- Included in the survey of this study
under t he q WMhas tis otlme
relationship of your company to
cybersecurity/10T/Big Data ? Our
companyé 1) | s (poten
technology, 2) Is producer of this
technology, 3) Is bothu ser and producer
of this technology, 4) Does notuse nor
produce this technology

Innovation Yes Yes Yes Data is available for Europe (2007 -2017)
through Fp7, H2020 Cordis and E - corda
databases. Thematic areas need to be
chosen.

Table 8-3 framework of supply and assessment for thematic areas

Notes
A requires substantial original work as indicators are not readily available but is feasible.

8.4.2. Demand

ICT - PROPOSED MONITORING FRAMEWORKAND CORRE SPONDING INDICATORS

The logic behind the selection of the indicators for skills demand under training and the
labour market is described below.

Sub -dimension Pillars suggested Explanatory notes

Training Demand for fomal Demandof trainingis covered by specific statistics collected by
methods of ICT training Eurostatandthe WEF looking atthe demand for acquisiton of
Demand for informal specific skills, at formal and informal level. Skills demand is
methods of ICT training proxied by the completion of computer courses or other training

courses (t hrough formalized education or self -study).

Labour market Recruitment of ICT Demand of (ICT) labouris proxied by the presence of hard -to-
specialists in business fill vacancies, recruitment statistics for specific tasks/skills, as
Planned investments in well as by investment plansin the (ICT) field. Trade in services
ICT proxied by the demand of ICT services by partner country is also
Trade in ICT services considered as a proxy for labour demand.
(by partner country)

(Demand and Presence of ICT The presence of companies or clusters and the change in the

Supply companies cluster composition can be considered a proxy of demand of

indicator specific skills (i.e. ICT skills).

32 Data are onlyavailable on PDF version, thus extraction should run by scraping if no rawdata provided by the
WEF.
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https://circabc.europa.eu/sd/a/1fbef4a1-4c31-4b6a-afe8-19ee6d7e3b0f/ICT-Entr%202018%20-%20Model%20Questionnaire%20V%201.2.pdf
https://circabc.europa.eu/sd/a/1fbef4a1-4c31-4b6a-afe8-19ee6d7e3b0f/ICT-Entr%202018%20-%20Model%20Questionnaire%20V%201.2.pdf

Table 8-4: framework of demand and assessment for ICT

Figure 8-4 and Table 8- 4 visualise and summarise the indicators collected for Demand on
ICT - related skills.

Digital Skills Monitoring Mechanism (Demand)

Training
Demand for informal

Demand for formal E“-ﬂ':’d; of ICT I;:;mng

.. g of obtaining e-skills:
methods of ICT training : |n§{iduals wh:?,m
Way of obtaining e-skills: obtained IT skills “Tf"“gh
Individuals who have obtained training courses, self-study
IT skills through formalised
education (school, university,
college, etc)

Individuals who have taken a
computer course mare than 3
years ago or have never
taken any

Labour

sestments
ilable: 2017

vailable: 2017
r available: 2013
C Collaboration Platform !
c Forum

Figure 8-4 Summary of indicators on ICT Demand

Dimensio Sub - Indicator NCELS Source Notes on us Availabilit
n dimension EVELEL continuit availability y by size
e y in the (source) (SMEs)
future
Training Demand Way of 2005 Eurostat Irregular No No
for fomal obtaining 2006

methods of e-skills:
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Dimensio
n

Sub -
dimension

ICT
training

Indicator

Individuals
who have
obtained IT
skills
through
formalized
education
(schoaol,
university,
college,
etc.)

Years
availabl
e

2007
2011

Source

Notes on

continuit
y in the
future

us
availability
(source)

Availabilit
y by size
(SMEs)

Training

Demand
for infomal
methods of
ICT
training

Way of
obtaining
e-skills:
Individuals
who have
obtained IT
skills
through
training
courses,
self - study
(books,
CD-ROMs,
etc. &
learning by
doing)

2005
2006
2007
2011

Eurostat

Irregular

No

No

Training

Demand
forinfomal
m ethods of
ICT
training

Individuals
who have
taken a
computer
course
more than
3 years ago
or have
never
takenany

2018

WEF

Unsure

Yes (WEF)

No

Labour

Trade in
ICT
services
(by partner
country)

Trade in
ICT
services by
partner
country

1960 -
2014

Eurostat

Yearly

Yes (Word
Bank/OECD

)

No

Labour

Planned
investment
sinICT

Planned
ICT
investment
s under
ESIF (by
country, by
region, by
op prog)

1960 -
2018

ESIF

Yearly

Yes (OECD
investments

)

No

Labour

Recruitmen
t of ICT
specialists
in business

Enterprises
that

recruited or
tried to
recruit ICT
specialists

2012 -
2017

Eurostat

Yearly

Yes (us
Census)

Yes

Labour

Recruitmen
t of ICT
specialists
in business

Businesses
having
hard -to-fill
vacancies
for ICT
specialists

2012 -
2017

Eurostat

Yearly

No

Yes

Labour

Recruitmen
t of ICT
specialists
in business

Enterprises
where
external
suppliers
performed
(fully or
partly) ICT
functions

2007 -
2017

WEF

Yearly

No

No
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Dimensio Sub - Indicator Years Source Notes on us Availabilit

n dimension availabl continuit availability y by size
e y in the (source) (SMEs)
future

requiring

ICT/NIT

specialists
Labour ICT ICT 2012 - Eurostat Yearly No Yes
(supply & companies enterprises 2017
demand) : Industial

structure -

supply of

ICT skils

proxied by

the

presence of

ICT

companies
Labour ICT Presence of | 2013 Cluster Updated No Yes
(supply & companies relevant collaboratio online on
demand) clusters n platform a regular

basis
Table 8-5: framework of demand for ICT level - available indicators 330

Bic DATA, |0T AND CYBERSECURITY PROPOSE D MONITORING FRAMEWO RK AND

CORRESPONDING INDICA TORS

Initiatives to set the ground for the design of indicators at the thematic level come from
traditionaland new data sources. One of them comes from Cedefop constructing demand
indicators using online job vacanciescurrently using ISCO codes whichcould how everbe

tailored giventhe use of bigdata.

Key findings on Big Data, IoT and Cybersecurity skills supply are summarised below. From

the indicators listed we propose in the short term to regularly monitor online job
advertisements requiring skills in big data, cybersecurity, IoT. This can be done via
coordination with the work cedefop is currently conducting or using LinkedIn data. The

jobs data of LinkedIn includes both jobs posted directly on LinkedIn via LinkedIn Jobs as

well as jobs ingested from over 40,000 sources including company websites, applicant
tracking systems, job boards, aggregators and job feeds. LinkedIin has developed
algorithms to identify and remove duplicate job posts fromingested sources.

DEMAND Notes on s ing data

Sub - Pillars suggested Assessment (from the
dimension reviewof data)
Big loT Cyber
data security
Training Demand for A A A Webcrawling of University websites for
formalm ethods of enrolments in ICT courses by thematc
ICT training area
Demand for | A A A WebcrawlingofICT vocational we bsites for
informal methods enrolments
of ICT training Skills type of LinkedIn members, by age

and degree of specialization, WEF Global
Human Capital Report 2017, updated

%0 Whendifferent sources are used between the EU and the US it is because notall EU countries are OECD
members, thusthe priorityforEU coverageis givento Eurostatwhen available. Inaddition, 2015is the starting -
yearforthe OECD, while Eurost athaslongertime -series.

31 Pilot run by NESTA for the European Innovation Scoreboard 2018,
file:///Users/eleonora/Downlo ads/EIS%20Exploratory%20Re port%20B - Big%20d ata%20(1).pdf page 5
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file:///D:/Users/eleonora/Downloads/EIS%20Exploratory%20Report%20B-Big%20data%20(1).pdf

DEMAND Notes on sourcing data

yearly, since 2013. Not available for the

Us332 .
Labour Recruitment  of A A A Online Job vacancies:
market thematic area Cedefop, due in March 2019: currenty
specialists in assessing which data will be covered. Only
business EU)

Technopolis group in the context of Digital

Cities Challenge (number of jobsin ICTs,
onlyforlimitednumberofEuropeancites,

only for2018)

Index calculated as ratio of the number of
InMails i.e. recruiter outreach via
Linkedlnds net wordgeosee r
the last 12 months to unigue members

with the specificskillasa proxyof demand

of skills. CapGemini r
Gap i Are companies doing enough?
2017330 . European and US
DG GROW is currently designing LinkedIn
based Indicators for demand using the
available jobs data within the Advanced
Technologies for Industry proje ct.

Use of Big Data Yes A A Percentage of total enterprises; with own
analysis by employees, with external  service
business providers, with both own employees and

external service providers. OECD, 2016.
Not available for US.

Planned Yes Yes Yes Crunchbase - Availability ofventure capital
investments  in in total ICT; Number of investors,
the thematic regularlyupdated online.

areas

Table 8-6: framework of demand and assessment for thematic areas indicators

A requires substantial original work as indicators are not readily available but is feasible

8.5.  Building on existing frameworks T towards a single monitoring fr amework

Other existing frameworks and initiatives at EU - level have been scrutinised to assess
synergies with our monitoring mechanism and the indicators collected. More specificaly,
we checked:

M additional relevant indicators,
1 alternativedatacollection methodologies and,
1 theextendibility of the alternative approachand datato the three areas (Big
Data, IoT and Cybersecurity).
The assessment of the existing frameworks was done having in mind the following
guestions:

1 What are the commonalities between the indicators collected and the ones collected
in the scope of the other monitoring framework, for ICT and prospected thethree
thematic areas?
1 Towhat extenttheotherapproachescanbe used and adapted forthe collect ion of
indicators onthe three thematic areas?
9 Ultimately, what should we retain and what should we discard? How the other
frameworks could use our proposed framework as reference?

332 Note: RawData by country are only available through the report. They need to be extracted by scarping.

33 Report link: https://www.capgemini.com/news/capgemini_-and-linkedin -releasenew-report-on-the-digital -talent-gap
employeesare-investing-their-own-resourcesto-remain-competitive/
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https://www.capgemini.com/news/capgemini-and-linkedin-release-new-report-on-the-digital-talent-gap-employees-are-investing-their-own-resources-to-remain-competitive/
https://www.capgemini.com/news/capgemini-and-linkedin-release-new-report-on-the-digital-talent-gap-employees-are-investing-their-own-resources-to-remain-competitive/

Figure 8-5 summarises the assessment of the other existing initiatives and frameworks
under observation, further developed below. Potential additions and changes to the

currently proposedset of indicatorswill be discusse dwith the European Commission.
- « Eurostat
BigData  Cybersec loT ICT ICT data sources , oeep
« Cluster Collab platform
« Ecorda
« WEF
« Consider ILO ISCO codes to extend ICT definition « Similar indicators on HEl and Vocational training * Eurostat
Empirica/IDC to the three areas to create indicators using ILO « Cross-border trade in employment indicator : gi:zr Collab platform
data and workforce categories. possible inclusion for intl. comparisons . Ecorda
« Overall very limited extendibility to the three + Itincludes time-dynamic indicators of possible o WEF
areas inclusion for forecast analyses = possibly consider
« Too aggregated to extend to the three « Available ICT specialists indicator by . comop
Skills Panorama areas country in the section "Occupation . Furostat
« Available ICT services indicators on + OECD
employment
« -->however very aggregated
« Low adaptability assumed - but further
investigation could be done. « Data collection based on webscraping or * Eurostat
Eurofound tools at a higher level of aggregation for the * Web-crawling

restructuring event monitor.
« Db monitor needs further investigation

Figure 8-5 Monitoring framework proposed and synergies with other frameworks and initiatives

Source: Aut horodos el aboration

E- SKILLS AND E - LEADERSHIP SKILLS IN EurRoPE, DIGITAL ORGANISATIONAL FRAMEWORKS
AND IT PROFESSIONALISM EASME/COSME/2016/016 (E MPIRICA )

1 Inthecontextofthe projecte - Skillsand e - Leadership Skills in Europe, Demand
and Supply Forecasts (2016 - 2020) (Digital Organisational Frameworks and IT
ProfessionalismEASME/COSME/2016/016), fore - Skills, Empirica builds a Supply -
Demand frameworktoru  naforecastwithtwoscenarios. Differently fromour
approachbasedon Training and Labour indicators forboth Supply and Demand,

the Empiricabés Supply framework can be split int
Labourand 2) Training, while the demand side is based on 1) Labour (vacancies
and, jobs).

1 Arelevantindicatorforinternational comparisons is the one onimmigration -
em gration, that is simlar to our Atrade in ser
Alternative formulations and sourcescould event ually be considered as for

example the cross -bordertrade in employment (forwhich OECD indicators could

be used). This extension would only be relevant forICTs and not forthe other

three areas because of data aggregation limitations.
1 Otherusefulindic ators proposed underthe Supply side would be Lateralentry and
Category change, however, novelwork of data collection (as wellas more
information on Empiricads sources and met hod) sh
Concerning the demand side, vacanciesare arel evant indicator.
The e - Skills Empirica framework uses a definition of ICT Specialists and ICT
Professionbased on ISCO codes. Inview of extending these codesto create
relevant indicators on employment (oc cupations)for Big Data, IoT and
Cybersecurity, we appreciate that ILO ISCO codes are the best reference
and the mostwidely used one, in terms of detailed workforce topologies.
Touse ISCO codeswould create a solid base forfurther monitoring and for
replicability. However, froma conceptual point of view, additional workforce type
codes should be considered ontop of the ones used for ICT s, as the applications
ofthesethreea reasare broaderthanICT only. Ultimately, raw data fromILO
should be assessedto furtherexplore this hypothesis. More information can be
foundin Error! Reference source not found.

= =4
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Whil e Empiricadés approach provides a good g
immediate application to the other three areas. Further analysis can be done,
nonetheless, on the usability of ILO ISCO codes (as done by Empirica) to crea te
workforce categorisationsforthe otherareas.
THE SKILLS PANORAMA
The Skills Panorama is the online platform for skills monitoring and anticipation by the
European Commission and powered by CEDEFOP. Indicators are presentedby:
1 Source
1 Dataset
1 Alphabetical order
1 Policy theme (European skills index, People and skills, matc hing skills and jobs,
future jobs, labourmarket context)
1 Country (EU28)
1 Occupation. T he skills panorama occupationtype (i.e. workforce) is in line with
ILO ISCO codes, thuslargely also in line with our proposed typologies structure.
Associate professionals include ICT technicians. Statistics available coveri) future
employm ent growth, ii) oc cupations employed in the sectoriii) employment
shares, iv) employment by level of education v) by age and future employment
openings (fromthe CEDEFOP database).
1 Sector. Thesectorsinclude ICT serviceswith statistics oni) future empl oyment
growth, i) oc cupations employed inthe sectoriii) employment shares, iv)
employment by level of educationv) by age (all data from Labour Force Survey)
Key EU trendsto 2030 also includes a section on Demand for and Supply of Skills, with
two reported indicators 1) Share of job openings by level of education 2016 -2030and2)
Labourforce shareby levelof qualification2011  -2030. Overallthe following considerations
canbe made:

1 Thedataaggregation reported by the Skills Panorama website is quite high, thus
not allowing making further considerationson the use of the data foradditional
areas (i .e.big data, etc.).

1 Thecodesusedby CEDEFOP are always ISCO or ESO, and in all cases, translated
in one of the two so to be able to make international comparisons.

1 Similarly to Empirica, there is a forecast aspect (skills anticipation, atISCO codes
3- digit)

1 The study teamhas contacted CEDEFOP to assess details about the granularity of
the data collected by them, and to confirmwith themif there is any planned
activity on specifically the areas covered by this study (ICT, Big data, IoT,
Cybersecurity ).CEDEFOP has confirmed thatforthe quasitotality of the data
collected, data granularity would not allow us to extractinformation and indic ators
at the levelof the thee areas underobservation. An exceptionto keep monitored

for the fut uorel iime aboaudandii eso for which dat a

reachISCO4 - digit level. ICT occupations willbe covered forsure. The projectwill
deliver the first results for seven EU countries in March 2019, to reach EU28
coverageby md -2020.

1 Forsome occupations (high -techoccupations,vacancies) CEDEFOP reported
difficulties to use ISCO codes, at 3 - 4digit, and mentioned that further adaptations
at higher -level(ILO level) are neededto accommodate forthe changing nature of
occupationsinthe high  -te charea.

EUROFOUND TOOLS
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http://skillspanorama.cedefop.europa.eu/en/analytical_highlights/skills-forecast-key-eu-trends-2030#_demand_for_and_supply_of_skills

The Eurofound European Monitoring Centre on Change T EMCC includes two relevant
monitors accounting for skills and/or jobs by sector/area: 1) the E uropean Restructuring
Monitorand the 2) European Jobs Monitor. After a review of the resources available online,

the following can be concluded:

1 Restructuring Monitor :the informationreported in the restructuring events
databaseis gathered by a network of correspondents carrying out a wide - ranging
screening of daily and business press and online sources. The events covered
concernonlylarge - scale companiesinthe EU28 cou ntries as wellas Norway. An
eventisincluded if it entails the announced destruction or creation of at least 100
jobs, or at least 10% of the workforc e at sites employing more than 250 people.

In view of our studydés object i otensalisenvibagedc ope, a w
giventhat datareferonly tolarge - scale companies, and that the highest sectoral
di saggregation goes to the level of Ainformation

(industry classification not specified).

1 European Job Monitor :it focuseson structural change statistics, using proxies
of job quality like wages and skills levels. Furtherinvestigation would be needed
toassessmorein - depththetype of dataused, sec tors, and occupations covered
as the full dataset seems not accessible online
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https://www.eurofound.europa.eu/data/european-jobs-monitor
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Expert interviewees round 1 (February

10

11

12
13

14

15

16
17
18

19

20
21

22

23

24

25

26

27

28
29

Cristina

Maria

Bas

Agata

Jiri

Lena

Joris

Mary

Thomas
Raphaél
Ans

Danilo
Yuri

Pavlin
Branimir

Patrick
Anders
Richard

Marko

Paul
Valentin

Mara

Gabor

Elzbieta
Ruud

Lucia

Ernestina

Leo
Merete

Barros

Beck

Bosma

Boutanos

Branka

Carlsson
Castermans

Cleary

Cooney
Crouan
De Vos

D'Elia
Demchenko

Dobrev
Dzenopoljac

Farlang Slavenburg
Flodstrom
Foggie

Grobelnik

Healy
Hueber

Jakobsone

Kismihok

Ksiazek
Mannaart

Mazzoni

Menasalvas

Mrsic
Narby

INTERVIEWEES
T June 2018)

Coordinator SMEs
dimension

Geschaftsstellenleiterin
Digital in NRW

Assistant Professor of Data
Science and
Entrepreneurship

Director of the
Representationto the
European Union

Expert De partment for
Skills and Labour Market

Deputy director general
Business developer 0T

Deputy Chief Executive
Officer; Coordinator of Irish
Digital Skills and Jobs
Coaltion

Professorin
Entrepreneurship
Founder & CEO; board
member & chairfor SMEs
Professor

SeniorPolicy Manager
Coordinating partner at
EDISON
ConsortiumUniversity of
Amsterdam

Research and development
manager

Advisor

Co-founder
Educational Director
Advisor

Coordinator of Digitalna
Slovenija

Chief Executive
Engineering and
Technology Consulting
(ICT)Delegate
Coordinator ofE -prasmju

partrnerskisa (E
partnership), vice -presiden

Research Group Leader

Deputy Director

Advisor, product manager,
innovation, data and retail
ICT Regional Technology
Platform Coordinator

Chairofthe TF on Skills
and Education
Professor

International Senior
Consultant, Ph.D

Portuguese National
Initiative for Digital
Competences (INCoDe)
Mittelstand 4.0

Jheronimous Academy of
Data Science (JADS)

Union of Entrepre neurs
and Employers

CEDEFOP

Tillvaxtverket

Slimdesign; Twente
University

Irish Computer Society &
CENWorkshoponICT
Skills

Dublin Institute of
Technology
Startupbootcamp loT
Program; AIOTI
Antwerp Management
School

ECSO

EDISON Consortium

Bosch Software
Innovation

ICT Cluster of Central
Serbia

Smartified

EIT Digital (EIT ICTLabs)

Innovate UK (knowledge
transfer network)

the Slovenian Chamber of
Commerce and the
Ministry of Public
Administration

Skillnet

Syntec Numérique

LIKTA

Technische
Informationsbibliothek
(TIB)

Poznan Science and
Technology Park
Chamber of Commerce

Aster

Big Data Value
Association
Algebra University

MADE
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30
31

32

33

34

35
36

37

38

39

40
41

42
43

44

45
46
47
48
49

50

Agis
Andrea

Kenny

Nicolo

Luigi

Paul
Niels Peter

Stefan

Bo

George

Egbert -Jan
Richard

Stefano
Staffan

Constantinos

Hans
Arthur
Philippe
Rob
Andrea

Thilo

Papantoniou
Parola

Pool

Pranzini

Rebuffi

Roevens
R@nmos

Schumacher

Sejer Frandsen

Sharkov

Sol
Stevens

Tirati
Truvé

Tsiourtos

Van Bragt

Van der Wees
van Impe

Van Kranenburg

Zapparoli Manzoni

Zimmermann

Expert intervieweesround 2 (June

10

11

Geernt
Maria

Marco

Christiaan
Laurentiu
Danilo

Gerard
Dave

Samuel

Jorg

Elena

Asselbergs
Beck

Bianchini

Boiten
Bunescu
d'Elia

Doyle
Feenan

Fricker

Friedrich

Garrido

CEO
General Manager

Chairman Big Data
Innovation Hub

ASTER - High Competences

and Startup Unit
CEO and founder

Director

Chief Special advisor Digital
Unit/ Data scientistin
center for digital innovation
Director

CEO
Head

CTO and professor

Consulting Director, IDC
European Government
Consulting

Vice President

CTO and professor

Executive Director

Projectleider
Founder

Directeur
Founder IOT council
Member of Board of
Directors

Project Manager Future
Work Lab

- November 2019)

Senior project lead

Geschéftsstellenleiterin Digital in
NRW
Policy Analyst

Advisor
CEO
Senior policy analyst

Network manager, Cybersecurity
Skills Initiative
Network manager

Ph.D., Professor at FHNW
University of Applied Sciences
and assistant professor at
Blekinge Institute of Technology
Head of Department  Educational
Policy

Cluster manager

Cognizone

European e - Skills
Association

Dell Technologies

ASTER - High
Competences and Startup
Unit

European Cyber Security
Organisation (ECSO)
Lead-IT

Danish Business
Authority

Voice e.V. (Association of
the IT Using SMEs)

IT Forum (Digital SME
national member)

Cybersecurity Bulgarian
Government

TNO, Radboud University
IDC lItaly

EFVET
Recorded Future

Cyprus Cybersecurity
Organization
Big Data Value Center

Arthur's Legal
Digityser
10T council
CLUSIT

Fraunhofer

Stichting Platfom
Bétatechniek

Mittelstand 4.0

Centre for Entrepreneurship,

SMEs, Regions and Cities,
OECD

Eurocommerce

All Digital

European Cyber Security
Organisation (ECSO)
Technology Ireland ICT
Skillnet

Technology Ireland ICT
Skillnet

SMESEC (ATO S contributing)

VDMA

AERTIC
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12
13

14
15
16
17
18
19

20

21

22

23

24
25

26

27

28

29

30

31
32

33
34

35

36

Alignment meetings with related initiatives (February 2018

Innovative

APPENDIX B: METHOD A

Paul
Poul-Erik

Margot
Danny
Youssef
Gordon
Daan
Timo

Katarzyna

Anne

Robert Jan
Fabio

Steffen
Ermestina

Guido

Nicold

Petra

Pascal
Stefan

Franziska
Bo

Josine
Arjan

Csaba

Rainer

Gishy Senior manager

Accountancy Europe

Hansen Director CENSEC
Hol Analyst Achmea
Jaspers Businesslead Cyber Achmea
Kalad CTO-office, Cyberintiatives New York City
Kirstein CEO MoveTech
Kolkman Initiator JADS SME Datalab
Kos Executive Director Extension Technical University Delft
School
Koziol Enterprise and Single Market SME United
Adviser
Lidgard Director, Senior Advisor Swedish Innovation
Agency VINNOVA
Marringa Project Lead Brainport Two ForlInnovation
Development
Massimo Chair, board member TC428, Digital SME Alliance
Maurer Chief Information Security Officer MoveTech
Menasalvas Lead of BDVA Task Force 9: Skills Big Data Value Association,
and Education and University Madrid
Ongena Seniorresearcher HU Data Lab Univesity of Applied Sciences
Utrecht
Pranzini Advisor ASTER - High Competences
and Startup Unit
Puchner Commissioner for Europe Minister of Economic Affairs,
LabourandHousingof Baden
Wuerttemberg, Germany
Ravesteijn Professorin Process Innovation & HU Business School Utrecht,
Information Systems University of Applied Sdences
Schumacher Director Voice e.V. (Association of the
IT Users SME)
Seimys Policy support VDMA
Sejer Frandsen CEO, board member, vice - | IT-forum, AIOTI, European
president DIGITAL SME Alliance
van de Ven Dr. Ing. TNO
Van denBorn Research Institute Director Tilburg Institute
Governance
Virag Head Cybersecurity = Competence
Center Hungary
Wendt Member of WG SKILLS: digital BITMi, I1IBA, PMI

skills, social dialogue, movement
of workers, competence centers
atDIGITAL SME

Svatopluk Gt ol f a

Lucia Fraga Lago

Milva Carbonaro

Silvia Barbone

Christine Simon, Katarzyna Szumielewicz

Mayte Carrecedo

TECHNOLOGICAL TRENDS

T August 2018)

Development and Research on
Vocational Education Skills (DRIVES)
Maritime Alliance for fostering the European Blue
economy through a Marine Technology Skilling
Strategy (MATES)

Towards an innovative strategy for skils
development and capacity building in the space geo
information sector supporting Copericus User
Uptake (EO4GEO)

The Next Tourism Generation Alliance (NGT)

Makes_me_digital
14MS

ND SOURCES OF THE AN  ALYSIS OF
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Forthe analysis of the technologytrends and market developments described in section
2.3, 25 researcharticlesfromleading research firms were compared and analysed. The
foll owing criteria were used to identify technologicaltrends:

(1)

(2

f
1
f
f

Publicationsare max. 2 years old;
Trends identified are documented by at least three separate sources;
Trends are related to orimpact big data, IoT and/orcybersecurity;

They are disruptive  technologies, according to the definition provided by
McKinsey ***: meaning that they are rapidly advancing, they have a broad potential
scope of impact, may affect significant economic value, and they can dramatically
change the statusquo of the market;

For the search process, the following keywords were used: loT, big data,
cybersecurity, movements, trends, market developments, technology, outlook,
2018

Accenture (2018), Accenture Technology Vision. Available at:
https:/Mmw.accenture.com/t20180227T215953Z  w__/us -en/_acnmedia/Accentur __e/next -gen -

7/tech -vision -2018/pdf/Accenture  -TechVision -2018 - Tech- Trends -Report.pdf#zoom=50

Atomico (2017), State of European Tech Report 2017. Available at:
https://2017 stateofeuropeantech.com/

34 Manyika, J., Chui, M., Bughin, J., Dobbs, R., Bisson, P., & Marrs, A. (2013), Disruptive technologies:
Advances that will transform life, business, and the global economy. Published May. Available at
https:/Amw.m ckinsey.com/business -functions/digital - mckinsey/our -insights/disruptive  -technologies
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https://www.accenture.com/t20180227T215953Z__w__/us-en/_acnmedia/Accenture/next-gen-7/tech-vision-2018/pdf/Accenture-TechVision-2018-Tech-Trends-Report.pdf#zoom=50
https://www.accenture.com/t20180227T215953Z__w__/us-en/_acnmedia/Accenture/next-gen-7/tech-vision-2018/pdf/Accenture-TechVision-2018-Tech-Trends-Report.pdf#zoom=50
https://2017.stateofeuropeantech.com/
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/disruptive-technologies

(3) Bain & Company(2017), Finding Europe's Edge inthe Internet of Things. Available at:

http://www.bain.com/publications/articles/finding -europes -edge -in-the -internet -of -things.aspx

4 Capgemini (2017) Technovision Parallel Digital Realities 2017. Available at:
https:/AMww.capge mini.com/wp - content/uploads/2017/07/technovision 2017 -

parallel digital realities.pdf

(5) Capgemini (2017) Trends in Cybersecurity 2017. Available at: https://www.capgemini.com/nl -nl/wp -
content/uploads/sites/7/2017/11/1b -085 -17-trends -in-cybersecurity web.pdf

(6) Capgemini (2018) 2018 Predictions: Disruptive Technologies. Available at:
https:/Mww.capgemini.com/gb -en/2018/01/2018 - predictions -disruptive -technologies/#

(7) Capgemini (2018) 2018 predictions: cybersecurity. Available at: https://www.capgemini.com/gb -
en/2018/01/2018 - predictions -cybersecurity/

(8) Cisco Systems (2018), Annual Cybersecurity Report. Available at
https: /Mmww.cisco.com/c/m/en_au/products/security/offers/cybersecurity - reports.html

(9) Deloitte (2018), Technology Industry O utlook. Navigating toward the future: Leveraging technology
advancesinthe digital transformation era. Available at:
https:/Mmvww2.deloitte.com/content/dam/Deloitte/us/Documents/technology -media -

telecommunications/us __-tmt - 2018 -technology -industry - outlook.pdf
(10) Deloitte (2018), Tech Trends 2018. The symphonic enterprise. Available at:

https:/Mvww2.deloitte.com/content/dam/ insights/us/articles/Tech -Trends -2018/4109 TechTrends -
2018 FINAL.pdf

(11) Deloitte (2015), Five questions about social media analytics inthe energy and resources industries.
Available at: https:/ww2.deloitte.com/us/en/pages/finance/articles/five -gquestions - about - social -

media -analytics -in-energy -and-resources -industries.html
(12) Enisa (2017) ENISA Threat Landsca  pe Report 2017. Available at:

https:/Mmw.enisa.europa.eu/publications/enisa -threat -landscape -report -2017

(13) European Commission (2017), The Digital Economy and Society Index. Available at
https://ec.europa.eu/digital - single -market/en/desi

(14) EY (2018), Isthe nextevolution ofbig data, big judgmen t? Available at:
http://www.ey.com/Publication/ivwl. UAssets/EY -data - analytics -in-hospitality/$FILE/EY -data - analytics -

in-hospi tality.pdf
(15) Gartner (2017), Top 10 Strategic Technology Trends for 2018. Available at:
https:/mmw.gartner.com/doc/3811368?refval=&pcp=mpe

(16) Gartner (2018), The Top Security Trends for Midsi ze Enterprises. Available at:
https:/mmw.gartner.com/we binar/3690017

(17) Gartner(2017),100 Data and Analytics Predictions for 2021. Available at:

https:/Mww.gartner.com/imagesrv/media -products/pdf/tealium/Tealium -1-47GUGIN.pdf
(18) IBM (2017), Top 5 I0T trends transforming business in 2018. Available at:
https:/Mmw.ibm.com/blogs/internet -of-things/top -5-iot -trends -in-2018/
(19) IDC (2017), Worldwide I T Industry 2018 Predictions. Available at:
https:/Mmw.idc.c _om/getdoc.jsp?containerld=US43171317
(20) McKinsey & Company (2017), Whatodéds Now and Next in Analytics,
https:/Mmw.m ckinsey.com/global -themes/digital _-disruption/whats - now-and -next -in-analytics -ai-and -

automation#
(21) McKinsey & Company (2017), Fueling growth through data monetization. Available at:

https:/Mmw.m ckinsey.com/business -functions/mckinsey  -analytics/our _-insights/fueling - growth -
through -data -monetization
(22) McKinsey & Company (2016), Digital Europe: Pushing the frontier, captu ring the benefits. Available at

https:/Mww.m ckinsey.com/~/media/McKinsey/Business %2 0Functio ns/McKinsey%20 Digital/Our% 20|
nsights/Digital%2 0Europe%20 Pushin g% 20th e%2 Ofrontier%20 capturin g%20th e%2 Oben efits/Digital -
Europe -Full-report - June - 2016.ashx

(23) PricewaterhouseCoopers (2018), Tech bre akthroughs megatrend: howto prepare for its impact.
Available at:  https:/www.pwec.com/gx/enfissues/technology/tech -breakthroughs -megatre nd.html
(24) PricewaterhouseCo opers (2017), Emerging trends 2017. Whatés ahead on
privacy landscape? Available at: https://www.pwe.com/us/en/cybersecurity/assets/cyberse curity -
trends.pdf
(25) Saviant Consulting (2018), 10T and Data Analytics Predictions for 2018. Available at:
http://www.saviantconsulking.com/blog/iot - data - analytics -predictions - 2018.aspx
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http://www.bain.com/publications/articles/finding-europes-edge-in-the-internet-of-things.aspx
https://www.capgemini.com/wp-content/uploads/2017/07/technovision_2017_-_parallel_digital_realities.pdf
https://www.capgemini.com/wp-content/uploads/2017/07/technovision_2017_-_parallel_digital_realities.pdf
https://www.capgemini.com/nl-nl/wp-content/uploads/sites/7/2017/11/1b-085-17-trends-in-cybersecurity_web.pdf
https://www.capgemini.com/nl-nl/wp-content/uploads/sites/7/2017/11/1b-085-17-trends-in-cybersecurity_web.pdf
https://www.capgemini.com/gb-en/2018/01/2018-predictions-disruptive-technologies/
https://www.capgemini.com/gb-en/2018/01/2018-predictions-cybersecurity/
https://www.capgemini.com/gb-en/2018/01/2018-predictions-cybersecurity/
https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-2018-technology-industry-outlook.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-2018-technology-industry-outlook.pdf
https://www2.deloitte.com/content/dam/insights/us/articles/Tech-Trends-2018/4109_TechTrends-2018_FINAL.pdf
https://www2.deloitte.com/content/dam/insights/us/articles/Tech-Trends-2018/4109_TechTrends-2018_FINAL.pdf
https://www2.deloitte.com/us/en/pages/finance/articles/five-questions-about-social-media-analytics-in-energy-and-resources-industries.html
https://www2.deloitte.com/us/en/pages/finance/articles/five-questions-about-social-media-analytics-in-energy-and-resources-industries.html
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2017
https://ec.europa.eu/digital-single-market/en/desi
http://www.ey.com/Publication/vwLUAssets/EY-data-analytics-in-hospitality/$FILE/EY-data-analytics-in-hospitality.pdf
http://www.ey.com/Publication/vwLUAssets/EY-data-analytics-in-hospitality/$FILE/EY-data-analytics-in-hospitality.pdf
https://www.gartner.com/doc/3811368?refval=&pcp=mpe
https://www.gartner.com/webinar/3690017
https://www.gartner.com/imagesrv/media-products/pdf/tealium/Tealium-1-47GUGIN.pdf
https://www.ibm.com/blogs/internet-of-things/top-5-iot-trends-in-2018/
https://www.idc.com/getdoc.jsp?containerId=US43171317
https://www.mckinsey.com/global-themes/digital-disruption/whats-now-and-next-in-analytics-ai-and-automation
https://www.mckinsey.com/global-themes/digital-disruption/whats-now-and-next-in-analytics-ai-and-automation
https://www.mckinsey.com/business-functions/mckinsey-analytics/our-insights/fueling-growth-through-data-monetization
https://www.mckinsey.com/business-functions/mckinsey-analytics/our-insights/fueling-growth-through-data-monetization
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/McKinsey%20Digital/Our%20Insights/Digital%20Europe%20Pushing%20the%20frontier%20capturing%20the%20benefits/Digital-Europe-Full-report-June-2016.ashx
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/McKinsey%20Digital/Our%20Insights/Digital%20Europe%20Pushing%20the%20frontier%20capturing%20the%20benefits/Digital-Europe-Full-report-June-2016.ashx
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/McKinsey%20Digital/Our%20Insights/Digital%20Europe%20Pushing%20the%20frontier%20capturing%20the%20benefits/Digital-Europe-Full-report-June-2016.ashx
https://www.pwc.com/gx/en/issues/technology/tech-breakthroughs-megatrend.html
https://www.pwc.com/us/en/cybersecurity/assets/cybersecurity-trends.pdf
https://www.pwc.com/us/en/cybersecurity/assets/cybersecurity-trends.pdf
http://www.saviantconsulting.com/blog/iot-data-analytics-predictions-2018.aspx

Good practices
various skills
initiatives

Digital Skills for
SMEs

SME:Digital
NumericALL &
Fit4coding 1
training
jobseekers into

web developers
in Luxembourg

Digitaal. Talent@
Gent i Unlocking
the Digital
Potential of all
Citizensin
Belgium

Wallonia
Marshall Plan
4.0.
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école du
numérique in
France

Samsung
Innovation
Campin ltaly

IT Talents
Training Camp

Coding Classin

Denmark
10 The Digital
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11 IT for SHE
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om/ -/media/invest

in-
denmark/files/danis

h-digital -growth -
strateqy2018.ashx?

a=en&hash=8F378

A9EG4FAD29D4453

0C3238D9720DA44

EC3CA
https://eng.em.dk/

media/10554/digital

-strateqy -fact -
sheet.pdf

https:/Mww.numer

call.fr/

https://stad .gent/sa

menleven -welziin -

gezondheid/alle -
gentenaars - digitaal

http://planmarshall.

wallonie.belle

-plan -

0

http://www.grandee

colenumerique fr/

https:/Mww.innova

http://ittalents.ba/h

ome

https://itb.dk/artide

s/fremtidens -

kom petencer/codin

-class
https:/Mmww.czechit

as.cz/en/portfolio/di

gital -academy

http://www.itforshe

-l

http://www.hitsa.ee

fit -
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Typology

Training
program

Support
programme/
strategy

Training
program

Training
program

Network /
collaboratio
n

Training
program

Training
program

Training
program

Training
program

Training
program

Training
program

Training
program

Most relevant
stream of
roadmap

1.
Strengthening
ecosystems

2. Support
strateg ic
outlook
development

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

3. Strengthen

structured skills

development

4. Tailor
education and
training offers

4. Tailor

education and

training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

Most relevant sub
stream

- goal of that

1. Created shared databases and
tools to make information
accessible to stakeholders

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

4. Innovate educational

programmes (co
badging) to stimulate

- creation,

collaboration between SMEs and

education

1. Develop policies & funding
programmes that help to support

SME communiti

es, networks and

ecosystems (clusters), such as
Digital Innovation Hubs

3. Promote blueprints,

practical

frameworks and tools that support
SMEs to build a smart (HR)
strategy (incl. tools to support
recruitment, hiring, dvipment)

4. Innovate educational

programmes (co
badging) to stimulate

- creation,

collaboration between SMEs and

education

4. Increase understanding of
education providers on h2 identify
training needs, target groups &

tailor offers

4. Promote and

scale successful

funding mechanisms that foster
skills development (e.g. cost -

sharing models)

4. Integrate BIC

modules innon

tech curricula, even offerit for
free, to increase potential talent

pool

4. Stimulate development of
practical cybersecurity training

programmes

(eg i

needs based, using labs

4. Increase mobility of scarce

experts (in

Edu & Edu - Industry)

4. Integrate BIC modules innon
tech curricula, even offerit for

free, to increase potential ta

pool

lent

n
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Good practices

various skills
initiatives

Typology

Most relevant
stream of
roadmap

Most relevant sub
stream

- goal of that

13 SMESEC https://smesec.eu/a Guide/ 1. 1. Created shared databases and
bout.html toolbox Strengthening tools to make information
ecosystems accessible to stakeholders
14 Big Data Value http://www.bdva.eu Network / 1. 1. Develop policies & funding
Association collaboratio | Strengthening programmes that help to support
n ecosystems SME communities, networks and
ecosystems (clusters), such as
Digital Innovation Hubs
15 Digital Transiton  http://www.euroco Training 1. 1. Develop policies & funding
programme mmerce.eu/media/l program Strengthening programmes that help to support
43276/European%?2 ecosystems SME communities, networks and
OSME- ecosystems (clusters), suchas
Action%20Program Digital Innovation Hubs
me.pdf
16 Les Digiteurs. http://transformatio Network / 4. Tailor 4. Promote existing  blueprints for
Transition n-digitale -tpe - collaboratio |education and training for SMEs
Numérique lle - pme.cci -paris - n training offers
de -France idf.fr'sommaire/
https:/Amww.le sdigit
eurs.cci -paris -
idf.fr/notre -
ambition -votre -
entreprise
17 Web@cademie http://we bacademie Training 4. Tailor 4. Innovate educational
Women ambiton  .org/ambitionFemini program education and programmes (co -creation,
i Asecond - ne training offers badging) to stimulate
chance coding collaboration between SMEs and
schoollin France education
18 Kompetenzzentr  https:/Aww.bmwi. Guide/ 3. Strengthen 3. Promote blueprints, practical
um de/Redaktion/EN/Pu__ toolbox structured skills  frameworks and tools thatsupport
Fachkraftesicher  blikationen/avoiding development SMEs to build a smart (HR)
ung (KOFA) -skills - shortages - strategy (incl. tools to support
( A o Istep - and - recruitment, hiring, dvipment)
shopo mismatches.pdf?
blob=publicationFil
&v=2
19 Codepact https:/Aww.bmwi. Network / 4. Tailor 4. Innovate educational
de/Redaktion/EN/Pu__ collaboratio ' education and programmes (co -creation,
blikationen/avoiding n training offers badging) to stimulate
-skills - shortages - collaboration between SMEs and
and - education
mismatches.pdf?
blob=publicationFile
&v=2
20 Go-Digital http://www.bmwi.d Support 1. 1. Develop policies & funding
e/Redaktion/DE/Arti programme/ | Strengthening programmes that help to support
kel/Digitale - strategy ecosystems SME communities, networks and
Welt/foerderprogra ecosystems (clusters), suchas
mm -qo-digital.html Digital Innovation Hubs
21 Alliance for https:/Aww.bmwi. Training 4. Tailor 4. Stimulate internships to
Initial and de/Redaktion/EN/Pu__ program education and provide students with practical
Further Training blikationen/avoiding training offers experience and SMEs with
2015171 2018 -skills - shortages - potential employees
and -
mismatches.pdf?
blob=publicationFile
&v=2
22 Mittelstand http://vwwv.bmwi.d Support 1. 1. Stimulate collaboration
Digital e/Redaktion/DE/Dos  programme/  Strengthening between hubs and education
sier/mittelstand - strategy ecosystems system to better tailor to needs
digital.html _
23 Crescerein http://www.crescer Training 4. Tailor 4. Innovate educational
Digitale eindi gitale.it/and program education and programmes (co -creation,

http://foodinnovatio
nprogram.org/googl

training offers badging) to stimulate
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Good practices
various skills
initiatives

24 German -ltalian
Cooperation on
Industry 4.0

25 Mittelstand 4.0

26 The Mittelstand
4.0 Competence
Center
eStandards

27 Digitales
Handwerk

28 Skillnet Ireland

29 SMEs trainings
fordigital
technologies and
innovation
developmentin
Latvia

30 Samsung Digi
Pass

31 AMETICICT

Professionals

32 Skills Plus

33 INCoDe.2030

34 Cybervolunteers

Cibervoluntarios

e-partners -with -

italian -government -

to -launch - made -in -

italy -and - crescere -
in-digitale/
https:/mww.plattfo

m -
i40.de/l40/Redaktio

n/EN/Downloads/Pu

blikation -
gesamt/german ital

ian_cooperation.pdf

?__blob=publication

File &v=2

http://www.mitte | st

and -
digital.de/DE/Foerd

erinitiativen/mittelst

and -4-0.html

https:/mww___.kompe

tenzzentrum -
estandards.digital/

http://www.handwe

rkdigital.de/

https:/Mmww.skillnet

ireland.ie

http://www.mmu.lv

/

http://www.samsun

gdigipass.ee/ee

http://ametic.es/es/

ET1

https:/Mww.kom pe

tansenorge.no/Engli

sh/Basic -
skills/Competencepl

us/

http://www.incode 2

030.gov.pt

https:/mww.ciberv
oluntarios.org/es

Typology

Network /
collaboratio
n

Guide/
toolbox

Guide/
toolbox

Network /
collaboratio
n

Network /
collaboratio
n

Trainin g
program

Training
program

Network /
collaboratio
n

Support
programme/
strategy

Support
programme/
strategy

Network /
collaboratio
n

Most relevant
stream of
roadmap

1.
Strengthening
ecosystems

2. Support
strategic
outlook
development

1.
Strengthening
ecosystems

3. Strengthen
structured skills
development

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

4. Ta ilor
education and
training offers

Most relevant sub
stream

- goal of that

collaboration between SMEs and

education

1. Initiate EU and national
programs that facilitate
knowledge sharing and create
platforms where 3rd parties and
SMEs can access relevant

materials (single multi
portal at EU level)

-sector

2. Support organisations,
initiatives and platforms tht foster
collaboration and knowedge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new

business models (e.g.

business

clubs/associations/clusters, buddy
support schemes, training
programs fora group of company

managers)

1. Stimulate collaboration
between hubs and education
system to better tailor to needs

3. Facilitate self

-assessments to

enable SMEs to detect skills gap in

their organisation

1. Develop policies & funding
programmes that help to support
SME communities, networks and

ecosystems (clusters)

,suchas

Digital Innovation Hubs

4. Promote existing blueprints for

training for SMEs

4. Innovate educational
programmes (co - creation,

badging) to stimulate

collaboration between SMEs and

education

4. Stimulate innovative voucher

schemes for fostering BIC

skills

developmentthat do nothave a
high burden (Go Digital Germany)

4. Promote existing blueprints fo

training for SMEs

1. Develop policies & funding

programmes

that help to support

SME communities, networks and

ecosystems (clusters)

,suchas

Digital Innovation Hubs

4. Increase mobility of scarce

experts (in Edu & Edu

- Industry)
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Good practices

35

36

37

38

39

40

41

42

43

44

45

various skills
initiatives
promoting
technological

volunteeringin
Spain

Skillsfuture
Singapore

Digital Skills and
Jobs Coalition
Pledge Viewer

SMARTO071

ECSOb&s
European
Human
Resources
Network for
Cyber
(EHR4CYBER)
Task Force

BDVA Skills
Task Force and
the BDVeProject

AFrom vo
value The big

data strategy" of
Emilia Romagna

JADS MKB
Datalab

Digital
Champions BE

PROMPT,
Profe ssional
Masterin
Software
Engineering

Cyber Skills
Initiative (CSl)

SEnDIng

http://www.skillsfut
ure .sg/AboutSkillskF
uture

http://pledgeviewer.eu

Typology

Support
programme/
strategy

https:/Mww.econo
mie071.nl/proje cten
/[smart071/

https:/mww.digitals
me.eu/digital/uploa
ds/3rd -

Workshop 2n -
ppt EHACYBER pre

sentation0802019.p
df

http://www.bdva.eu
[task -force -
overview

https:/formazionel
avoro.regione.emilia
-romagna.italta -
formazione -
ricerca/allegat _i/emili
a-romagna -big-
data -

community web.p
df/@@download/file
[EMILIA%20ROMAG
NA%20BIG%20DAT
A%20COMMUNITY
WEB.pdf

www.jadsmkbdatala
b.nl

www.digitalcham pio
ns.be

http://www.prompt
edu.se/

https:/AMww.ictskill
net.ie/news/cyberse
curity -skills -
initiative -launch -at-
cvberconf/

http://sendin -
project.eu

Support
programme/
strategy

Network /
collaboratio
n

Network /
collaboratio
n

Guide/toolb
ox

Counselliing

Network /
collaboratio
n

Training
program

Network /
collaboratio
n

Training
program

Most relevant
stream of
roadmap

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

Most relevant sub
stream

- goal of that

4.Increase fundingfor skills
developmentin SMEs

1. Created shared databases and
tools to make information
accessible to stakeholders

4. Innovate educational
programmes (co -creation,
badging) to stimulate
collaboration between SMEs and
education

4. Increase understanding of
education provid ersonh2identify
training needs, target groups &
tailor offers

1. Develop policies & funding
programmes that help to support
SME communities, networks and
ecosystems (clusters), suchas
Digital Innovation Hubs

1. Develop policies & funding
programmes that help to support
SME communities, networks and
ecosystem s (clusters), suchas
Digital Innovation Hubs

4. Stimulate internships to
provide students with practical
experience and SMEs with
potential employees

1. Develop policies & funding
programmes that help to support
SME communities, networks and
ecosystems (clusters), suchas
Digital Innovation Hubs

4. Promote existing blueprints for
training for SMEs

2. Stimulate the development of
national Cybersecurity
frameworks for SMEs

4. Promote use of standards and
frameworks to increase uniformity
in traininag courses
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Good practices

various skills
initiatives

46 Modern Business
Program
(Hungary)

47 CyberResilience
Centre Brainport

48 Innvation
vouchers Finland

49 VOICE Cyber
security platiorm

50 Cybersecurity
Rangers (jpn)

51 CyberNewYork
City (Cyber NYC)

52 Innovation
vouchers
Flevoland

Frameworks

1 DigComp

2 IT
Professionalism:
Digiframe

3 makes_me
</digital>
(Digital Skills:

New Professions,
New Educational
Methods, New
Jobs -
Smart2016/1006
)

www.vallalkozzdigit

alisan.hu

https://cwbrainport

nl’

https:/mww.busine

ssfinland.fi/en/for

finnish -

customers/services/

funding/research

and -

development/innova

tion -voucher/

https:/ioice -

ev.org/wissensp lattf

orm/

https:/mww.meti.q

0.ip/endlish/press/2

019/0611 002.html

https:/Mww.cyber

nyc.com/

https:/~oucherrege

lingflevoland.nl/

https://ec.europa.e

u/jrc/en/digcomp

http://ictprofessiona

lism.eu

Typology

Support
programme/
strategy

Network /
collaboratio
n

Training
program

Support
programme/
strategy

Counselling

Support
programme/
strategy

Training
program

Typology

Framework

Framework

https://makesmedig Framework

ital.eu

Most relevant
stream of
roadmap

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

3. Strengthen
structured skills
development

2. Support
strategic
outlook
development

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

Most relevant
stream of
roadmap

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

Most relevant sub
stream

- goal of that

2. Support organisations,
initiatives and platforms tht foster
collaboration and knowedge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new
business models (e.g.business
clubs/associa tions/clusters, buddy
support schemes, training
programs for a group of company
managers)

2. Supportorganisations
initiatives and platforms tht foster
collaboration and knowedge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new
business models (e.g.business
clubs/associations/clusters, buddy
support schemes, training
programsfora grou p of company
managers)

4. Increase funding for sk ills
developmentin SMEs

3. Research the possibility of
quality labels so SMEs re cognise
value ofa training

2. Stimulate existing and new
policy initatives  that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.qg.
programmes, campaigns, e vents)

1. Stimulate collaboration
between hubs and education
system to better tailor to needs

4. Increase funding for skills
development in SMEs

Most relevant sub
stream

- goal of that

4. Promote use of standards and
frameworks to increase uniformity
in training courses

4. Promote use of standards and
frameworksto increase uniformity
in training courses

4. Increase funding for skills
developmentin SMEs
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http://ictprofessionalism.eu/
http://ictprofessionalism.eu/
https://makesmedigital.eu/
https://makesmedigital.eu/

Good practices
various skills
initiatives
4 EDISON Data

Science
Framework

5 Alightweight
Cybersecurity
framework for
thorough
protection

6 National
Initiative for
Cybersecurity
Education
(NICE)

Self -assesments

1 Readiness for
Innovation Self

assessment Tool

2 Findingyour
Cybersecurity
CareerPath

3 SMECloud
Security Tool

4 Entreprises, les
clés d'une
application

réussie du GDPR

5 CyberRisico
Scan

6  Cybersecurity
Competence
Center

https://ec.europa.e

u/digital -single -
market/en/news/edi

son -training -
scientists -today -
and -tomorrow

https://smesec.euli

ndex.html

https:/AMww.nist.qgo

vl/itl/applied -
cybersecurity/nice

http://www.sircon.c

0.uk/afrcinnovation

assessment/

https:/mww.edx.or

d/courseffinding -
cybersecurity -
career -path -
uwashingtonx -
cyb004x

https:/mww.enisa.e

uropa.eu/topics/dou

d-and-big-
data/cloud -
security/security -
for-smes/sme -

quide -tool
http://www.cigref.fr

/wp/wp_-
content/uploads/20

17/11/CIGREF -GT-

AFAI - CIGREF-TIF -

Donnees -
Personnelles -et-

Systemes -d-

Informations - GDPR-

2017.pdf

Typology

Framework

Framework

Framework

Typology

Self -
assesments

Self -
assesments

Self -
assesments

Self -
assesments

https:/iveiligzakelik Self -

internetten.cybersta

tus.nl/

https:/ivoice -

ev.org/ wissensplattf

orm/

assesments

Self -
assesments

Most relevant
stream of
roadmap

4. Tailor
education and
training offers

4. Tailor
education and
training offers

3. Strengthen

structured skills

development

Most relevant
stream of
roadmap

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

Most relevant sub
stream

- goal of that

4. Promote use of standards and
frameworks to incre ase uniformity
in training courses

4. Promote use of standards and
frameworks to increase uniformity
in trainingcours es

3. Promote blueprints, practical
frameworks and tools that support
SMEs to build a smart (HR)
strategy (incl.tools to support
recruitment, hiring, dvipment)

Most relevant sub
stream

-goal of that

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, events)

2. Stimulate existi ngandnew
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potental of BIC technologies and
encourage innovation (e.g.
programmes ,campaigns, events)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaians, e vents)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.

programmes, campaiagns, events)
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https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://ec.europa.eu/digital-single-market/en/news/edison-training-scientists-today-and-tomorrow
https://smesec.eu/index.html
https://smesec.eu/index.html
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.nist.gov/itl/applied-cybersecurity/nice
http://www.sircon.co.uk/afrcinnovationassessment/
http://www.sircon.co.uk/afrcinnovationassessment/
http://www.sircon.co.uk/afrcinnovationassessment/
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.edx.org/course/finding-cybersecurity-career-path-uwashingtonx-cyb004x
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
https://www.enisa.europa.eu/topics/cloud-and-big-data/cloud-security/security-for-smes/sme-guide-tool
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
http://www.cigref.fr/wp/wp-content/uploads/2017/11/CIGREF-GT-AFAI-CIGREF-TIF-Donnees-Personnelles-et-Systemes-d-Informations-GDPR-2017.pdf
https://veiligzakelijkinternetten.cyberstatus.nl/
https://veiligzakelijkinternetten.cyberstatus.nl/
https://veiligzakelijkinternetten.cyberstatus.nl/
https://voice-ev.org/wissensplattform/
https://voice-ev.org/wissensplattform/
https://voice-ev.org/wissensplattform/

Good practices
various skills
initiatives

Guides & others

1 Avoiding skills
shortages and
mismatches 1
New strategies
formeeting

companies

skilled labour
needs

2 EUGDPR
Checklist for
Corporate
Im plementation

3 Com munity
Boost EU
Facebook

4  Digital Schools
of Distinctionin
Ireland

5 Digital skills gap
in Europe

6  The Additional
Qualifications for
Digital
Competences
Programme

7  Continuous
Professional
Development for
ICT&L in Ireland

8 Human Capital
AgendalCT

9 Data P itch

10 Commit2Data

11 IT in Bank,in
Poland

12 CodeforAll

https:/AMvww.bmwi.
de/R edaktio n/EN/Pu

blikationen/avoiding

-skills - shortages -
and -
mismatches.pdf?
blob=publicationFile

&v=2

http://vww.bmwi.d
e/Redaktion/DE/Pub

likationen/Digitale -
Welt/datenschutzar
undverordnung.html

https://newsroom.f
b.com/news/2018/0

1/community -boost-

euro pe/
http://www.digitalsc

hools.ie/

http://ec.europa.eu
[newsroom/dae/doc

ument.cfm?doc _id=

47880

https://media.nesta

.org.uk/documents/
Readie Digi _tal Skill
s booklet online.pd

f

https:/Aww.ics.ie/
news/what -is-
continuous -
professional -
development -

https:/Aww.bmwi.
de/R edaktio n/EN/Pu

blikationen/avoiding

-skills - shortages -
and -
mismatches.pdf?
blob=publicationFile

&v=2
https://datapitch.eu

/

https:/mww.dutchd

igitaldelta.nl/upload
s/pdf/Commit2data -

DDD -Flyer -
november_-

17 171116 100106

.pdf
http://itnabank.pl/

http://www.academ

iadecodigo.org

Typology

Typology

Supp ort
programme/
strategy

Guide/
toolbox

Training
program

Network /
collaboratio
n

Guide/toolb
ox

Support
programme/
strategy

Training
program

Support
programme/
strategy

Support
programme/
strategy

Support
programme/
strategy

Training
program

Training
program

Most relevant
stream of
roadmap

Most relevant
stream of
roadmap

4. Tailor
education and
training offers

3. Strengthen
structured skills
development

4. Tailor
education and
training offers

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

3. Strengthen
structured skills
development

3. Strengthen
structured skills
development

1.
Strengthening
ecosystems

2. Support
strategic
outlook
development

3. Strengthen
structured skills
development

4. Tailor
education and
training of fers

Most relevant sub

- goal of that

stream

Most relevant sub
stream

- goal of that

4. Stimulate internships to
provide students with practical
experience and SMEs with
potential employees

3. Facilitate self
enable SMEs tod
their organisation

- assessments to
etect skills gap in

4. Promote existing blueprints for

training for SMEs

2. Designa matchmking platform
that links technology solutions in
the area of BIC with SME needs

4. Promote existing blueprints for

training for SMEs

3. Decrease dependency on

external provide

rs

3. Monitor market trends to

inform (esp. IT -

using) SMEs

1. Develop policies which help

mobilising

accelerators/downstre am actors

2. Stimulate collaborative
projects between SMEs and

researchers

3. Researchhowcareer

switches

can be facilitated to increase the
talent pool (esp. in cyber security)
and scale good practices

4. Integrate BIC modules innon
tech curricula, even offerit for
free, to increase potential talent

pool
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Most relevant
stream of

Good practices

; ; Most relevant sub
various skills

stream

- goal of that

Typology

13

14

15

16

17

18

19

20

21

22

23

24

initiatives

Opening

Opportunities in

Romania

Social Builder

Find
jobs among
SMEs i match

with job seekers

Rethinking
Education

Digilyft Kick start

Good Things
Foundation

OAK3 Academy

BSI Group BIM

Unionlearn

Digital

Innovation Hubs

LEAD-IT

10T Device
Security Lab

fi hi

http://openingoppor

tunities.ro/

https://socialbuilder

.0rg

d https:/AMww.bmwi.
de/R edaktion/EN/Pu

blikationen/avoiding

-skills - shortages -
and -
mismatches.pdf?
blob=publicationFile

&v=2

https://europa.eu/r

apid/press -
release IP -12-
1233 en.htm

https://hellofuture.o

rg/casel/digilyft/

https:/mww.goodth

ingsfoundation.org

http://www.oak 3.be

https:/mww.bsigro

up.com/en -GB/our -

services/training -
courses/BIM -

training -courses/
https:/Mww.unionl

earn.org.uk

http://s3platform.jr

c.ec.europa.eu/digit

al-innovation -hubs

ww.lead -it.be

https:/mww.digitals

me.eu/digital/uploa

ds/2nd -
Workshop Skills -
for-SMEs 3rd -

Training
program

Training
program

Network /
collaboratio
n

Support
programme/
strategy

Counselling

Network /
collaboratio
n

Training
program

Training
program

Network /
collaboratio
n

Network /
collaboratio
n

Counselling

Network /
collaboratio
n

roadmap

4. Tailor
education and
training offers

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

1.
Strengthening
ecosystems

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

4. Innovate educational
programmes (co -creation,
badging) to stimulate
collaboration between SMEs and
education

4. Innovate educational
programmes (co -creation,
badging) to stimulate
collaboration between SMEs and
education

2. Designa matchmking platform
that links technology solutions in
the area of BIC with SME needs

4. Increase understanding of
education providers on h2 identify
training needs, target groups &
tailor offers

4. Increase funding for skills
developmentin SMEs

2. Support organisations,
initiatives and platforms tht foster
collaboration and knowledge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new
business models (e.g.business
clubs/associations/clusters, buddy
support schemes, training
programs for a group of company
managers)

4. Stimulate innovative voucher
schemes for fostering BIC skills
development that do nothave a
hiah burden (Go Diaital Germany)

4. Promote existing blueprints for
training for SMEs

2. Involve intermediariesinan
SME that can act as advisors for
SME managers/ownersin
adoption of BIC technologies (e.g.
accountants, insurance
companies, ICT interns)

1. Develop policies & funding
programmes that help to support
SME communities, networks and
ecosystems (clusters), such as
Digital Innovation Hubs

2. Designa matchmking platform
that links technology solutions in
the area of BIC with SME needs

4. Investin facilities to support
training programmes (eg labs)
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Most relevant
stream of
roadmap

Good practices
various skills
initiatives

Most relevant sub
stream

- goal of that

Typology

ppt Khani 10T Sec

lab Shortl 7 -Dec-
18.pdf
25 Southampton https://southampto Training 1. 4. Increase funding for skills
Data Science ndata.science/ program Strengthening developmentin SMEs
Academy ecosystems
26 Knowedge https:/Aww.ncl.ac. Support 4. Tailor 4. Promote existing blueprints for
Transfer uk/maths - programme/  education and training for SMEs
Partnerships for  physics/business/kt strategy trainin g offers
data science in pl
SMEs
27 Digital Cities https:/Amww.dellem Guide/toolb |1 1. Initiate EU and national

Strengthening
ecosystems

c.com/en - ox
us/industry/digital -
cities/index.htm

programs that facilitate
knowedge sharing and cre ate
platforms where 3rd parties and
SMEs can access relevant
materials (single multi  -sector
portal at EU level)

28 CyberWelfare https:/Aww.cyberw

elfare.it/ oXx

Guide/toob |1

. 1. Created shared databases and
Strengthening

tools to make information

ecosystems accessible to stakeholders
29 Digital Learning http://www.softwar Training 3. Strengthen 3. Promote blueprints, practical
Centre emanager.eu/ program structured skills  |frameworks and tools thatsupport
development SMEs to build a smart (HR)
strategy (incl.tools to support
recruitment, hiring, dvipment)

30 CyberReady https://certification. Training 4. Tailor 4. Stimulate development of
comptia.org/why - program education and practical cybersecurity training
certify/cyber -ready training offers programmes (eg in

needs based, using labs

31 IT-Ready https:/Aww.creatin Counselling 3. Strengthen 3. Research howcareer switches
gitfutures.org/ structured skills |can be facilitated to increase the

development talent pool (esp. in cyber security)
and scale good practices

32 Datafabriek/ The https://onlinetouch. Training 4. Tailor 4. Investin facilities to support
Data Factory nl/villay/ingovernm program education and training programmes (eg labs)

ent-04- training offers
2018/16;Essay#/16
(dutch read)

33 Bronnen: wie https:/Awwv.kvk.nl/ Network / 2. Support 2. Support organisations,
helpt mijverder download/20173047 collaboratio strategic initiatives and platforms tht foster
metdata? invulbare - n outlook collaboration and knowledge

pdf databronnen 1 development sharing amongcompany

71215 - managers/owners for adoption of

proef2 tcm109 - BIC technologies and new

452575.pdf business models (e.g. business
clubs/associations/clusters, buddy
support schemes, training
programs fora group of company
managers)

34 Big data: https:/Awwv.kvk.nl/ Guide/ 2. Support 2. Stimulate existing and new
groeikansen downloadMWhitepap toolbox strategic policy initativesthat  inform SME
voor er-Big - outlook managers/owners about the
ondernemers Data tcm109 - development potential of BIC technologies and

408602.pdf encourage innovation (e.g.
programmes, campaigns, e vents)

35 BestPractices http://data.library.v Guide/ 4. Tailor 4. Integrate BIC modulesinnon -

education and
training offers

for Statistical
Data Analysis

tech curricula, even offerit for
free, to increase potential talent
pool

irginia.edu/statlab/b toolbox
est-practices -for-

statistical -data -
analysis/

https:/Mww.e urope
andataportal.eu/en/

Guide/
toolbox

4. Tailor
education and
training offers

36 Training material
open data

4. Integrate BIC modules innon -
tech curricula, even offerit for
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Good practices Most relevant

; ; Most relevant sub - goal of that
various skills Typology stream of
S stream
initiatives roadmap
resources/more - free, to increase potential talent
training -materials pool
37 E-Book BigData | http://kvk.instantm Guide 2. Support 2. Stimulate existing and new
agazine.com/e - /toolbox strategic policy initatives that inform SME
zines -kvk/hbig -data outlook managers/owners aboutthe
development potential of BIC technologies and

encourage innovation (e.g.
programmes, campaians, events)

38 Digital Journey https:/Mmww.sirris.b Guide/ 2. Support 2. Stimulate existing and new
Tracker e/digitaliournevtrac toolbox strategic policy initatives that inform SME
ker outlook managers/owners about the
development potential of BIC technologies and

encourage innovation (e.g.
programmes, campaians, e vents)

39 Informationspool https:/mww.allianz Guide 2. Support 2. Stimulate existing and new
-fuer - /too Ibox strategic policy initatives that inform SME
cybersicherheit.de/A outlook managers/owners about the
C S/DE/Informations development potential of BIC technologies and
pool/ function/Infor encourage innovation (e.g.
mationspool Formul programmes, campaigns, e vents)
ar.htm|?nn=996065
4

40 Konsolidierte https:/Mww.allianz Guide/ 2. Support 2. Stimulate existing and new

Gefahrdungsmat -fuer - toolbox strategic policy initatives  thatinform SME
rix mit cybersicherheit.de/A outlook managers/owners about the
Risikobewertung CS/DE/ /partner/ Pa development potential of BIC technologies and
2016 rtnerbeitrag 1SPs G encourage innovation (e.g.
efaehrdungsmatrix programmes, campaigns, e vents)

2016.pdf? blob=p
ublicationFile&v=4

41 Cloud Security https:/Mww.enisa.e Guide/ 2. Support 2. Stimulate existing and new
Guide for SMEs uropa.eu/publicatio toolbox strategic policy initatives that inform SME
ns/cloud -security - outlook managers/owners about the
quide -for-smes development potential of BIC technologies and

encourage innovation (e.g.
programmes, campaigns, e vents)

42 SME Guide for https:/mww.digitals Guide/ 2. Support 2. Stimulate existing and new
the me.eu/digital/uploa toolbox strategic policy initatives that inform SME
Implementation ds/SME - Guide - for - outlook managers/owners about the
of ISO/IEC the - development potential of BIC technologies and
27001 on implementation - of - encourage innovation (e.g.
Information ISOIEC -27001 -on- programmes, campaigns, e vents)
Security information -

Management security -
management.pdf

43 Beschermje https://iveiliginterne Guide/ 2. Support 2. Stimulate existing and new
bedrijf tegen tten.nl/bescherm - toolbox strategic policy initatives  that inform SME
cybercrime! je - bedrijff -tegen - outlook managers/owners about the

cybercrime/ development potential of BIC technologies and

encourage innovation (e.qg.
programmes, campaigns, e vents)

44 Digitale fraude: https:/Aww.kvk.nl/ Guide/ 2. Support 2. Stimulate existing and new
preve ntie door download/Infograph toolbox strategic policy initatives that inform SME
mkb kan beter ic%20Preventie%20 outlook managers/owners about the

do0or%20het%20mk development potential of BIC technologies and
b%20te gen%20digit encourage innovation (e.g.

ale %20fraude%20d programmes, campaigns,  events)
efinitief tcm109 -

449038.pdf

45 De5 https:/Amww.digitalt Guide/ 2. Support 2. Stimulate existing and new
basisprincipes rustcenter.nl/de -5- toolbox strategic policy initatives that inform SME
van veilig basisprincipes -van- outlook managers/owners about the
digitaal veilig -digitaal - development potential of BIC technologies and
ondernemen ondernemen encourage innovation (e.g.

programmes, campaigns, e vents)
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https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/partner/Partnerbeitrag_ISPs_Gefaehrdungsmatrix_2016.pdf?__blob=publicationFile&v=4
https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes
https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes
https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes
https://www.enisa.europa.eu/publications/cloud-security-guide-for-smes
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://www.digitalsme.eu/digital/uploads/SME-Guide-for-the-implementation-of-ISOIEC-27001-on-information-security-management.pdf
https://veiliginternetten.nl/bescherm-je-bedrijf-tegen-cybercrime/
https://veiliginternetten.nl/bescherm-je-bedrijf-tegen-cybercrime/
https://veiliginternetten.nl/bescherm-je-bedrijf-tegen-cybercrime/
https://veiliginternetten.nl/bescherm-je-bedrijf-tegen-cybercrime/
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.kvk.nl/download/Infographic%20Preventie%20door%20het%20mkb%20tegen%20digitale%20fraude%20definitief_tcm109-449038.pdf
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen

Most relevant
stream of

Good practices

; ; Most relevant sub
various skills

stream

- goal of that

Typology

initiatives

46 CyberResilience
Lab

47 Privacyin
Technology:
Standards and
Practices for
Engineers and
Securityand IT

48 Privacy Program
Management

49 Practitioner's
toolkit for PES
Building Career
Guidance and
Lifelong Leaming

50 Publicatie
Internet of
Things

51 Internetof
Things:
kansrichtingen

52 Businesskansen
metloT

53 Businessis
Great Britain

54 Cloud Watch
HUB

Massive Open
Online Courses

(MOOCs)

1 Udacity &
Google
Developer

Scholarships
Challenge in the
EU

https://cyreslab.org Training
L program
https://my.iapp.org Guide/
INC Product?id=a toolbox
191a0000000L 2eAA

G

https://iapp.org/res Guide/
ources/article/privac toolbox
y-program -

management/
http://ec.europa.eu Guide
[social/main.jsp?lan /toolbox
gld=en&catld=89&
news|d=9060&furth
erNews=yes

https:/Aww.kvk.nl/ Guide
download/KvK%20lI /toolbox
0T %20Publicatie tc

m109 -399524.pdf
https:/Aww.kvk.nl/ Guide
download/KvK%201 /toolbox
nternet%200f%20T

hings%20 -
%20A3%20werkbla

den tcm109 -

399525.pdf

https://kvk.instant Guide/
magazine.com/e - toolbox
zines -kvk/internet -
of-things#

http://www.greatbu Guide/to
siness.gov.uk/domo olbox
reo nline/

http://www.cloudwa Guide/to
tchhub.eu/SMEs olbox

- Typology
https://blog.udacity MOOC
.com/2017/09/anno

uncing - 60000 -

challenge -

scholarships -
udacity -google.html

roadmap

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

3. Strengthen
structured skills
development

2. Support
strategic
outlook
development

2. Support
strategic
outlook

deve lopment

2. Support
strategic
outlook
development

2. Support
strategic
outlook
development

1.
Strengthening
ecosystems

Most relevant
stream of
roadmap

2. Support
strategic
outlook
development

4. Stimulate development of
practical cybersecurity training
programmes (eg in
needs based, using labs

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potentia | of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

3. Promote bluep rints, practical
frameworks and tools that support
SMEs to build a smart (HR)
strategy (incl. tools to support
recruitment, hiring, dvipment)

2. Stimulate existing and new
policy initatives  thatinform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaians, e vents)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

2. Stimulate existing and new
policy initatives that info rm SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaians, events)

2. Stimulate existing and new
policy initatives that inform SME
managers/owners about the
potential of BIC technologies and
encourage innovation (e.g.
programmes, campaigns, e vents)

1. Created shared databases and
tools to make information
accessible to stakeholders

Most relevant sub
stream

- goal of that

2. Suppo rtorganisations,
initiatives and platforms tht foster
collaboration and knowedge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new
business models (e.g.business
clubs/associations/clusters, buddy
support schemes, training

pro grams for a group of company
managers)
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https://cyreslab.org/
https://cyreslab.org/
https://my.iapp.org/NC__Product?id=a191a000000QL2eAAG
https://my.iapp.org/NC__Product?id=a191a000000QL2eAAG
https://my.iapp.org/NC__Product?id=a191a000000QL2eAAG
https://my.iapp.org/NC__Product?id=a191a000000QL2eAAG
https://iapp.org/resources/article/privacy-program-management/
https://iapp.org/resources/article/privacy-program-management/
https://iapp.org/resources/article/privacy-program-management/
https://iapp.org/resources/article/privacy-program-management/
http://ec.europa.eu/social/main.jsp?langId=en&catId=89&newsId=9060&furtherNews=yes
http://ec.europa.eu/social/main.jsp?langId=en&catId=89&newsId=9060&furtherNews=yes
http://ec.europa.eu/social/main.jsp?langId=en&catId=89&newsId=9060&furtherNews=yes
http://ec.europa.eu/social/main.jsp?langId=en&catId=89&newsId=9060&furtherNews=yes
http://ec.europa.eu/social/main.jsp?langId=en&catId=89&newsId=9060&furtherNews=yes
https://www.kvk.nl/download/KvK%20IoT%20Publicatie_tcm109-399524.pdf
https://www.kvk.nl/download/KvK%20IoT%20Publicatie_tcm109-399524.pdf
https://www.kvk.nl/download/KvK%20IoT%20Publicatie_tcm109-399524.pdf
https://www.kvk.nl/download/KvK%20IoT%20Publicatie_tcm109-399524.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://www.kvk.nl/download/KvK%20Internet%20of%20Things%20-%20A3%20werkbladen_tcm109-399525.pdf
https://kvk.instantmagazine.com/e-zines-kvk/internet-of-things
https://kvk.instantmagazine.com/e-zines-kvk/internet-of-things
https://kvk.instantmagazine.com/e-zines-kvk/internet-of-things
https://kvk.instantmagazine.com/e-zines-kvk/internet-of-things
http://www.greatbusiness.gov.uk/domoreonline/
http://www.greatbusiness.gov.uk/domoreonline/
http://www.greatbusiness.gov.uk/domoreonline/
http://www.cloudwatchhub.eu/SMEs
http://www.cloudwatchhub.eu/SMEs
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html
https://blog.udacity.com/2017/09/announcing-60000-challenge-scholarships-udacity-google.html

Most relevant
stream of

Good practices

; ; Most relevant sub
various skills

stream

- goal of that

Typology

2

10

11

12

13

14

initiatives

Skillman

Analytics
Academy
(Google)

Google Growth
Engine for
Europe

Cybersecurity for
Small
Businesses

Incibe

Google Digital
Garage

Studyportals

LoRa Academy

Aan de slag met
big data. Denk
groot , startklein

Microsoft
Introduction to
Big Data

Big Data
Capsto ne Proed

Big Data
Fundamentals

Microsoft
Professional

http://learn.skillma
n.eu

https://analytics.qo

ogle.com/analytics/

academy/

https://grow.google

[intl/e urope

https:/mww.sba.qo

v/course/cybersecur

ity -small -
businesses/

https:/Atransla __te.go

ogle.com/franslate?

hl=nl&sl=e s&u=http

s://wwv.incibe.es/f

ormacion/cibersegur

idad -para -
micropymes -y-
autonomos&prev=s

earch

https:/Nearndigital.

withgoogle.com/digi

talewerkplaats

https:/mww.shortc
oursesportal.com/se

arch/#g=di -282|lv -

short]tc -
EUR&start=0&order

=relevance

https:/lora__ -
developers.semtech

.com/resources/lora

wan -academy/
http://bigdata.movi

etrader.tv/clipcard2

/bigdatamooc?hd=tr

ue
https:/mww.edx.or

g/course/microsoft -

professional -
program -big -data -
microsoft -dat229x

https:/AMww.edx.or

d/course/big -data -
capstone -project -
adelaidex -datacapx

https:/mww.edx.or

g/coursebiq -data -
fundamentals -
adelaidex -bigdatax

https:/mww.edx.or

dg/course/microsoft -

professional -

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

MOOC

roadmap

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

2. Support
strategic
outlook
development

4. Tailor
education and
training offers

4. Tailor
education and
training offers

1.
Strengthening
ecosystems

1.
Strengthening
ecosystems

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

4. Tailor
education and
training offers

1. Created shared databases and
tools to make information
accessible to stakeholders

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to increase potential talent
pool

2. Support organisations,
initiatives and platforms tht
collaboration and knowledge
sharing amongcompany
managers/owners for adoption of
BIC technologies and new
business models (e.g. business
clubs/associations/clusters, buddy
support schemes, training
programs for a group of company
managers)

foster

4. Stimulate development of
practical cy bersecurity training
programmes (eg in
needs based, using labs

4. Stimulate development of
practical cybersecurity training
programmes(eg i n VET) ,
needs based, using labs

1. Created shared databases and
tools to make information
accessible to stakeholders

1. Created shared databases and
tools to make information
accessible to stakeholders

4. Promote existing blueprints for
training for SMEs

4. Integrate BIC modules innon -
tech curricula, even offeri tfor
free, to increase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to increase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to incre ase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to increase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for
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http://learn.skillman.eu/
http://learn.skillman.eu/
https://analytics.google.com/analytics/academy/
https://analytics.google.com/analytics/academy/
https://analytics.google.com/analytics/academy/
https://grow.google/intl/europe
https://grow.google/intl/europe
https://www.sba.gov/course/cybersecurity-small-businesses/
https://www.sba.gov/course/cybersecurity-small-businesses/
https://www.sba.gov/course/cybersecurity-small-businesses/
https://www.sba.gov/course/cybersecurity-small-businesses/
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://translate.google.com/translate?hl=nl&sl=es&u=https://www.incibe.es/formacion/ciberseguridad-para-micropymes-y-autonomos&prev=search
https://learndigital.withgoogle.com/digitalewerkplaats
https://learndigital.withgoogle.com/digitalewerkplaats
https://learndigital.withgoogle.com/digitalewerkplaats
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://www.shortcoursesportal.com/search/#q=di-282|lv-short|tc-EUR&start=0&order=relevance
https://lora-developers.semtech.com/resources/lorawan-academy/
https://lora-developers.semtech.com/resources/lorawan-academy/
https://lora-developers.semtech.com/resources/lorawan-academy/
https://lora-developers.semtech.com/resources/lorawan-academy/
http://bigdata.movietrader.tv/clipcard2/bigdatamooc?hd=true
http://bigdata.movietrader.tv/clipcard2/bigdatamooc?hd=true
http://bigdata.movietrader.tv/clipcard2/bigdatamooc?hd=true
http://bigdata.movietrader.tv/clipcard2/bigdatamooc?hd=true
https://www.edx.org/course/microsoft-professional-program-big-data-microsoft-dat229x
https://www.edx.org/course/microsoft-professional-program-big-data-microsoft-dat229x
https://www.edx.org/course/microsoft-professional-program-big-data-microsoft-dat229x
https://www.edx.org/course/microsoft-professional-program-big-data-microsoft-dat229x
https://www.edx.org/course/microsoft-professional-program-big-data-microsoft-dat229x
https://www.edx.org/course/big-data-capstone-project-adelaidex-datacapx
https://www.edx.org/course/big-data-capstone-project-adelaidex-datacapx
https://www.edx.org/course/big-data-capstone-project-adelaidex-datacapx
https://www.edx.org/course/big-data-capstone-project-adelaidex-datacapx
https://www.edx.org/course/big-data-fundamentals-adelaidex-bigdatax
https://www.edx.org/course/big-data-fundamentals-adelaidex-bigdatax
https://www.edx.org/course/big-data-fundamentals-adelaidex-bigdatax
https://www.edx.org/course/big-data-fundamentals-adelaidex-bigdatax
https://www.edx.org/course/microsoft-professional-capstone-big-data-microsoft-dat230x-0
https://www.edx.org/course/microsoft-professional-capstone-big-data-microsoft-dat230x-0
https://www.edx.org/course/microsoft-professional-capstone-big-data-microsoft-dat230x-0

Good practices Most relevant

; ; Most relevant sub - goal of that
various skills Typology stream of
S stream
initiatives roadmap
Capstone: Big capstone -big -data - free, to increase potential talent
Data microsoft -dat230x -0 pool
15 Knowedge https:/mww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Management a/course/knowedge education and tech curricula, even offerit for
and Big Data in -management -big- training offers free, to increase potential talent
Business data -business - pool
hkpolyu x-isel01x -3
16 Big Data https:/Aww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Analytics Using d/course/big -data - education and tech curricula, even offeritfor
Spark analytics -using - training offers free, to increase potential talent
spark -uc-san - pool
diegox - dse230x
17 Big Data https:/Aww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Analytics d/course/big -data - education and tech curricula, even offerit for
analytics -adelaidex - training offers free, to increase potential talent
analyticsx pool
18 SLQ Tutorial https:/Amw.w3sch MOOC 4. Tailor 4. Integrate BIC modules innon -
ools.com/sgldefa _ult education and tech curricula, even offerit for
.asp. training offers free, to increase potential talent
pool
19 Analytics https:/Aww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Decision Making g/course/analytics - education and tech curricula, evenofferitfor
decision - making - training offers free, to increase potential talent
babsonx -bpet -staix - pool
0
20 Introduction to https:/Amvww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Data Analytics g/course/introductio education and tech curricula, even offerit for
for Managers n-data - analytic s- training offers free, to increase potential talent
managers - pool
michiganx -ds120x
21 Introduction to https://eu.udacity.c MOOC 4. Tailor 4. Integrate BIC modules innon -
Data Analysis om/course/intro  -to- education and tech curricula, even offerit for
data -analysis -- training offers free, to increase potential talent
ud170 pool
22 Intro to Data https://eu.udacity.c MOOC 4. Tailor 4. Integrate BIC modulesinnon -
Science om/course/intro  -to- education and tech curricula, even offerit for
data -science -- training offers free, to increase potential talent
ud359 pool
23 A/B Testing by https://eu.udacity.c MOOC 4. Tailor 4. Integrate BIC modules innon -
Google om/course/ab - education and tech curricula, even offerit for
testing --ud257 training offers free, to increase potential talent
pool
24 Emerging https:/Mww.course MOOC 4. Tailor 4. Integrate BIC modules innon -
Technologies: ra.org/specialization education and tech curricula, even offerit for
from s/emerging - training offers free, to increase potential talent
Smartphones to technologies pool
10T to Big Data
Specialization
25 MicroMasters Big  https:/imww.edx.or MOOC 4. Tailor 4. Integrate BIC modules innon -
Data g/micromastersibig - education and tech curricula, even offerit for
data training offers free, to increase potential talent
pool
26 Data https:/Amw.course MOOC 4. Tailor 4. Integrate BIC modules innon -
Warehousing for  ra.org/specialization education and tech curricula, even offerit for
Business s/data -wareh ousing training offers free, to increase potential talent
Intelligence pool
Specialization
27 Learn Python https:/Mmww.codeca MOOC 4. Tailor 4. Integrate BIC modules innon -
demy.com/learn/lea education and tech curricula, even offerit for
rm -python training offers free, to increase potential talent
pool
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https://www.edx.org/course/microsoft-professional-capstone-big-data-microsoft-dat230x-0
https://www.edx.org/course/microsoft-professional-capstone-big-data-microsoft-dat230x-0
https://www.edx.org/course/knowledge-management-big-data-business-hkpolyux-ise101x-3
https://www.edx.org/course/knowledge-management-big-data-business-hkpolyux-ise101x-3
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free, to increase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to increas e potential talent
pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to incre ase potential talent

pool

4. Integrate BIC modules innon -
tech curricula, even offerit for

free, to increase potential ta lent
pool

4. Integrate BIC modules innon -
tech curricula, even offer it for
free, to increase potential talent

pool
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APPENDIX D
APPROACH

: DETAILED ASSESSMENT

The table below summarizes the Empirica framework fore
of indicators collected and the considerations in light of

mechanism .

Assigned

macr0 -area

SUPPLY

Labour

Training

Labour

Labour
(internal
mobility)

Labour

Indicator
collected
Empirica/IDC

ICT HE
graduates

ICT vocational
training
graduates

STEM (science,
technology,
engineering,
mathematics)
entri es

Lateralentries

Category change

Considerations in
comparison with the
proposed monitoring
mechanismsfor ICT

Data source not
mentioned.

Corresponding

indicators in the

proposed monitoring
framework : Enrolment
by field % and Graduates
by field %

Corresponding

indicators in the

proposed monitoring
framework : Main skils
targeted by CVT courses
(% enterprises)

Corresponding
indicators in the
proposed monitoring
framework  : Not
consideredin our
framework.

Datasource :not
available; assumed
estimated.

Missing information on
lateral entry definition
specification:i.e. Does it
cover passing from a

non - ICT department to

an ICT department?

Corresponding
indicators in the
proposed monitoring
framework : Not
consideredin our
framework.

Time -dynam ic indicator

Datasource :not
available.

Missing information on
definition specification
with reference to

fifcategoryo.

Corresponding
indicators in the
proposed monitoring
framework  : Not

- Skills focused onICT, the type

OF THE EMPIRICA

our proposed monitoring

Extendibility

to 10T, Big

Data, and
Cybersecurity

New data to be
collected

New data to be
collected

Too broad to be
adapted to the
three areas.

Depending on
data source.

Expected novel
work to be
done fordata
collection.

More
information is
needed to
assess.

Expected novel
work to be
done fordata
collection.

Actions/suggestions

Same angle

approached by our

framework

Same angle

approached by our

framework

Could be included for

ICT

Interesting indicator

aboutinternal

mobility, relevant for
SMEs, however, novel
work to be done for

data collection.

Interesting indicator,
however, novel work
to be done fordata

collection.
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Assigned

Indicator
collected

macr0 -area

Empirica/IDC

Business
Labour management

entries
Labour
(Cross - .

Emi-
bordertrade . N
in immigration
em ployment)
DEMAND
Labour Vacancies
Labour Jobs

Considerations in
comparison with the
proposed monitoring

mechanismsfor ICT

consideredin our
framework.

Time -dynamic indicator

Corresponding
indicators in the
proposed monitoring
framework : Not
consideredin our
framewor k.

Time -dynamic indicator

More relevantin atime
dynamic growth model.

In a static model,
relevantindicator canbe
the OECD indicatorson
Trade in  Employment
(TiM) i e.g. Domestic
Employment embodied in
foreign final demand (by
partner) , distinguishing
by Source Industry. The
relevant sectoris SIC
code C72 Computerand
Related acti vities.

Datasource :not
available.

Corresponding

indicators in the

proposed monitoring
framework: we do not
considervacancies.

We consider

of I CT speci al
planned inves
itrad

f
| CTo and
serviceso.

Datasource :not
available.

Extendibility

to loT, Big

Data, and
Cybersecurity

More
information is
needed to
assess.

Data
aggregation
doesnotallow
extension to
the three areas.

Adaptable,
dependingon
the data
collection
method (for
example
throughweb -
scraping)

Adaptable,
dependingon
the data
collection
method (for
example
throughweb -
scraping)

Actions/suggestions

OECD indicators on
Trade in Employment
(TiM) could be
explored (missing
data, country
coverage) for ICT.

It provides a supply
indicator of labourin
an international
dimension.

Possible to look at
vacancies, however
notsure ifthe two
indic ators would differ
significantly.

Novel work needs to
be done for data
collection.

NA

Table 7 Detailed review of ISCO codes for ICT, Big Data, loT and Cybersecurity workforce definition

E- Skills - ICT definition and applicability to Big Data, loT and Cybersecurity

Anotherrelevant element that we have reviewed inthe scope of e
framework is the definition of ICT Specialists and ICT Profession based on ISCO codes, in
view of assessing the possibility to extend those categories toBig Data, loT and

Cybersecurityto create relevantindicators on employment.

- Skills Empirica
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EmpiricareferstoICT  specialist and ICT professionworkforce of the ILO International

Standard Classification of Occupations 2008 (ISCO -08). | CT is one of the Ot |
viewsd (or f oc-08stegstherwitfandarBoBgdthers Agriculture, Healthand

Tourism. ISCO -08thus contains anexpansionand update of the categories forthese

occupations.

We reviewed bothILO ICT thematic view andthe slightly adaptedEmpirica ICT
specialistworkforce definition in view of assessing its degree of replicability withinthe
monitoring mechanismproposed and more specifically, the relevance of the workforce
typesforboth ICT and the three areas (loT, Cybersecurity and Big Data).

Looking at the professional categories proposed by our study, thus i) Managers, ii)

Professionalsandii) A dvanced Users, the |ILO ISCO categories c
0Technicians and Associates6é, plus a number of addit
ISCO 7 and ISCO 1). Enpirica takes a step furtherto include the Manager (ISCO 1)

categoryandtosugge stsome adaptationsamongwhichthe category Mechanicsand

Servicers.

As ILO ISCO codes are broadly used as reference (also by the EU Skills Panorama for
example), we propose the following workforcetypesfor ICT forthis study, compatible
withthe ILO ISCO proposed classification and the Empirica one:

1. ILO ISCO categories 2. Empirica ICT workforce 3. Proposed final
d CT thematic definition categories categories
4. Professionals 5. Manager 6. Manager
7. Technicians and 8. Professionals 9. Professionals
Associates
10. 11. Technicians/Associates 12. Technicians/Associates
13. 14. Mechanics and Servicers 15. Advanced Users (includes

Mechanics and Services)

Table 8 Review of ISCO ICT codes, Empirica approach and proposed professionals (workforce) definition

In terms of the adaptability of ILOISCO codesto loT, Cybersecurity and Big Data, the
ICT codes are not directly usable, and furtheranalysis, c onsiderations and assumptions
should be made in view of exploring theiruse.

ILO ISCO codes are the bestrefer enceavailable interms of workforc e topologies details.
Touse ISCO codes would create a solid base forfurther monitoring and for replicability.

From a conceptual and technological point of view, additional workforce type codes

should be consideredont  opofthe onesusedforICTs, as the applicationsof thesethree
areas are broader than ICT only. Following ILO ISCO codes, these could be, forexample,
2149 Engineer profession not elsewhere specified, 4 - digit codes from8 Plant and
Machine Operatorsand  Assemblers, 216 Architects, planners, surveyors and designers,
etc.

Different degrees of relevance can be assumed foreach code depending on the specific
area, thus, a matrix of weights (orany otheralternative that allows to assessthe codes
relevance)s hould be createdto selectthe relevantcodes,foreacharea.

Raw data fromILO would be neededto assesstowhatdegree one could go furtherdown

in typologies granularity. ILO uses a coding systemthat assignswords to specific codes

whencollectingdat athroughthesurveytocreate4 - digit ISCO codes. Inits report on the

status of implementation of I SCO (2015), the I LO men
example, be a needto determine whetheranincreasing number of jobs in ICT referred to

as "architects"( enterprise architect, solutionsarchitect, software architect, network

architect, systems architect...) are adequately covered by the existing unit groups or

reflect new oremerging occupations. Similarly, there may be a needto determine

whethernew soci almedia occupations are emerging at the boundary between ICT and
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the world of marketing and advertising (searchengine optimization (SEO) specialist, SEO
strategist, online community manager) or whetherthese are specializations of existing

o0 c c u p a t*%. @he exbension of the codesto new types of occupations, aswellas a
further code update forthe ICT occupations, is thus hypothetically possible, however, it
would require aligning withthe ILO.

In absence of raw ILO sources, we summarize below a propo
following ILO ISCO codes and Empirica.

Managers (1)

Professionals

Technicians
and Associates

ICT, Big Data, loT and Cybersecurity workforce

ICT service managers

Systems analysts
Core ICT practitioners
Software developers
Web and multimedia developers
Applications programmers

- professionallevel

Software and applications developers and

analystsn.e.c.

Database designers and administrators

Systems administrators

Computer network professionals
Database and network professionals n.e.c.

OtherICT practitioners
Electronics engineers
Telecommunications engineers

Graphics and Multimedia Designers

Information
ICT sales professionals

Core ICT
associate/technicianlevel

ICT operations technicians
ICT user support technicians

technology trainers

practitioners

- professionallevel

Computer network and systems technicians

Web technicians

Other ICT
associate/technicianlevel

practitioners

Electronics engineering technicians

Broadcasting and audio

-visual technicians

Telecommunications e ngineering technicians

sedworkforcetypeslist,

ISCO -08
code

1330

2511

2512
2513
2514
2519

2521
2522
2523
2529

2152
2153
2166
2356
2434

3511
3512
3513
3514

3114
3521
3522

7421
7422

on | LO I SCO codes and

Advanced
users
Craft and Mechanics and servicers
related trade
workers (1)
Electronics mechanics and servicers
ICT installers and servicers
Other (Considered as users also when they are
advanced indicated under Professional activities by the
users specific code)
Table 9 Detailed review of ISCO codes for ICT, Big Data, loT and Cybersecurity workforce definition
Source: authorsdé el aboration based
Notes:

(1) Empirica definition

35 Hunter, D. (ILO) (2015), The status ofimplementation and plans for future revision of the International

Standard Classification

of Occupations, 2008 (ISCO

https:/funstats.un.org/unsd/classifications/expertgroup/egm2015/ac289

-08), ESA/STAT/AC.289/34

-34PDF

Empirica
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APPENDIX E: DETAILED DESCRIPTION OF GOOD RACTICES
Good practicesfurther detailed below:

Skillnet Ireland by the government of Ireland

Cybersecurity Skills Initiative (CSI) by anlrish nationwide public - private c oalition
SME Datalab by Jheronimus  Academy of Data Science (JADS)

PROMPT by RISE Research Institutes of Sweden

CyberResilience Centre by Brainport Eindhoven region

ASTERDby Emilia - Romagna region

Recognising skills in data science by the Big Data Value Association (BDVA)
Community  knowledge platformby VOICE (association of IT -using SMESs)
SMESEC by the SMESEC consortiumforthe European Commission

Make_SME_Digital (Blueprint skills training SMESs) by consortiumfor the European
Commission

=A =4 =4 =4 4 A4 -4 -4 A -

=

Mittelstand4.0 Centres of Excellence by the Federal Ministry for Economic Affairs
and Energy Germany

Les Digiteurs by CCl Paris lle - de France

SEnDIng by the University of Patras forthe European Commission
Modern Enterprises Programme by the Hungarian Chamber of Commerce
Innovation vouchers by Busin essFinland

= =4 4 -4 -

Cybersecurity supportrangers by The Ministry of Economy, Trade and Industry
Japan

CyberNY C by the New Y ork City

Skillsfuture initiative by Singapore government

Name good practice Skillnet Ireland

Business support agency of the Government of Ireland

=

Responsible organisation(s)

i 201
Duration (start/end) Since 2013
i Public (bythe Minister for Education and Skills)

Total investment of 036.27m (017.7 (S
Budget

018.57m (Enterprise contributions)

Arange of Skillnet Ireland funded programmes that deliver a wide

Targeted  skills range of skills

1 Advance the competitiveness, productivity and innovation of
Irish businesses through enterprise - led workforce
development

T Facilitate increased participation in enterprise training and
workforce learning in Ireland.

Skillnet Ireland is a business support agency ofthe Government of
Ireland. It focuses on funding support, promoting of upskilling,

business networking, career development, developing future skills and
policy.

Objectives of the initiative

Concise description

A Skillnet Network is a collection of private - sector businesses that
collaborate to address skills needs within their sector or region. There
are:
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Name good practice Skillnet Ireland

T Single Sector Networks: these Skillnet Networks wor k with
businesses in specific sectors, developing bespoke solutions to
meet existing and emerging skills needs within those sectors.

1  Multi Sector Networks: These Skillnet Ne tworks work with
businesses in specific regions, developing bespoke solutions to
me et existing and emerging skills needs within specific
regions.

The 65+ Skillnet Learning Networks assist businesses, smalland large,

to identify the skills needed to develop their businesses and to support
theirteams. The Skillnet model has particular ap peal for SMEs as the
cost of training is subsided by Skillnet Ireland. In addition, the design,
sourcing and delivery of training is all coordinated by the Skillnet

Network itself, enabling easy access to training but also moving much

of the administrative burden away from the firm.

68 Networks. Support over 16.000 business nationwide and provide a

Results wide range of valuable learning experiences to over 55.000 trainees.
441.846 total training days, 56.182 total people trained

Rationale forselection The initiative shows a successful approach that contributes to:

1  Strengthening e cosystems:

1  Strategic outlook development:

1  Structured skills development:

f Tailoring training to SMEO6s need:
Lessons learned for

roadmap and/or scaling up

Website(s) initiative https:/AMmw.skKillnetireland.ie/abo ut/funding - for - upskilling/
Name good practice Cybersecurity Skills Initiative (CSI) Ireland
Responsible organisation(s) A national public - private coalition lead by Technology Ireland ICT Skillnet

and Skillnet Ireland

Duration (start/end) 2018

Funding Public - private

Budget Unknown

Targeted skills Cyber security skills

Objectives of the initiative The programme has a clear structure to ach
excellenced) which builds on five obje

1  Cybersecurity Skills Pathways,

1  Organic growth (broaden the skills base by fostering internal
mobility),

1  Cybersecurity isa Businessissue not justan|T issue
i New Entrants (attract and retain young people),

1  Continuous professional development (CPD).

Concise description The Cybersecurity Skills Initiative (CSl) is a direct response to the most
consistent need of companies across all sectors and of allsizes i howto
adequately protecttheirbusinessin theface of the escalating cyberthreat
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Cybersecurity Skills Initiative (CSI) Ireland

Name good practice

Results

Rationale for selection

Lessons learned forroadmap
and/or scaling up

Website(s) initiative

Central to this need is the growing shortage of skilled cybersecuriy
personnel to protect against and respond to security breaches. And this

is happening at a time when unemployment is rapidly decreasing and the
competition for the available technically skilled personnelis intense

The CSI contains a comprehensive plan to train 5,000 people in
cybersecurity skills and help 4,000 companies to tackle the cybersecurity
skills issue over the next three years.

One interesting course is the Cyber Aptitude Test which facilitates career
change into cybersecurity and has proven to tap into new supply of
resources to fillthe skills gap/tackle e xisting mismatch.

The initiative shows a successful approach that contributes to:
9  Strengthening ecosystems:
1  Strategic outlook development:
9  Structured skills development:
1

Tailoring training to SME6s needs

https:/mmw.ictskillnet.ie/cyber - security -skills/ ,
https:/mww.ictskillnet.ie/wp - content/uploads/2019/04/C Sl -Brochure -
2019.pdf

Name good practice SME Datalab

Responsible organisation(s)
Duration (start/end)
Funding

Budget

Targeted skills
Objectives of the initiative

Concise description

Results

Rationale for selection

JADS
6 till 10 weeks per project

Public - Private partnership

Day charge an additional fee of 02.500
of this budget goes to the studentthat did the job

Big data
1  Helping organizations to create value with data.

JADS MKB Datalad helps organisation to create value with data. They do
this by doing short term project with data scientists (thatare still in
college). In case the students get stuck, the e xperienced professionals or
scientists will be there to help orguide them. JADS MKB Datalab mainly
focussesonprojects that can create cost reduction or reve nue increase.

In some cases, the clientwants more than just one project, in cases like

that, there will be multiple project to get to the required re sult.

More than 70 companies (in different sizes and industries) are helped in
with totally different issues

The initiative shows a successful approach that contributes to:

1  Strengthening ecosystems:
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Name good practice SME Datalab

1  Strategic outlook development:

1  Structured skills development:

f Tailoring training to SMEG6s needs
Lessons learned forroadmap
and/or scaling up
Website(s) initiative https://fadsmkbdatalab.nl/about -us/
Responsible organisation(s) RISE
Duration (start/end) Unknown
Funding Owned by Swedish State and work in collaboration with and on behalf of

the private and public sectors and academia.

Budget Unknown
Targeted skills Cybersecurity, big data & 10T skills
Objectives of the initiative 1  Products, technologies, processes and materials that contribute
to a sustainable future and a competitive Swedish business
community.
Concise description RI SE is Swedendés research institute an
international collaboration programmes with industry, academia and the

public sector, we ensure the competitiveness of the Swe dish business
community on an international level and contribute to a sustainable
society.

Our 2,800 employees engage in and support all types of innovation
processes. RISE is anindependent, State -owned research institute,
which offers unigue e xpertise and over 100 te stbeds and demonstration
environments for future - proof technologies, products and services.

Results Ourturnoverwas approximately SEK 3 billion. Ownerof and partnerin
60%of Swedenbs total test and demonstrat
Rationale for selection The initiative shows a successful approach that contributes to:
1  Strengthening ecosystems:
Strategic outlook development:

1
1 Structured skills development:
1

Tailoring traineedng to SMEO®Ss
Lessons learned for
roadmap and/or scaling up
Website(s) initiative https:/mww.ri.se/en/better -future -and-those -who -take - us -there

Name good practice Cyber resilience centre

Responsible organisation(s) Brainport, Eindhoven region
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Duration (start/end)

Funding Public - Private partnership

Budget

Targeted skills Cybersecurity

Objectives of the initiative 1 Increase the resilience of high industries firmsin the

Netherlands against cyber attacks

Concise description Achieve a higher cyber resilience by offering a trusted envionment on
participants where they share knowle dge, information, and best practices
with each other

Results Unknown

Rationale forselection The initiative shows a successful approach that contributes to:
1 Strengthening e cosystems:
1  Strategic outlook development:
1  Structured skills development:
1

Tailoring training to SME&6s needs

Lessons learnedforroadmap
and/or scaling up

Website(s) initiative https://cwbrainport.nl/

Name good practice ASTER

Emilia - Romagna

Responsible organisation(s)

Since 1985 ASTER has shaped and defined pathways and tools for

Do SEGHETE) innovation, industrial research, technology transfer and for the
improvement of high - quality skills and careers on innovation
. Public and private organisations
Funding P 9
Unknown
Budget
. Big data
Targeted skills 9
Objectives of the initiative f Foster the regionds sustainable g
and knowedge, attractiveness and internationalisation of the
region...

. L ASTER is the Consortium for innovation and technology transfer ofthe
Concise description Emilia - Romagnaregionofltal vy
ASTER promotes industrial research as the main driver of sustainable
economic development and collaborates with company associations to
develop joint research and corporate strategies and actions, facilies and
services forindustrial research, and the enhancement of human capital
working in these areas.

ASTER managesthe Emilia -Romagna High Technology Network,
consisting of industrial re search laboratories and Innovation Centres,
providing research, expertise, tools and re source s to business and

to help drive innovationin companies
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Name good practice ASTER

The High Technology Network currently involves: 82 laboratories, 14

Results Innovation Centres, 10 Technopoles

Rationale forselection The initiative shows a successful approach that contributes to:
I  Strengthening ecosystems:
1  Strategic outlook development:
i Structured skills development:
f Tailoring training to SMEO6s needs

Lessons learned for
roadmap and/or scaling up

Website(s) initiative https:/Mww.ub - cooperation.eu/pdf/cases/S Case Study Aster.pdf
Name good practice Recognising Skills in Data Science

Responsible organisation(s) BDVA

Duration (start/end) The BDV PPP was launched in 2014, but its o perationalization has been

especially pushed forward with the launch of the LEIT work programme
2016/2017 The objectives of the Association) are to boost European
Big Data Value research, development and innovation and to foster a
positive perception of Big Data Value.

Funding Public

Budget Unknown

Targeted skills Big data

Objectives of the initiative 1  Positioning Europe as the world leader in the creation of Big
Data Value.

Concise description The Big Data Value Association (BDVA)is anindustry -driven

internationalnot i for - profit organisation with 200 members all over

Europe anda well -balanced composition oflarge, small, and medium -
sizedindustries as well as re search and user organizations. BDVA s the
private counterpart to the EU Commission to implement the Big Data

Value PPP program.

The missionofthe BDVA is to develop the Innovation Ecosystemthat

will enable the data and Al - driven digital transformation in Europe
delivering maximum eco  nomic and societal benefit, and, achieving and
sustaining Europeds | eadership on Big
Intelligence

Results Unknown

Rationale for selection The initiative shows a successful approach that contributes to:

1  Strengthening ecosystems:

i Strategic outlook development:
1  Structured skills development:
1

Tailoring training to SME®&s need:

Lessons learned for
roadmap and/or scaling up

Website(s) initiative
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Name good practice Recognising Skills in Data Science

Name good practice VOICE Community Knowle dge Platform
Responsible  organisation(s) The Federal Association
Duration (start/end) The Federal Association emerged at the end of 2011 from the merger
of the organizations CIOcolloquium and CIO - Circle. VOICE is organized

as aregistered associationwith headquarters in Berlin and offices in
Cologne, Munich and Hamburg.

Funding Public
Budget Unknown
Targeted skills Cybersecurity
Objectives of the initiative bl Further enhance the competitiveness of member companies
through the use of digital technologies - with a targeted
exchange onthe top issues of digitization and by safeguarding
the interests of user companies in nationaland European
policiesandin IT. p  rovider shaft.
Concise description Voice offers its clients a competent, attractive and dynamic platform.
VOICE s today the largest re presentation of digital decision -makers on

the userside in German - speaking countries. They represent a cross
sectionof DAX, MDAXand medium -sized companies.

Results

Rationale forselection The initiative shows a successful approach that contributes to:
1  Strengthening ecosystems:
i Strategic outlook development:
1  Structured skills development:
f Tailoring traineedng to SMEOGSs

Lessons learned for
roadmap and/or scaling up

Website(s) initiative https://voice - ev.orgMissensplattform/
Name good practice SMESEC
Various org

Responsible organisation(s)

The SMESEC suite will be developed in 36 months bya strong

Duration  (start/end) consortium of 12 partners from 7 countries

. The consortium is led by ATOS, with many years of e xperience in
Funding y yYy p

project management and cyber - security, and involves large companies,
SMEs, research centers, and universities. While supported by research
centers and universities, SMESEC is an industry - oriented project,
where the private companies will cover more than 73% of the total
project costs.
This project has re ceived funding from the European Uni o
2020 research and innovation programme under grant agreement No
740787 (SMESEC)
Budget
Cybersecurity

Targeted skills
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Name good practice SMESEC

Objectives of the initiative

Concise description

Results

Rationale for selection

Lessons learned for
roadmap and/or scaling up

Website(s) initiative

Name good practice Blueprint skills training SMEs

Responsible organisation(s)

Duration (start/end)

Funding
Budget
Targeted skills

Objectivesof theinitiative

Concise description

Results

Rationale forselection

Lessons learned forroadmap
and/or scaling up

Website(s) initiative

1

High - quality cybersecurity solutions attractive to SMEs with a
restricted budget

Provide cybersecurity training and awareness for SMEs and all
type of employees

Testand validate our solution with four initial use cases and
have anopen callwhen the solution is more mature

Ready to market solution

SMESEC is a project proposed by aninternational group of e xperts as a

response to the cyber

background on cyber -security and a restricted budget

The initiative shows a successful approach that contributes to:

Strengthening e cosystems:
Strategic outlook development:

Structured skills development:

-security challenges of SMEs with a limited

Tailoring training to SME®&s need

https:/Mmww.smesec.eu/about.html

M akes medigital c onsortiumfor the EuropeanC ommission

Designinga sharedvision for skillsdevelopmentfor SMEs on Big D ata, Intemet of
T hings and Cybersecurity for the coming years until2 023

P ublic

G 400.000

Cybersecurity, |oT andbig data

1

The main objectiveofthis initiativeis to research, identify, design, test
and validate s pecific measures s upporting specialiseds kills
development related to Big Data, I nternetof T hings (IoT) and
Cybersecurityfor s mallandmedium -sized enterprisesin  Europe

The aimofthe projectisto provide the European Commission with a
structuredprogramme for thetraining of SMEemployeesand
unemployed persons with digital skills thatarerequiredin the modern
work place.

The European Commission and EASME took the initiative to analyse and support

SMEs?d

skills devel opment for Big Dat a,

initiative is managedby a consortium of Capgemini Consulting, T echnopolis Group
andthe EuropeanDIGITALSME  Alliance.

C ourses developedon fullstack, data analytics, cybersecurity and digital marketing

T he initiative s hows a s uccessfulapproach that contributes to:

1

1
1
1

Strengthening ecosystems:

Strategic outlookdevelopment:

Structured skills development:

Tailoring training to SMEO&6s needs

https://makesmedigital.eu

n
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Name good practice Mittelstand 4.0

Responsible  organisation(s) Federal Ministry for Economic Affairs and Energy Germany

Duration (start/end) 2015 - ungoing

Funding Public

Budget Unknown

Targeted skills Cybersecurity, big data, 10T skills or combination

Objectives of the initiative 1 Toraise awareness among SMEs about the technological and

economic potential of digttialisation, including industrie 4.0
and about challenges involved

 To supportthe development of needs -oriented, secure, and
market -ready solutions for SMEs by providing op portunities to
viewand testthese outin practice

1  To provide keyinformation and knowle dge for e stablished
transfer agencies and multipliers

Concise description Regional OMittel safanedx ¢le |0l erne d etshat 1
the Federal Ministry for Economic Affairs and Energy, and the Centre of
Excell ence for the o6Digitalisation o
becomemoreawareof Industry 4.0, and provide them with information,
training and opportunities to test their Industry 4.0 applications.
Demonstration and learning factories help companies try out newthings
i under the close eye of industry experts i and put their own
technologies, product or customer interfaces to the test before making
an investment. These services are supplemented by the work done by
the Mittelstand 4.0 agencies: These agencies use multipliers to answer
companiesd questions on a host o f
digitalisaton 1 such as cloud computing , digital communicaton,
processes, trade, etc..

Results Planned annual investment of 40 billion EUR by German Industty in
Industry 4.0 applications by 2020
153 billion EUR additional growth cre ated through Industry 4.0 by 2020

Rationale forselection The initiative shows a successful approach that contributes to:
i Strengthening e cosystems:
I  Strategic outlook development:
1  Structured skills development:
1

Tailoring training to SME®&s need

Lessons learned for
roadmap and/or scaling up

Website(s) initiative

Name good practice SEnDIngProject

Responsible organisation(s) University of Patras

Duration (start/end) 1stDecember2017 - 30th November 2020

Funding Co- funded by the Erasmus+ Programme of the European Union
Budget u982. 537

Targeted skills Big data and IoT skills
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Name good practice SEnDIng Project

Objectives of the initiative 1  To addressthe skills gap of DS and |oT professionals by
targeting the | T sector and ot het
banking, energy, and logistics) that have demands for high -
qualified DS and loT profes  sionals.

1  To provide DS and IoT professionals with skills and
competences, that meet the needs of employers, are
transferable and recognized among European countries.

1 To designa common reference scheme of competences, skills,
knowledge and proficiency levels for DS and |oT professionals
in accordance with European frameworks (e.g. eCF and
ESCO).

1  To designand provide two modular learning outcome oriented
VET programs, one targeting DS and another loT.

T To designa mechanism for the certification of skills and
competences provided to learners

Concise description The SEnDIng project has developed a VET program which is based on
modular and learning outcomes -oriented curricula that combine
technicalknowledge and skills at Data Science and Internet of Things
domains with transversal skills and competences.

Results Phase 1: 103 hours asynchronous online training (10 hours perweek
from November 2019 to January 2020).

Phase 2: 20 hours face to face training during February 2020 that will be
held in Athens, Nicosia and Sofia during 2 we ekends.

Phase 3: 4 months on  -the -jobtra iningin the period from March 2020 to
August 2020. On -the-job training will take place at your business
premises and there is the possibility to support you in defining the case
studies your employees will work on, so thatthey are relative to your
busine ss activities.
Rationale forselection The initiative shows a successful approach that contributes to:
i Strengthening e cosystems:
1  Strategic outlook development:
1 Structured skills development:
1

Tailoring training to SMEG6s need:

Lessons learned for
roadmap and/or scaling up

Website(s) initiative http://sending - proje ct.eu/index.php/en/

Name good practice Modern Enterprises' Program

Responsible organisation(s) Hungarian Chamber of Commerce

Duration (start/end) 08/2015 untill 2021

Funding Public (Hungarian Chamber of Commerce & European Fund for Regional

Development 1 EU)
Budget 18.077.000 Euro

Targeted skills Cybersecurity, big data, 10T skills or combination
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Name good practice Modern Enterprises' Program

Objectives of the initiative 1  Offer personalized and knowedgeable assistance and not =
restitutable advice for business IT -developments.

1 Help firms and guide them in their digital transformation

Concise description The program conducts surveys, suggest IT - developments, solutions,
offers dis counts, brings together events

Results 16.733 member firms, 1.948 discounts, 264 events

Rationale for selection The initiative shows a successful approach that contributes to:
1  Strengthening e cosystems:
1  Strategic outlook development:
9  Structured skils development:
f Tailoring training to SME6s need

Lessons learned for
roadmap and/or scaling up

Website(s) initiative https:/ivallalkoz zdigitalisan.hu/index. html

Responsible organisation(s) Business Finland

Duration (start/end) Created on 1ste January 2018 by the merger of two organizations: Finpro
and Tekes.

Funding Public

Budget

Targeted skills Cybersecurity, big data, 10T skills or combination

Objectives of the initiative 1  We enable companies to growinternationally and also cre ate

world -classbusiness ecosystems and a competitive business
environment for Finland...

Concise description Business Finland offers Finnish companies a unified customer joumey for
innovation activities, internationalization, investments, and toursm
promotion.

Results 958M Funding applied, 2906 new products, services or other innovations

generated, 1303 patents and 816 theses.

Rationale forselection The initiative shows a successful approach that contributes to:
T Strengthening e cosystems:
1  Strategic outlook development
1  Structured skills development:
f Tailoring training to SME6s needs

Lessons learned for
roadmap and/or scaling up

Website(s) initiative https:/mmw.businessfinland fi'en/for -finnish - customers/about -
us/results -and -impact/

Name good practice Digityser
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Responsible organisation(s)

Duration (start/end)
Funding

Budget

Targeted skills
Objectives of the initiative
Concise description
Results

Rationale forselection

Lessons learned for

roadmap and/or scaling up

Website(s) initiative

Name good practice

Responsible  Organization

Duration (start/end)
Funding

Budget

Targeted skills

Objectives of the initiative

Concise description

Results

Rationale for selection

DigitYseris the Digital Innovation Hub of Brussels where communites
gather to boost digitalskills, empower entrepreneurship and facilitate
digital transformation.

Unknown

Un

Cybersecurity, big data, 10T skills or combination

1  Contribute to a better society

The initiative shows a successful approach that contributes to:
1  Strengthening ecosystems:
1  Strategic outlook development:
1  Structured skills development:
1

Tailoring training to SME&és need

https://digityser.org/

Cybersecurity Support Ranger

The Ministry of Economy, Trade and Industry Japan
Unknown

Public

Unknown

Cybersecurity

1 Aiming toraise awareness on cybersecurity among SMEs and
popularize cybersecurity measures tailored to the current
situations of SMEs.

1 Supporting SMEs in taking cybersecurity efforts in
collaboration with re gional associations and companies

The Ministry of Economy, Trade and Industry (METI) and the

Information -technology Promotion Agency, Japan (IPA) have been
advancing the Project for Demonstrating Measures for Supp orting SMEs
in Conducting Post -Accident Measures Involving Cybersecurity
(Cybersecurity Support Ranger), aiming to raise anareness on

cybersecurity among SMEs and popularize cybersecurity measures

tailoredto the current situations of SMEs

Unknown

The initiative shows a successful approach that contributes to:
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Name good practice Cybersecurity Support Ranger

I  Strengthening ecosystems:

1  Strategic outlook development:
1  Structured skills development:
1

Tailoring training to SME®&s need:¢

Lessons learned for

roadmap and/or scaling up

Website(s) initiative https:/Amww.meti.go.jp/english/press/2019/0611 002.html

Responsible organization(s) New York City Economic Development Corporation

Duration (start/end) Established in 2018

Funding Public - Private partnership

Budget 100 million

Targeted skills Cybersecurity, big data, 10T skills or combination

Objectives of the initiative T Make NewYork Citya global leader in cyber innovation and to

catalyse 10,000 jobs

Concise description A suite of strategic investments to ¢
workforce, help companies drive innovation, and build networks and
community spac es

Results unknown

Rationale forselection The initiative shows a successful approach that contributes to:

I  Strengthening ecosystems:

1  Strategic outlook development:

1 Structured skills development:

T Tailoring training to SMEG6s need

Lessons learned for
roadmap and/or scaling up

Website(s) initiative https:/Amww.cyber  -nyc.com/

Responsible organisation(s) Singapore Government

Duration (start/end) Unknown

Funding Public

Budget Unknown

Targeted skills Cybersecurity, big data & 10T skills / all kind of skills
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Name good practice

Objectives of the initiative

Concise description

Results

Rationale for selection

Lessons learned for
roadmap and/or scaling up

Website(s) initiative

1 Anational movement to provide Singaporeans with the
opportunities to develop their fullest potential throughout life,
regardless of their starting points.

No matterwhere you are in life 1 schooling years, early career, mid
careerorsilveryears T youwill find a variety of resources to help you
attain mastery of skills. Skills mastery is more than having the righ
paper qualifications and being good at what you do currently;itis a
mindset of continually striving towards greater e xcellence through
knowledge, application and experience

Unknown

The initiative shows a successful approach that contributes to:
1  Strengthening ecosystems:
i Strategic outlook development:
I  Structured skills development:
1

Tailoring training to SMEOG6s

https:/mww.skillsfuture.sg/

SKILLSFUTURE

need
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HOW TO OBTAINEU PUBLICATIONS

Free publications

A one copy:
via EU Bookshop ( http://bookshop.europa.eu );

A morethan one copy or posters/imaps:
from the European Uni onhits/ececearppa.eurepmredeat ten.fdm s ();

from the delegationsin non -EU countries ( http://eeas.europa.eu/delegations/index_en.htm );

by contacting the Europe Directservice ( http://europa.eu/europedirect/index_en.htm ) or calling
00800 6 789 10 11 (freephone number f rom anywhere in the EU) (*).

*) The information givenis free,as aremostcalls (thoughs omeoperators, phoneboxes or hotels may char geyou).

Priced publications
A via EU Bookshop (  http://bookshop.europa.eu ).

Priced subscriptions

A viaone of the sales agents of the Publications Office of the European Union
(http://publications.europa.eu/others/agents/index_en.htm ).
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